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Almost two years ago, ITIF described how revelations about pervasive
digital surveillance by the U.S. intelligence community could severely
harm the competitiveness of the United States if foreign customers turned
away from U.S.-made technology and services.' Since then, U.S.
policymakers have failed to take sufficient action to address these
surveillance concerns; in some cases, they have even fanned the flames of
discontent by championing weak information security practices.” In
addition, other countries have used anger over U.S. government
surveillance as a cover for implementing a new wave of protectionist
policies specifically targeting information technology. The combined
result is a set of policies both at home and abroad that sacrifices robust
competitiveness of the U.S. tech sector for vague and unconvincing
promises of improved national security.

ITIF estimated in 2013 that even a modest drop in the expected foreign market share for
cloud computing stemming from concerns about U.S. surveillance could cost the United
States between $21.5 billion and $35 billion by 2016.° Since then, it has become clear that
the U.S. tech industry as a whole, not just the cloud computing sector, has under-
performed as a result of the Snowden revelations. Therefore, the economic impact of U.S.
surveillance practices will likely far exceed ITIF’s initial $35 billion estimate. This report
catalogues a wide range of specific examples of the economic harm that has been done to
U.S. businesses. In short, foreign customers are shunning U.S. companies. The policy
implication of this is clear: Now that Congress has reformed how the National Security
Agency (NSA) collects bulk domestic phone records and allowed private firms—rather
than the government—to collect and store approved data, it is time to address other
controversial digital surveillance activities by the U.S. intelligence community.*
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The U.S. government’s failure to reform many of the NSA’s surveillance programs has
damaged the competitiveness of the U.S. tech sector and cost it a portion of the global
market share.” This includes programs such as PRISM—the controversial program
authorized by the FISA Amendments Act, which allows for warrantless access to private-
user data on popular online services both in the United States and abroad—and Bullrun—
the NSA’s program to undermine encryption standards both at home and abroad. Foreign
companies have seized on these controversial policies to convince their customers that
keeping data at home is safer than sending it abroad, and foreign governments have
pointed to U.S. surveillance as justification for protectionist policies that require data to be
kept within their national borders. In the most extreme cases, such as in China, foreign
governments are using fear of digital surveillance to force companies to surrender valuable
intellectual property, such as source code.®

In the short term, U.S. companies lose out on contracts, and over the long term, other
countries create protectionist policies that lock U.S. businesses out of foreign markets. This
not only hurts U.S. technology companies, but costs American jobs and weakens the U.S.
trade balance. To reverse this trend, ITIF recommends that policymakers:

Increase transparency about U.S. surveillance activities both at home and abroad.
Strengthen information security by opposing any government efforts to introduce
backdoors in software or weaken encryption.

Strengthen U.S. mutual legal assistance treaties (MLATS).

Work to establish international legal standards for government access to data.
Complete trade agreements like the Trans Pacific Partnership that ban digital
protectionism, and pressure nations that seek to erect protectionist barriers to
abandon those efforts.

U.S. SURVEILLANCE POWERS COME AT A REAL COST

Since the revelations of PRISM and other digital surveillance programs by Edward
Snowden in 2013, a steady stream of troubling details has continued to emerge about
online spying by the U.S. intelligence community.” These revelations have fundamentally
shaken international trust in U.S. tech companies and hurt U.S. business prospects all over
the world. In 2014, one survey of businesses in the United Kingdom and Canada found
that 25 percent of respondents planned to pull company data out of the United States as a
result of the NSA revelations.® This survey also found that respondents were thinking
differently about the location of their data in a post-PRISM world, with 82 percent citing
national laws as their top concern when deciding where to store their data. Several
companies have come forward describing the damage that this loss of trust has had on their
ability to do business abroad. For example, the software-as-a-service company Birst has
found that companies in Europe do not want their data hosted in North America due to
concerns about U.S. spying.” In order to address these concerns, Birst was forced to partner
with a European-based company to access European businesses. In another example, a
major German insurance company turned its back on Salesforce—a U.S. cloud computing
firm—that was slated to manage its consumer database after the revelations emerged.' In
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fact, Salesforce faced major short-term sales losses and suffered a $124 million deficit in the
fiscal quarter after the NSA revelations. "

Salesforce was not the only company to face this challenge, as U.S. firms saw their sales
impacted all over the globe. For example, Cisco—a company that makes routers and
switches—saw its sales interrupted in Brazil, China, and Russia because of reports that the
NSA had secretly inserted backdoor surveillance tools into its routers, servers and
networking equipment.'” During a quarterly earnings call, Cisco CEO John Chambers
even cited the NSA as the factor behind steep sales decreases, saying “I do think (the NSA
revelation) is a factor in China.”"” These reports damaged the company’s international
reputation and prompted it to take extra precautions to thwart surreptitious actions by the
NSA. The additional costs this involved were passed along to its customers.'* Other
companies have seen declining sales. For example, the Virginia-based web hosting company
Servint saw its international clientele shrink from 60 percent of its business to nearly 30
percent as a result of European outrage." Similarly, while mobile device chipmaker
Qualcomm expects to see its sales continue to grow in China, its CEO has acknowledged
that revelations about U.S. government surveillance are hurting sales and impacting its
business in the rapidly growing foreign market.'® IBM, Microsoft, and Hewlett-Packard
also have reported diminished sales in China as a result of the NSA revelations."”

Outside the tech sector, other U.S. companies have reported that the U.S. surveillance
activities have caused them to lose major contracts to foreign competitors. For example, in
December 2013, Boeing lost a contract to Saab AB to replace Brazil’s aging fighter jets due
to concerns over NSA activities.'® Foreign governments have also shied away from using
U.S. companies to provide IT infrastructure to government entities and sensitive
industries. For example, the German government dropped Verizon from providing
Internet service to a number of its government departments out of fear that the NSA would
be able to spy on its bureaucrats.'” The government took this action despite a report from
the German magazine Der Spiegel that suggested a close relationship between the NSA and
German intelligence community.”’ In another notable example, some believe that China
removed some of the leading U.S. technology brands from its Central Government
Procurement Center’s (CGPC) approved state purchase list in response to the revelations
of widespread U.S. cyberespionage.” The Chinese government bodies can only purchase
items on this list, which cover smaller-scale purchases of technology equipment. Many U.S.
tech companies were dropped from this list, including Cisco (which had 60 products on
the CGPC in 2012, but none in 2014), Apple, Intel’'s McAfee, and Citrix Systems.*

At the same time, foreign companies have made the U.S. digital surveillance policy a
centerpiece of their own effective marketing strategy. Some European companies have
begun to highlight where their digital services are hosted as an alternative to U.S.
companies. German cloud companies like Hortnetsecurity bill themselves as “Cloud
Services: Made in Germany,” while French companies like Cloudwatt have joined the
“Sovereign Cloud,” a service advertised as resistant to NSA spying.* In another example,
F-Secure, the European online cloud storage company whose service resembles that of
Dropbox, has leveraged government surveillance into a sales pitch. Based out of Finland, F-
Secure has made the promise that it will never share an individual’s data with other
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companies or governments. As a result, F-Secure signed up over one million users within its
first 9 months.* Similarly, the French telecommunications company Orange has also
leveraged the perceived belief that European companies protect privacy better than U.S.
alternatives to make deeper inroads into European markets.”

U.S. SURVEILLANCE POWERS ARE THE JUSTIFICATION FOR FOREIGN
PROTECTIONISM

The ability of companies—Dboth tech and traditional—to easily share data across borders
has brought a vast array of benefits to countries, companies, consumers, and economies
through increased efficiency, decreased costs, and improved services.”® And yet nations have
continued to erect barriers to cloud computing and cross-border data flows, much to their
own detriment.”” While some defenders of these policies have asserted that they are
designed to increase the privacy or security of their citizens’ data, it is clear that they are
also motivated by misguided self-interest. By creating rules that advantage domestic firms
over foreign firms, many countries believe they will build a stronger domestic tech industry
or gain short-term economic value, such as jobs in domestic data centers. In reality, these
policies unwittingly limit the ability of a country’s own firms to innovate by shielding them
from international competition.”® These policies not only limit the number of services that
a country’s citizens and businesses can enjoy, but also harm that country’s productivity

and competitiveness.

Some countries used U.S. surveillance laws to justify data protectionism even before
Snowden’s NSA revelations. For example, when Rackspace built data centers in Australia in
2012, an Australian competitor stirred up fears that the United States would use the Patriot
Act to track Australian citizens as a means to force Rackspace out of Australia.”” In
addition, this same Australian company funded a report calling on Australian policymakers
to impose additional regulations designed to put foreign cloud computing competitors at a
disadvantage.” However, since the recent NSA revelations, the use of privacy concerns to
justify protectionist barriers has grown significantly.

Amid growing anti-U.S. sentiment, Europe has seen calls for data localization
requirements, procurement preferences for European providers, and even a “Schengen area
for data®—a system that keeps as much data in Europe as possible—as ways to promote
deployment of cloud services entirely focused on the European market.”" France and
Germany have even started to create dedicated national networks: “Schlandnet” for the
former and the “Sovereign Cloud” for the latter. * The French government has gone so far
as to put €150 million ($200 million) into two start-ups, Numergy and Cloudwatt, to
create a domestic infrastructure independent of U.S. tech giants.”” Furthermore, some
groups have invoked U.S. cyberespionage to argue that European citizens are not
adequately protected and are calling for the removal of the “safe harbor” agreement—an
agreement that allows Internet companies to store data outside of the European Union.
Yet if this were removed it would cut Europeans off from many major Internet services.**
There is also an increasingly distressing trend of countries, such as Australia, China, Russia,
and India, passing laws that prevent their citizens’ personal information from leaving the
country’s borders—effectively mandating that cloud computing firms build data centers in
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those countries or risk losing access to their markets. For example, in 2014 Russian
implemented and Indonesia began considering policies that would require Internet-based
companies to set up local data centers.” These policies are often a veiled attempt to spur
short term economic activity by creating data-center jobs. However, this benefit is often
outweighed by the substantial cost of building unnecessary data centers, a cost that is
eventually passed along to the country’s citizens. Several U.S. tech giants, such Apple and
Salesforce, have already started to build their data centers abroad to appease foreign
watchdogs and privacy advocates.*® For example, Amazon started running Internet services
and holding data in Germany for its European business partners in an effort to downplay
threats of online spying.”’

Protectionist policies in China have further strained the U.S. tech industry. In January
2015, the Chinese government adopted new regulations that forced companies that sold
equipment to Chinese banks to turn over secret source code, submit to aggressive audits,
and build encryption keys into their products.”® While ostensibly an attempt to strengthen
cybersecurity in critical Chinese industries, many western tech companies saw these policies
as a shot across the bow trying to force them out of China’s markets. After all, the Chinese
government had already launched a “de-IOE” movement—IOE stands for IBM, Oracle
and EMC— to convince its state-owned banks to stop buying from these U.S. tech
giants.”” To be sure, the Chinese government recently halted this policy under U.S.
pressure.” However, the halted policy can be seen as a part of a larger clash between China
and the United States over trade and cybersecurity. Indeed, these proposed barriers were in
part a quid pro quo from China, after the United States barred Huawei, a major Chinese
computer maker, from selling its products in the United States due to the fear that this
equipment had “back doors” for the Chinese government.*' Since the Snowden revelations
essentially gave them cover, Chinese lawmakers have openly called for the use of domestic
tech products over foreign goods both to boost the Chinese economy and in response to
U.S. surveillance tactics. This system of retaliation has not only led to a degradation of
business interests for U.S. tech companies in China, but also disrupted the dialogue
between the U.S. government and China on cybersecurity issues.*

RECOMMENDATIONS

The free and open Internet that powers the globally networked economy is dependent on
the ability of individuals and companies to engage in commerce without geographic
restrictions. To turn back the tide of technology protectionism, U.S. trade negotiators will
need a stronger hand to play. They cannot go to other nations and tell them to not
discriminate against U.S. tech firms if the U.S. intelligence system continues to follow
policies that threaten their citizens and businesses. As a resul, it is incumbent on the
Congress and the Obama administration to take the lead in showing the world the best
standards for transparency, cooperation, and accountability.

First, the U.S. government should be forthcoming and transparent about its surveillance
practices and clearly inform the public about the data it collects domestically and abroad.
The U.S. government should set the gold standard for international transparency

requirements, so that it is clear what information both U.S. and non-U.S. companies are
disclosing to governments at home and abroad. The U.S. government should then work
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with its allies to create an international transparency requirement that illuminates when
countries conduct surveillance that accesses foreign companies’ information.

Second, the U.S. government should draw a clear line in the sand and declare that the
policy of the U.S. government is to strengthen not weaken information security. The U.S.
Congress should pass legislation, such as the Secure Data Act introduced by Sen. Wyden
(D-OR), banning any government efforts to introduce backdoors in software or weaken
encryption.” In the short term, President Obama, or his successor, should sign an
executive order formalizing this policy as well. In addition, when U.S. government agencies
discover vulnerabilities in software or hardware products, they should responsibly notify
these companies in a timely manner so that the companies can fix these flaws. The best way
to protect U.S. citizens from digital threats is to promote strong cybersecurity practices in
the private sector.

Third, the U.S. government should strengthen its mutual legal assistance treaties (MLATS),
which allow law enforcement agencies to receive assistance from and provide assistance to
their counterparts in other countries. These treaties work through cooperation between
both governments, which agree to share information during lawful investigations. Some
governments—such as China and the United States—have begun to circumvent the
MLAT process to access data stored in other countries because they perceive the process to
be too slow.* If this becomes the norm for the U.S. government, the end game is clear:
significantly fewer foreign businesses, governments, and citizens will do business with U.S.
companies. Rather than abandon the MLAT process, the U.S. government should work to
improve it and make these requests more transparent. While the U.S. government cannot
force other governments to improve their own MLAT process, it can set an example by
streamlining its own and asserting that other countries should do the same. The Law
Enforcement Access to Data Stored Abroad (LEADS) Act, recently introduced in the
Senate by Sens. Orrin Hatch (R-Utah), Chris Coons (D-Del.) and Dean Heller (R-Nev.)
and in the House by Reps. Tom Marino (R-Pa.) and Suzan DelBene (D-Wash.), would do
just that.®

Fourth, the U.S. government should work with its trade partners to establish international
legal standards for government access to data. The United States should engage with its
trade partners to develop a “Geneva Convention on the Status of Data.”*® This would
create a multi-lateral agreement that would establish international rules for transparency,
settle questions of jurisdiction, engender cooperation for better coordination of
international law enforcement requests, and limit unnecessary access by governments to
citizens of other countries. Only by working to establish a global pact on these issues can
countries that have previously engaged in mass cyberespionage assure the international
community that countries can hold each other accountable in the future.

Finally, while many countries will continue to use U.S. surveillance practices as a pretext to
pursue tech-mercantilist measures, the United States should not let these practices go
unchallenged. The U.S. government should push back against these barriers by completing
trade agreements that eliminate protectionism. The Trans-Pacific Partnership (TPP) may
be the first U.S. trade agreement to enshrine such strong free trade provisions for cross-
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border data flows. U.S. negotiators should ensure that other agreements, including the
Trans-Atlantic Trade and Investment Partnership (T-TIP), and the Trade in Services
Agreement (TISA), are equally strong.”” The United States should build an alliance against
bad actors, forcing protectionist countries to the sidelines of the global trade arena if they
continue to enact these anti-competitive rules. Furthermore, as the U.S. Congress weighs
future trade promotion authority, it should direct U.S. negotiators to include prohibitions
against protectionist barriers in all future U.S. trade agreements.

For other nations, especially China, U.S. messages and actions need to be much tougher. If
a country resorts to protectionism on the pretext of guarding against U.S. surveillance, but
its true end game is to systemically exclude U.S. companies and distort its market for
competitive advantage, then the U.S. government should push back aggressively with trade
measures that impose significant economic penalties.

CONCLUSION

When historians write about this period in U.S. history it could very well be that one of the
themes will be how the United States lost its global technology leadership to other nations.
And clearly one of the factors they would point to is the long-standing privileging of U.S.
national security interests over U.S. industrial and commercial interests when it comes to
U.S. foreign policy.

This has occurred over the last few years as the U.S. government has done relatively little to
address the rising commercial challenge to U.S. technology companies, all the while
putting intelligence gathering first and foremost. Indeed, policy decisions by the U.S.
intelligence community have reverberated throughout the global economy. If the U.S. tech
industry is to remain the leader in the global marketplace, then the U.S. government will
need to set a new course that balances economic interests with national security interests.
The cost of inaction is not only short-term economic losses for U.S. companies, but a wave
of protectionist policies that will systematically weaken U.S. technology competiveness in
years to come, with impacts on economic growth, jobs, trade balance, and national security
through a weakened industrial base. Only by taking decisive steps to reform its digital
surveillance activities will the U.S. government enable its tech industry to effectively
compete in the global market.
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