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The distribution of sexually explicit images without the subject’s consent, 
commonly referred to as “revenge porn,” currently exists in a legal gray 
area throughout much of the United States, where victims have few 
options for recourse and perpetrators go unpunished. Revenge porn can 
have dramatic consequences for victims—from harming their careers and 
reputations to intimidating them into silence or putting them directly in 
harm’s way. While a number of states and private businesses have taken 
up the cause to reduce this form of online harassment, it is not enough. 
Congress should take action to address the nonconsensual distribution of 
sexually explicit images. 

Revenge porn is a particularly pernicious form of online harassment in which a perpetrator 
distributes sexually graphic images of a person without his or her consent.1 In some cases, a 
victim may have shared these images with a trusted partner who then violated that trust 
and disseminated the pictures online. For example, Holly Jacobs, the founder of the Cyber 
Civil Rights Initiative, describes how her ex-boyfriend posted explicit images of her online 
alongside identifying information, such as her name, email address, and job title, in an 
attempt to discredit, embarrass, and harass her.2 In other cases, hackers steal images. For 
example, in 2014 a hacker stole a trove of nude images from over 600 online storage 
accounts linked to different female celebrities, uploading those images to the Internet 
without their owners’ consent.3  

People who distribute these images often do so with the intent to harm the subject of the 
images and with the knowledge that the subject has not consented to their distribution. 
These photos or videos are placed on websites, including those devoted to nonconsensual 
images, exchanged on chat rooms, sent to loved-ones or employers in an attempt to shame 
the victim, or posted on fake online advertisements that list the victims’ contact 
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information and falsely solicit strangers for sex. Most online harassment, including 
nonconsensual pornography, is disproportionally targeted toward women.4 

Despite the seriousness of the problem, victims have inadequate means available to fight 
back. Most victims cannot easily stop the spread of the images or take action against the 
perpetrator. Indeed, many of these images remain online forever. U.S. federal legislation is 
needed to reverse this trend and protect the victims of revenge porn. To that end, ITIF 
recommends that Congress: 

 Pass legislation to criminalize the nonconsensual distribution of sexually  
explicit images.  

 Create a special unit in the Federal Bureau of Investigations (FBI) to provide 
immediate assistance to victims of nonconsensual pornography.  

 Direct the Department of Justice to work with the private sector on developing 
best practices for online services to quickly remove nonconsensual pornography. 
 

THE HARMFUL EFFECTS OF NONCONSENSUAL PORNOGRAPHY  
Revenge porn has many negative effects, including damaged reputations, abusive 
communications from strangers, emotional damage, and the often all-too-real threat of 
violence.5 Furthermore, these impacts can be accompanied by financial and social costs, 
such as loss of employment or educational opportunities. In one instance, the U.S. 
Department of Transportation actually fired a woman after one of her coworkers sent a 
nude photograph of her to several colleagues.6 This is often the goal: Harassers know that 
by posting nude images of their victims next to their personal information, they will make 
it difficult for victims to find a job and put them at risk for assault.7 

When a person is harassed online, the emotional toll can be devastating. One psychologist 
explains that victims of online harassment feel like their tormentors are haunting them 
both online and off.8 For example, one victim said she did not feel safe leaving her home 
after a jilted ex-lover posted a nude image of her alongside her home address on a 
pornographic website.9  

Revenge porn can also lead to feelings of powerlessness, as victims are often denied when 
they ask a website to take down compromising images. Even when a victim is able to 
convince a website to take an image down, another website may put it up. This harrowing 
game of whack-a-mole further leads to emotional distress and damage. Victims who own 
the image copyrights can ask websites to remove these images, but they may have to hire 
lawyers to enforce their requests. Other victims face “sextortion” websites running 
shakedown schemes that charge fees for image removal.10 For example, when victims of the 
“U Got Posted” website would try to take down photos of themselves, they would be 
referred to the ChangeMyReputation.com website, where they would be charged $299 to 
$350 for photo removal.11 This website profited from thousands of women before a 
California law criminalizing revenge porn helped state authorities jail its operator.12  
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CURRENT EFFORTS TO REDUCE THE DISTRIBUTION OF 
NONCONSENSUAL PORNOGRAPHY 
Efforts to curb revenge porn have taken hold in many states. There are 24 states with laws 
that criminalize revenge porn, with more states contemplating taking action.13 Of these 
states, seven offer civil remedies to victims.14 Some, such as California and Florida, have 
clauses that limit the law’s applicability to situations where the perpetrator set out to harass 
the individual. Others have a knowledge standard, so the law only applies if the person 
should have known that the person did not consent to the disclosure of the images.15 Some 
states also allow victims of this crime to seek civil remedies through tort law for intentional 
infliction of emotional distress or invasion of privacy.  

Unfortunately, this leaves 26 states without specific revenge porn laws on the books. In 
states without these specific laws, victims have some other remedies, but these are 
insufficient or do not apply in all cases. First, victims can seek civil remedies under tort 
law—the body of law that allows a person who has been wrongfully harmed to seek 
compensation from the person or party who caused it. In this case, victims can sue their 
harassers for defamation, public disclosure of private fact, invasion of privacy, and 
intentional or reckless infliction of emotional distress.16 For example, one woman 
successfully won a lawsuit against her former partner after he posted sexually explicit 
pictures of her with her contact information in an online advertisement soliciting sex. The 
woman received frightening calls that caused her anxiety, prompting a judge to award her 
redress from her ex-boyfriend under tort law.17  

Second, victims can seek remedy using copyright law if they own the copyright to the 
image, such as if they took a photograph of themselves. However, before they can get the 
needed protections to seek the removal of those images, victims must first register these 
images with the U.S. Copyright Office. Naturally, many victims do not wish to share these 
images with the U.S. government. Many of these remedies require hiring lawyers, an 
option that is not affordable for many victims.  

Finally, if victims cannot seek civil remedies, criminal law can fill in the gap in some cases. 
For example, U.S. law forbids hacking into someone’s online storage account and stealing 
images, as occurred in the recent celebrity hacking incident. Some incidents of revenge 
porn could elicit criminal stalking and harassment charges if a perpetrator uses the Internet 
to solicit strangers to physically attack or stalk someone.18 Many states also have video 
voyeurism laws that make it a crime to film someone without their consent. Indeed, while 
remedies exist throughout the United States for the victims of hacking, harassment, and 
voyeurism, overall the remedies are not adequate, and there is no federal law that 
specifically addresses revenge porn. Only Rep. Jackie Speier (D-CA) has announced 
intentions to introduce legislation that would criminalize this behavior.19 

There have been some federal efforts to address revenge porn, but they have all been 
inadequate. Lawmakers have asked the FBI to pursue reports of revenge porn more 
aggressively when these cases run afoul of hacking or other laws, and the FBI has pursued 
the worst offenders.20 For example, the FBI arrested and indicted Hunter Moore, the 
operator of the notorious revenge porn website IsAnyoneUp.com, for violating hacking and 
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identity theft laws.21 Moore has pled guilty to charges of conspiring to hack into email 
accounts in order to steal nude photographs and post them online.22 Moore, who some 
have described as “the most hated man on the Internet,” paid a hacker to illegally access 
hundreds of email accounts, stealing images and posting them to a website that received 
over 30 million page views a month.23 And yet, for all these crimes, Moore faces a 
maximum sentence of only two to seven years in jail. 

In addition, in 2015 the Federal Trade Commission settled a case against another well-
known revenge porn site operator, Craig Brittain.24 The FTC found that Brittain engaged 
in deceptive business practices when he tricked women into sending him sexually explicit 
images, which he then published online and charged the women for removing. While the 
FTC ordered Brittain to take down and destroy all the photos and videos he collected, and 
barred him from sharing nude images without the subject’s consent in the future, he faces 
no civil penalties or jail time for his misdeeds. While the FTC should be applauded for 
using the tools at its disposal to address this problem, this case demonstrates that the FTC 
is inadequately equipped to address this form of online abuse.  

Other legal efforts have been launched to aid victims of revenge porn. For example, K&L 
Gates, a Pittsburgh-based law firm, launched its Cyber Civil Rights Legal Project, which 
connects volunteer lawyers with victims to help them seek restitution.25 However, these 
volunteer services are not enough to help every victim. 

The private sector has also joined the fight. Major companies such as Facebook and 
Twitter have begun to crack down on abuse on their sites.26 In addition, Reddit—the self-
styled “front page of the Internet”—recently updated its privacy policy to ban all forms of 
nonconsensual pornography in the wake of a large cache of nonconsensual nude celebrity 
photos leaking onto its forums (discussed above).27 Google also recently announced  
plans to remove nude or explicit images shared without the subject’s consent from its 
search results.28 

Unfortunately, several civil liberty organizations such as the American Civil Liberties 
Union (ACLU) and the Electronic Frontier Foundation (EFF) have opposed legislative 
efforts to address this problem, fearing that it could lead to infringement of free speech.29 
And while chilling free speech is a legitimate concern for any government looking to 
restrain offensive activities, this myopic approach does not take into account the speech of 
the victims of this crime, or those who are concerned about becoming victims, who—as 
one anti-cyber harassment advocate, Mary Anne Franks, has smartly pointed out—have 
their voices silenced because of cyber harassment.30 

The efforts discussed in this section are a start, but additional resources and fresh 
techniques are needed to bolster the fight against revenge porn. The federal government 
should not only criminalize revenge porn and increase resources to victims, but it should 
also help the private sector do more to reduce the incidence of revenge porn.  

RECOMMENDATIONS 
The nonconsensual distribution of sexually explicit images is not a new problem. Since the 
dawn of photography, people have taken and exchanged sexually explicit images, and some 
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of these have been shared without the subjects’ consent. What has changed is the ease and 
scope by which these images can be spread on the Internet.  

To address this problem, Congress should pass legislation to criminalize the nonconsensual 
distribution of sexually explicit images, create a special unit in the Federal Bureau of 
Investigations (FBI) to provide immediate assistance to victims of nonconsensual 
pornography, and direct the Department of Justice to work with the private sector on 
developing best practices for online services to quickly remove nonconsensual pornography. 

Pass legislation to criminalize the nonconsensual distribution of sexually  
explicit images 
Federal legislation should criminalize the nonconsensual distribution of sexually explicit 
images. To be effective, both as a deterrent to online harassment and as an opportunity to 
provide justice to victims, federal legislation should provide criminal penalties for those 
who knowingly distribute sexually explicit material without the subject’s consent. Congress 
should send a clear message to would-be perpetrators: Those who distribute revenge porn 
are going to jail. 

To ensure that federal legislation does not criminalize less malicious behavior or infringe on 
free speech, it should include an intent clause and a knowledge standard. California’s 
revenge porn law includes the language “…the person distributing the image knows or 
should know that distribution of the image will cause serious emotional distress, and the 
person depicted suffers that distress.”31 Similarly, Florida’s revenge porn law includes 
language that bans the nonconsensual disclosure of these images with an “intent to harass” 
clause.32 Some anti-revenge porn advocates believe that an intent clause limits the number 
of criminal cases that the government can pursue against offenders, such as those who only 
want to make money from the images. However, an intent clause can help address free 
speech advocates’ fears about blanket removal of content. Furthermore, the intent clause 
can include a provision so those who are exploiting these images for financial reasons are 
also held responsible. In addition to the intent clause, the legislation should include a 
knowledge standard. For example, Oregon’s law states that a person is guilty of unlawful 
dissemination of an intimate image if, “the person knows or reasonably should have known 
that the other person does not consent to the disclosure.”33 

Federal legislation should not, however, change Section 230 of Title 47 of the U.S. Code, 
which protects online intermediaries from being liable for the content posted by others. 
Section 230 provides strong protections that allow online providers to build services 
without fear that they will be held responsible for users’ actions. Upholding this protection 
will allow law enforcement to focus on the perpetrators of this crime, rather than the 
platforms they use to distribute this content.34 

Finally, Congress should provide a definition of the term “sexually explicit material” that 
allows it to evolve over time. For example, one area of U.S. code defines “sexually explicit 
material” as an audio recording, a film or video recording, or a periodical with visual 
depictions, produced in any medium, the dominant theme of which depicts or describes 
nudity, including sexual or excretory activities or organs, in a lascivious way.35 A definition 
like this gives courts some discretion to protect victims while not intruding on free speech. 
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Create a special unit in the FBI to provide immediate assistance to victims of 
nonconsensual pornography 
Congress should direct the FBI to create a special unit tasked with providing assistance to 
revenge porn victims and prosecuting those who commit this crime. For example, the FBI 
could provide a 24-hour hotline to respond to victims and help them take immediate steps 
to have these types of images removed. A dedicated FBI unit would provide federal 
prosecution for victims without the financial resources to hire their own lawyers to pursue 
cases in state court. While the FBI has pursued some of the worst offenders, more 
dedicated law enforcement efforts are needed to curtail the problem. To monitor the 
effectiveness of its special unit, the FBI should produce an annual report about its efforts to 
combat this problem and the scope of the problem.  

Direct the Department of Justice to work with the private sector on developing 
best practices for online services to quickly remove nonconsensual pornography 
Congress should direct the Department of Justice (DOJ) to partner with the private sector 
to help spread best practices to address this problem. While many websites have taken steps 
to take down or reduce the incidence of revenge porn on their own, more effort is needed 
to develop a consensus on how and when websites should take down these images. For 
example, DOJ should hold regular workshops to bring together leading Internet companies 
to identify best practices for combatting revenge porn, and other forms of online 
harassment and abuse.  

CONCLUSION 
It is time reclaim the Internet as a safe space for the exchange of ideas, legal commerce, and 
innovation. Congress should move expediently to address legislation criminalizing revenge 
porn, using the guidance set forth in this report. Members of Congress should quickly take 
up debate about Rep. Jackie Speier’s (D-CA) much-anticipated Intimate Privacy Protection 
Act. Without federal legislation, the distribution of nonconsensual sexually explicit images 
will continue unchecked and without remedy for victims in much of the country.  
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