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In today’s economy, data is to global trade what manufactured goods were
in the post-War Bretton Woods system—its lifeblood. However, the data-
driven economy is under increasing threat as countries impose a slew of
nontariff trade barriers that limit the flow of data across borders. Some of
these measures stem from privacy and security concerns, but many
constitute naked protectionism. This trend should be of particular
concern to the United States, because it holds a leadership position in
many of the technologies at the heart of the data economy. Yet the United
States has effectively undermined its own interests in one of the most
significant trade deals in a generation, the Trans-Pacific Partnership
(TPP), by pushing for the financial sector to be exempted from the
agreement’s prohibitions on measures that would force data to be stored
within a country’s geographic borders, a practice known as “data
localization.” This carve-out for financial data sends the wrong message to
other nations and creates a policy loophole that other countries could

misuse to justify further data protectionism.

Making a special case out of financial data in the TPP is problematic for two key reasons:

Giving countries a free pass to require certain data to be stored inside their borders
will raise costs for financial services firms, and the firms will have to pass those
costs on to the businesses and customers they serve.
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The special carve-out validates the false belief that storing data outside a nation is
somehow inherently riskier than storing it locally. Such a belief may embolden
data mercantilists and undermine U.S. efforts to push back against such measures
in places such as China, Indonesia, India, Nigeria, and Russia.

This report first explains why the free flow of data is vital in the modern economy, and
why carving out the financial sector will be a mistake. The report then delves into the
faulty rationale for the carve-out and explains why it is unnecessary and unwarranted from
a data security and financial regulatory oversight perspective, and why it is redundant as a
matter of both U.S. law and global trade policy.

Finally, the report offers five recommendations for addressing this issue in the TPP and
forging future trade agreements:

The United States should work with other parties in the TPP to narrow this
loophole through side agreements;

The United States should work to exclude this carve-out in future trade
agreements, such as the Trade in Services Agreement (TiSA) and the Transatlantic
Trade and Investment Partnership (T-TIP);

The U.S. government should focus more time and attention on hiring, developing,
and consulting with people with relevant digital economy and information
technology expertise during future negotiations;

The United States should redouble efforts to use international financial forums to
address jurisdictional concerns over data access during a financial crisis; and

The United States should step up its efforts to build a multilateral policy
framework to support the free flow of data.

Free-Flowing Data Drives the Whole Modern Economy

Data flows—which were practically nonexistent just 15 years ago—now play a key role in
global trade.! Indeed, in the globally integrated digital economy, an organization’s ability

to collect, analyze, and act on data is critical to driving innovation and growth. Fully half of
all global trade in services is enabled by information communication technologies (ICT),
which depend on cross-border data flows.? To paraphrase cyberspace advocate John Perry
Barlow, who once said “information wants to be free,” today it is fair to say, “information
wants to be global.” As the Organization for Economic Cooperation and Development
(OECD) notes in a recent report on the data economy:

The free flow of information and data is not only a condition for information and
knowledge exchange, but a vital condition for the globally distributed data
ecosystem as it enables access to global value chains and markets.... The data
ecosystem involves cross-border data flows due to the activities of key global actors
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and the global distribution of technologies and resources used for value creation.
In particular, ICT infrastructures used to perform data analytics, including the
data centres and software, will rarely be restricted to a single country, but will be
distributed around the globe to take advantage of several factors; these can include
local work load, the environment (e.g., temperature and sun light), and skills and
labour supply (and costs). Moreover, many data-driven services developed by
entrepreneurs “stand on the shoulders of giants” who have made their innovative
services (including their data) available via application programming interfaces,
many of which are located in foreign countries.’

The global flow of data is only growing as new ICT's and processes facilitate cheaper and
better services. Modern businesses find cloud-computing benefits so compelling that more
than 60 percent of the world’s server workloads now take place on cloud servers, up from 8
percent five years ago.* Cloud computing can deliver the massive scalability needed to store
and process big data at a fraction of the cost. Today, 85 percent of new software is being
built for the cloud.” One company found that a database query that once took 21 days at a
cost of $150,000 on one platform can now run on a cloud cluster in just one hour for
$900.¢ With the increasing use of cloud computing, where the data is stored isn’t
important; what matters are the rules and management of it.

The United States holds a distinct leadership role in the fast-growing data economy owing
to its role as a pioneering innovator and early adopter of ICT. As of 2010, U.S. firms held a
26 percent share of the global IT industry and were the world’s largest producers of ICT
goods and services.” Of the top-20 enterprise cloud-computing service providers in the
world, 17 are headquartered in the United States.® Of the top 10 Internet firms, 7 are
headquartered in the United States.” The digitally enabled services that these firms provide
have become a key growth engine for the U.S. economy, with exports reaching $356
billion in 2011 (the most recent year for which data are available), up from $282 billion
just four years earlier."” The economic benefits from the data revolution will only increase
as the public and private sectors alike become more data driven.'' Indicative of the
enormous room for growth in financial data, in particular, is the fact that an estimated 85
percent of global consumer transactions were still paper-based in 2013."

Carving Out Financial Data Will Be Costly

Financial services firms are among the most data intensive and thus data dependent of any
industry. They rely on the free flow of digital information to support customers and
operations in virtually every sector of the economy for countries all around the world.

For example, Citibank’s global banking operations show the importance of the global free
flow of data. More than 60 percent of Citibank’s customers—it has over 200 million
customer accounts—conduct their banking online. These processes are facilitated through
20 regional data centers, which are purpose-built using servers, storage, and networks that
are environmentally controlled and highly secured to provide the highest-possible resilience
for the bank’s services and customer support.'
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For the United States, allowing other nations to dictate how these networks are designed
and built would be harmful to its domestic economy and to its international trade
competitiveness. Any trend toward the localization of data and servers will move business
activity from the United States to other nations and will raise costs for U.S. financial
services firms, who will pass these costs on to the many consumers, corporations, and
governments who use financial services on a daily basis, creating an inefficiency that
detracts from economic growth. These additional costs also make the U.S. financial services
sector less competitive in foreign markets, especially against local financial firms that do not
compete outside their home markets and therefore do not face the additional costs caused
by multiple forced localization measures.

For financial services firms themselves, a trend toward greater data localization actually
increases cybersecurity risks as they would have data spread across more data centers—
losing the benefits of centralized management. This risk is especially high if firms are forced
into using local data storage providers that lack the latest cybersecurity technologies and
management practices. Some countries use data localization policies for naked
protectionism—to protect and support inefficient and uncompetitive local data center
operators—as they are operating under the misguided notion that data centers create large
numbers of jobs and investment over the long-term, which they do not.

Cutting off cross-border data flows will also undermine the innovative technologies that are
the U.S. financial sector’s competitive advantage. The benefits the financial services sector
derives from cloud computing, big data analytics, and other innovative technologies at the
heart of the data economy are only fully realized when based upon ready access to large
volumes of information, such as anonymized consumer purchase data. Financial service
innovations, whether in personal remittance services, business-to-business payments, or
elsewhere, will be put at risk if barriers to the free flow of financial data become the norm. '

Free Trade in Data Is Under Threat

Free flow in data is under serious threat as an increasing number of countries erect digital
barriers, including China, India, Indonesia, and Russia. These nations, for a variety of
motivations—some related to privacy and security concerns, many related to naked
protectionism—are putting in place policies that balkanize the data economy by limiting
cross-border data flows."” Such barriers typically involve legal requirements on companies
to either store and process data locally or to use only local data servers as a condition for
providing certain digital services. In a recent survey by the U.S. International Trade
Commission, localization requirements were the most oft-cited digital trade barrier,
creating obstacles for 82 percent of large firms and 52 percent of small- to medium-sized
enterprises (SMEs) in the digital communications sector.'® U.S. efforts to push back against
these barriers will be undermined by its approach to financial data in the TPP.

In many ways the TPP is an important step toward creating rules against data localization
given the growing list of countries that have adopted such measures. Yet, with the carve-out
for financial data, regulatory oversight may now be added to the list of public policy
objectives misused as justification for data localization policies. In essence, the TPP carve-
out for financial services signals that the United States thinks that storing certain kinds of
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commercial data outside a nation’s borders creates risks. But it is a slippery slope between
saying that financial services data flow can be restricted but not others; first perhaps health
and educational, then all commercial data may follow. If it’s needed to protect financial
information, why doesn’t other information deserve the same treatment?

Yet, as ITIF has written in “The False Promise of Data Nationalism,” it is the technological
and procedural method of storing and transferring data that determines how safe it is, not
the geographical location where the data is stored.'” Just as consumer safety and other laws
apply to tangible goods that flow in and out of a country as part of international trade,
cybersecurity and other rules apply to data and the companies that move data overseas. For
example, if countries pass laws that impose minimum security standards, then those
standards follow the data wherever a company might decide to transfer or store it;
companies are not able to escape their obligations to abide by the security standards any
more than they can escape their obligations to abide by other laws. The same is true for
privacy. Organizations cannot escape a nation’s privacy regulations just by moving data to
another nation. With privacy and cybersecurity laws in place, what then becomes
important is effective enforcement to ensure that companies are following the rules for how
a country wants to manage and protect data.

The Rationale for the Financial Services Carve-0ut Is Faulty

U.S. financial regulatory agencies appeared to have argued for a financial services carve-out
for two reasons. First, it appears that they believed that the security of data is affected by its
location. Second, some agencies, such as the Federal Reserve, claimed that the carve-out for
financial services data in the TPP is necessary to protect the stability of the U.S. financial
system and individual financial firms and consumers, particularly in crisis situations such as
the 2008 financial collapse. But the truth is that measures recently enacted in the Dodd-
Frank Wall Street Reform and Consumer Protection Act have given regulators adequate
and more appropriate tools to achieve the same end goal.

The proximate cause of U.S. financial regulators” angst appears to be their experience with
the Lehman Brothers’” bankruptcy in September 2008."* Lehman Brothers was a global
business, with its main headquarters in New York, regional headquarters in London and
Tokyo, and other offices throughout North America, Europe, Asia, the Middle East, and
South America—and within this structure it had thousands of different IT systems. Its
main data centers (with approximately 26,000 servers) were in New York, London, Tokyo,
Hong Kong, and Mumbai. Given the geographic dispersion of the firm’s IT infrastructure,
ownership of core I'T systems and the data therein became unclear and in dispute when
Lehman Brothers declared bankruptcy.”

Regulators’ angst was focused on both access to data and failures in Lehman Brothers’
broader IT system. The Federal Reserve and Federal Deposit Insurance Corporation’s
(FDIC) ability to use and analyze Lehman’s IT system and data was reportedly hindered as
the bank’s network became fragmented: overseas subsidiaries were sold off; some IT
systems in overseas subsidiaries were turned off; some key IT staff departed; and restrictions
on data flows were imposed due to insolvency filings in other countries, as was the case
when the United Kingdom’s financial regulator took over Lehman Brothers’ European
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division.*® This made it difficult for the regulators to access the data needed to unwind
positions and ascertain what money was owed to whom.*'

Yet while these sorts of issues at one time may have represented legitimate regulatory
concerns, the United States and other leading economies have worked hard in the wake of
the financial crisis to improve oversight of how firms that are designated “systemically
important financial institutions” (SIFIs) manage their I'T systems and data, especially how
these firms plan to store and retrieve data in the event of bankruptcy. This is why the
Dodd-Frank Act outlined extensive new rules that require SIFIs to prepare “resolution
plans”—also known as “living wills"—that specify a company’s strategy for “rapid and
orderly resolution in the event of material financial distress or failure of the company.”**
More than 100 large financial firms are now required by law to periodically submit these
living wills to the Federal Reserve and FDIC for review and feedback. The argument that it
was necessary to carve financial data out of the TPP to ensure regulatory access to data is
thus faulty, as these living wills require firms to meet stringent requirements about how
their I'T systems are organized and how data is stored, accessed, and managed on an
ongoing basis (as part of compliance activities) and in the event of a crisis.”

The Lehman Brothers’ experience has made U.S. regulators sensitive to the risk that, in the
event of a financial crisis, foreign governments could hold locally stored data out of reach
for U.S. authorities. However, if this was the underlying motivation for the exemption of
financial services data from rules prohibiting data localization, the issue could be resolved
by making the TPP the first building block in a broader framework of agreements that
include reciprocity provisions to ensure access to financial data. Regulators could build
such a framework over time, with the end objective that U.S. financial firms could only
store data in a country that has signed a reciprocity agreement.

Proponents of the carve-out have not explained why regulators cannot use living wills to
address any remaining concerns about access to financial data. After reviewing companies’
contingency plans, regulators could provide advice to individual firms about how to best
manage and report on their I'T and data management systems. If there are systemic issues
about how firms are organizing and reporting their IT and data systems as part of their
living wills, the Federal Reserve could issue additional sector-wide advice for all firms, as it
does for other issues.”* Where these concerns relate to data stored overseas, agencies could
ensure that firms make clear what mechanisms are in place to allow the sharing of data in
the event of a crisis, just as they would for data stored in Oklahoma. The European
Union’s approach could be illustrative, as EU regulators require SIFIs to describe in detail
how they manage the sharing of information with foreign regulatory authorities.” Such a
requirement in the United States would help address the underlying fear that U.S.
regulators have about data being withheld by another country.

The irony is that the FDIC has essentially admitted that data access concerns were resolved
through the Dodd-Frank Act. In a retrospective study into how the resolution of Lehman
Brothers would have been different had the Dodd-Frank Act been in place, the FDIC
detailed how living wills would mean the FDIC would already know where and how the
firm would access data needed in the case of bankruptcy.? As the FDIC states, “had the
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Dodd-Frank Act been enacted sufficiently far in advance of Lehman’s failure, undoubtedly
much more supervisory information would have been available in March 2008. Both the
Federal Reserve and the FDIC would have had the detailed information present in
Lehman’s statutory required resolution plan.”*” This report stated how the FDIC would
work with foreign financial regulators to coordinate efforts to manage Lehman Brothers’
receivership across jurisdictions, based on the information in its U.S. living will and its
local variants in other jurisdictions.*®

Another reason why a carve-out for financial data is unwarranted is the fact that the TPP
already includes a provision that allows countries to take regulatory action in the banking
and financial system, even if this action contravenes other parts of the trade agreement,
thereby making the carve-out redundant. If U.S. regulators needed a financial institution to
store data locally during its bankruptcy proceedings, it could do this and not violate the
TPP’s rules against data localization.

Countries have long been sensitive to how trade agreements impact their sovereign ability
to regulate financial and banking services, including during emergency situations, such as a
financial crisis.” This is why, ever since the World Trade Organization’s (WTO’s)
Uruguay Round of multilateral trade negotiations in the 1990s, countries have agreed to a
wide-ranging so-called “prudential exception” in new trade agreements. It is a standard
exception that allows them to contravene other parts of an agreement if doing so is
necessary for legitimate, domestic regulatory purposes.’ The text of the WTO language on
domestic regulation states:

Notwithstanding any other provisions of the Agreement, a Member shall not be
prevented from taking measures for prudential reasons, including for the
protection of investors, depositors, policy holders or persons to whom a fiduciary
duty is owed by a financial service supplier, or to ensure the integrity and stability
of the financial system. Where such measures do not conform with the provisions
of the Agreement, they shall not be used as a means of avoiding the Members’
commitments or obligations under the Agreement.

This provision’s inclusion in the TPP provides ample security for countries to regulate
financial and banking systems for both macro-and micro-prudential reasons, including the
hypothetical scenario where regulators required a financial institution to store data locally
as part of bankruptcy proceedings.” While the provision sets out a number of specifically
allowed measures, the reference to “ensur[ing] the integrity and stability of the financial
system” is broad in scope and therefore not limited to these specific examples.”” The
definition was intentionally left open-ended to avoid constraining regulatory authority.
Further evidence that it gives regulators broad latitude is the fact that the provision must be
“for” prudential reasons, without any of the limiting or narrowing language that is often
used in other WTO-based exceptions, such as phrasing that the measures must be
“necessary.”” These differences are important, as there has been considerable debate at the
WTO about the difficulty of using exceptions that include such a “necessity test.” The
prudential exception would not face this challenge if regulators breached TPP rules

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | APRIL 2016 PAGE 7



prohibiting forced localization requirements if they did so for legitimate regulatory
purposes, such as for an SIFI’s bankruptcy proceedings.

U.S. regulators have not explained why this prudential rule was sufficient for past trade
agreements but not for the TPP, especially given the trade policy decisions that the United
States has made since it entered TPP negotiations back in 2008.%* In WTO discussions on
the provision, United States Trade Representative (USTR) officials have said that, “the
exception in the GATS provided Members with wide latitude to impose prudential
regulation.”” Thus, the North America Free Trade Agreement (NAFTA) included the
WTO’s prudential exception language, with only a minor addition.*® The template for the
U.S. Bilateral Investment Treaty (BIT), which protects private investment between two
countries, included the provision when it was last reviewed by the State Department and
USTR in 2012.%” The same is true of the United States-Korea Free Trade Agreement
(KORUS), which entered into force in 2012.%®

Regulators also have not explained why this overly broad approach is preferable to other
negotiated outcomes, such as an additional provision within the TPP that seeks agreement
between members on how they would cooperate with national regulators on their concerns
over access to financial data. The Bipartisan Congressional Trade Priorities and
Accountability Act of 2014 shows that a majority of the U.S. Congress wanted the TPP to
prohibit barriers to cross-border data flows—without exception.”

POLICY RECOMMENDATIONS TO SUPPORT GLOBAL DATA FLOWS

The special treatment of financial data in the TPP touches upon two digital economy issues
that are in fundamental tension—the free flow of data and government access to it. Unless
nations can put in place a reasonable and consistent framework to govern lawful
government access to data, they will be more likely to restrict cross-border data flows, and
thus trade and commerce will suffer. Indeed, the growing range of issues pertaining to
government access to data underscores the importance for the United States and others to
take a more strategic approach to address these issues, both in terms of advancing new trade
regimes to establish enforceable rules for free trade in data and in crafting international
standards for government access to data.

While the focus of the current debate around data flows has largely been on national
security and privacy, the carve-out shifts the focus to domestic financial regulations. This
underscores the need for the United States to change not only its current approach,

but also to pursue broader international rules around the free flows of and access to
financial data.

Recommendation 1: Craft Side Agreements in the TPP to Limit the Risk That the
Carve-Out Will Become a Gaping Loophole Ripe for Misuse

Given the TPP has already been signed, the United States should pursue side agreements
with TPP member countries on the technical details of an agreement that would
specifically address concerns over access to financial data during a financial crisis. As
Treasury Secretary Lew has recognized, this requires “threading the needle” in terms of
balancing U.S. efforts to push back against data localization policies around the world and

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | APRIL 2016 PAGE 8



regulatory requirements around data access.”” While it may be tricky, the United States’
success in negotiating with the EU on the sharing of criminal and terrorist information (the
Umbrella Agreement) and broader commercial exchanges (the Privacy Shield) shows what
is possible when political leaders and government agencies are willing to pursue specific
data protection agreements.*!

As a starting point, the United States needs to cut the link between data access and
geography and to focus on a mechanism that addresses the actual regulatory concern. In
the era of cloud computing, the concern is not about geography but the rules that travel
with the data. Regulators should instead recognize how cloud computing can act as an
enabler of greater data access, not as a risk. The side agreement should stipulate the steps
that respective regulators would take to ensure that SIFIs in TPP countries are readily able
to provide access to data, especially as it relates to firms going through bankruptcy
proceedings (given that is the focus of U.S. regulators). Regulators in TPP countries should
agree to allow such data flows. Transparent, detailed, and technical steps on the enactment
of this data access mechanism would address regulatory concerns while limiting the
potential for it to be misused by other countries as a mask for digital protectionism as
prudential concerns can potentially cover a wide range of issues.

The centrality of the U.S. financial system to the global economy means that the Treasury
Department and Federal Reserve retain significant influence over global financial issues
even after the signing of the TPP. The United States should fully use the financial services
committee established as part of the TPP’s Financial Services chapter as a forum to
implement and monitor any side agreement.”” Such country-level arrangements would act
as the natural complement—and in some regards as an overlapping measure—to the firm-
level changes on data management and reporting as under the Dodd-Frank Act.

Recommendation 2: Eliminate Financial Data Carve-Outs Altogether in Future
Trade Agreements

The United States should stop pursuing this carve-out in future trade agreements. It is
counterproductive to broader efforts to push back against data localization measures, and
not only provides a loophole for other countries to misuse prudential concerns to target
financial data, but also gives mercantilist-inclined nations cover to extend their
protectionism to other kinds of data. The U.S. government should fully embrace its role as
a leader in the global digital economy and embed strong cross-border data flow protections
in trade agreements for all sectors. The next opportunity to build better rules for data flows
will be the Trade in Services Agreement (TiSA) and the Transatlantic Trade and
Investment Partnership (T-TIP). TiSA includes 23 countries that represent 75 percent of
the world’s $44 trillion services market. Similar to the claims made in the TPP, if the T-
TIP is truly going to be a “21st-century trade agreement,” it must give data flows the same
level of consideration it would have given manufacturing in a 20th-century agreement.

Recommendation 3: Step Up International Engagement in Financial Forums

U.S. financial service regulators should redouble efforts to use international financial
forums to address remaining concerns about jurisdiction over financial data during a crisis.
The International Monetary Fund and the Financial Stability Board (FSB) have already
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devoted considerable effort to issues pertaining to the collection, reporting, and
management of financial data since the crisis.”’ In their joint report on “The Financial
Crisis and Information Gaps” to G-20 finance ministers and central bank governors in
2009, they pointed out that “the recent crisis has reaffirmed an old lesson—good data and
good analysis are the lifeblood of effective surveillance and policy responses at both the
national and international levels.”** One clear outcome from the global financial crisis has
been the need to improve the governance of financial information and data.* Resolving
these issues now is clearly preferable to facing them again during a crisis, when the

immediacy of emotion and political expediency wins out over measured policy responses.*

While some progress had been made, there is still a good deal of work to do to improve
prudential regulations around the world, as European Central Bank President Mario
Draghi remarked in 2014.”” The FSB remains a key forum as it develops best practices for
members to adopt, including for such important functions as resolution and recovery
plans, which cover how financial firms manage critical shared services across multiple
jurisdictions. After reviewing many leading economies, a recent FSB report identified bank
resolution plans for bankruptcy, which includes living wills, as an area where further
international cooperation is needed. The FSB outlines some of the remaining challenges for
regulators: a lack of relevant bank data; a lack of experience about how to use and filter
large amounts of bank data; the development of realistic bank failure scenarios; the absence
of harmonized criteria; and poor coordination protocols for resolution.” It should be noted
that the FSB report did not raise the location of data as an issue for regulators. So it is
incumbent on the United States to lead these efforts if it sees data accessibility as an issue
that needs better international coordination. The FSB’s periodic peer review mechanism
could be a useful tool to assess how members manage data access issues and as a way to
identify where further work is needed to develop relevant international financial standards
and policies.

Recommendation 4: Develop and Deploy Technical Expertise

The United States should work to develop the technical negotiating and analytical expertise
to analyze and understand how firms use cloud computing when reporting their “living
wills” and fulfilling their other reporting requirements. Such expertise would help
regulators assess the living wills to ensure they adequately outline how firms would
facilitate data access in the event of bankruptcy. Such an assessment could include test
scenarios of what firms outline in their reporting. Technical expertise is critical to keeping
regulators and trade negotiators current with ongoing changes in technology and financial
business models and services. These changes will continuously affect firms’ activities and
information management systems that feed information into the reports required by
oversight bodies.

Recommendation 5: Champion a Multilateral Framework for Data

The carve-out issue again highlights the need for cooperation on the framework around the
global transfer of data. Regional and bilateral trade agreements and thematic agreements (if
progress was made at the FSB on financial data rules) should be seen as stepping stones
toward a broader multilateral framework that ensures the free flow of global data. As data is
so critical to the modern global economy, the United States should push further to protect
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the free and unfettered movement of data across the globe—for example by championing a
“Data Services Agreement” at the World Trade Organization, as ITIF proposed in “Cross-
Border Data Flows Enable Growth in All Industries.”® Such an agreement would commit
participating countries to protect cross-border data flows and prevent signatory countries
from creating barriers to them. It would be akin to the Information Technology Agreement
(ITA)—which 54 countries commendably agreed to expand with 201 new product lines
exempted from tariffs earlier this year—but for cross-border data flows instead.

This multilateral agreement would establish specific rules against data localization (as well
as rules for government transparency), create better cooperation for legitimate government
data requests, and limit unnecessary access to data on foreign citizens. It would also settle
questions of jurisdiction when companies encounter conflicting rules, assist nations in
reassuring individuals at home and abroad that the era of mass electronic surveillance
unencumbered by effective judicial oversight is at an end, and better hold nations
accountable for respecting basic civil liberties. And just as the principles of the Geneva
Convention are taught to soldiers in basic training, the principles of a Geneva Convention
for Data should be taught to network administrators and I'T professionals worldwide,
thereby ensuring that the ethics and mechanics of the agreement are embedded at all levels
of industry and government.

CONCLUSION

In many nations, trade negotiators are realizing the importance of the free flow of data
across borders and have started working to build an international consensus and
enforceable regime to protect these flows. However, at the same time, some governments
have sought to erect barriers to cross-border data flows. Extending carve-outs to particular
kinds of commercial data sends a dangerous message to nations around the world that cross
border data flows are inherently risky.

Just as economic nationalism inevitably leads to lower productivity for firms and higher
costs for consumers, “data nationalism” will similarly lead to poor economic outcomes. As
a natural leader in the global digital economy, the United States must change its approach
to the management of financial data, and dispel the misguided notion that data must be
stored domestically to ensure that it remains secure, private, and under effective prudential
oversight. The United States should be working to build a global norm of ensuring that
rules travel with the data and not a norm of data having to be resident within a country’s
borders for rules to apply. Just as with privacy and security concerns, regulatory powers
over financial institutions should not be hindered by where the data is stored.

The overarching goal should be the establishment of a global framework of interoperable
national legal and regulatory regimes that allow cross-border data flows. As part of this,
local data center restrictions should be prohibited and data processing should be allowed in
whichever locations support optimal security, resiliency, confidentiality of customer
information, and technical and operational support. The mixing of post-financial crisis
issues with concerns about transatlantic financial data flows (given the demise of Safe
Harbor and rise of Privacy Shield agreements to manage data transfers between the United
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States and Europe) simply underlines how important it is for the United States to work
with TPP parties, European counterparts, and others to ensure the free flow of data.”

Beyond the risk of other countries adopting and misusing similar rules for protectionist
purposes, it is critical that this approach to financial data not become the global norm
through TiSA and T-TIP. However, this is complicated by reports that the United States is
unwilling to negotiate financial services regulations as part of T-TIP.’! It seems unusual
that an issue that has featured so prominently in the TPP would not also be a high priority
in T-TIP. T-TIP would be an ideal forum to resolve these and other related data flow
issues as these two regions have the most complex financial systems, and both of them have
highly sophisticated regulatory rules and institutions. The United States should be doing
the very opposite and instead seize the opportunity presented by these two agreements to
create important new rules to support the global flow of data.
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