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Around the world, countries are competing for market share in high-wage,
innovation-based industries. Unfortunately, as this global race for
innovation advantage intensifies, many countries have turned to
“innovation mercantilism”—a strategy that seeks to achieve prosperity by
imposing protectionist and trade-distorting policies that tip market scales
to expand domestic technology production. These destructive “beggar-
thy-neighbor” tactics—such as forcing companies to transfer the rights to
their technology or relocate their production, research and development
(R&D), or data storage activities—are intended to either replace imports
with domestic production or to unfairly promote exports. Countries are
increasingly using such innovation mercantilist policies in high-value tech
sectors such as life sciences, renewable energy, computers and electronics,
and Internet services. This report documents the 10 worst innovation
mercantilist policies enacted by countries in 2016, finding China,

Indonesia, Russia, and Vietnam to head the list.

Innovation mercantilist practices do not just damage competitors; they damage the entire
global innovation system, leading to less overall innovation and productivity growth."
Moreover, they often do not even help the countries embracing the practices, particularly
over the long run; instead, mercantilist policies lead them to neglect the greater
opportunity to spur growth by raising the productivity of all sectors, not just high tech.

This fourth annual report documents what the Information Technology and Innovation
Foundation (ITIF) sees as the 10 worst innovation mercantilist practices proposed, drafted,
or implemented in 2016. Policies were chosen based on their detrimental effects globally,

so some nations have more than one included, due to the policies’ widespread impact.
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SUMMARY OF THE WORST INNOVATION MERCANTILIST POLICIES OF 2016
Introduced a new cybersecurity law that imposes extensive local data-
storage requirements, audits that discriminate against foreign technology products,
and forced intellectual property and source code disclosures.

Introduced new cloud-computing restrictions that essentially exclude and
prevent foreign firms from operating in the Chinese market.

Introduced forced local data-storage requirements—ostensibly due to
privacy and cybersecurity concerns—as part of a new telecommunications data
law.

Introduced forced local data-storage requirements for Internet-based,
over-the-top content providers.

Introduced a patent law amendment that undermines pharmaceutical
intellectual property and forces local production and technology transfers.

Introduced forced local data-storage requirements and encryption-key
disclosure as part of a new telecommunications data law.

: Introduced new government procurement rules that ban the purchase of
foreign software.

: Introduced a new data-protection law with stringent transfer
requirements that acts as de facto forced local data storage.

Introduced forced local data-storage requirements for Internet-based,
over-the-top content providers.

: Introduced a new network-security law that forces companies to disclose
encryption keys and source code to the government as a condition of market
access.

THE NATURE OF INNOVATION INDUSTRIES

A growing number of economists have come to see that it is not the accumulation of
capital but rather innovation that drives countries’ long-term economic growth.
Innovation—the implementation of new or significantly improved products, services,
processes, business models, or organizational methods—has become the central driver of
economic well-being and competitiveness for most countries. For instance, at least one-half
of America’s economic growth can be attributed to scientific and technological
innovation.” Innovation also plays an indispensable role in helping address global
challenges, such as developing sustainable sources of food, improving education, combating
climate change, meeting the needs of growing and aging populations, and increasing

incomes.
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But innovation does not fall like manna from heaven. Rather, innovation is a product of
complex national innovation systems, supported by a thoughtful and comprehensive set of
innovation-enabling public policies, that impact the capacity and ability of both private
and public actors to effectively innovate. Successful innovation requires industry and
government to commit resources and take risks as part of an overall ecosystem that
supports enterprises’ ability to innovate. What then are the attributes that define these
innovative businesses and, by definition, innovation industries?” First, true innovation
industries are ones for which the rapid and regular development of new processes,
products, or services—many of them disruptive in nature—is critical to their competitive
advantage. For example, industries such as biotechnology and semiconductors are
innovative, as their success depends not on making a particular drug or semiconductor

cheaper, but on creating the next-generation product.

Second, the marginal cost of selling the next product or service is significantly below the
average cost of producing it in innovation-based industries. The digital content industry
(e.g., software, movies, music, books, and video games) is perhaps the most extreme
example of this. In some cases, the first copy can cost hundreds of millions of dollars to
produce, but additional digital copies can be produced at virtually no cost.

Finally, innovation industries depend more than other industries on intellectual property
(IP), particularly on science- and technology-based IP. For example, software depends on
source code, life sciences on discoveries related to molecular compounds, aerospace on
materials and device discoveries, and content industries on digital copyright-protected

content.

As a result, to maximize innovation by these types of industries, the global trading system

needs to get three key factors right:

Ensuring the largest possible markets: For innovation industries with high fixed
costs of design and development but lower marginal costs of production, larger
markets are critical, since they enable firms to cover those fixed costs, so unit costs can
be lower and revenues for reinvestment in the next generation of innovation higher.
This is why firms in most innovation industries are global. If they can sell in 20
countries rather than 5, expanding their sales by a factor of 4, their total costs increase
by much less than a factor of 4. That is why numerous studies have found a positive
effect of the ratio of cash flow to capital stock on the ratio of R&D investment to
capital stock. But a host of different innovation mercantilist policies act to limit global

market size either at the enterprise or establishment level.

Limiting nonmarket-based competition: Large markets enable firms to sell more.
But if larger markets come with larger numbers of competitors, total sales per firm can
remain the same or even fall. Conventional wisdom holds that this competition is good
for innovation. However, many studies have demonstrated that innovation and

competition can be modeled according to an inverted “U” relationship, with both too
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much and too little competition producing less innovation.” Some mercantilist
policies—including discriminatory government procurement, protected state-owned
enterprises, and government bailouts—enable weak firms to enter into or remain in a
market, siphoning sales from stronger firms and reducing their ability to reinvest in

innovation.

Ensuring strong intellectual property protections: Firms in innovation-based
industries depend on intangible capital, much of it intellectual property. Strong
intellectual property protections are needed to enable inventors to realize economic
gains from their inventions, which further gives them the ability to reinvest those
profits into the next generation of innovative activities. However, if competitors are
able to enter into and/or remain in a market because they obtain an innovator’s
intellectual property at less than the fair market price (either through theft or coerced

transfer), they are able to siphon off sales that would otherwise go to innovators.

It is in this context that innovation mercantilist policies are so problematic, for relative to
mercantilist policies affecting other industries (e.g., clothing or lumber), the global

economic damages from innovation mercantilist policies are significantly worse.

Innovation mercantilist policies also harm the nations that use them. Such trade-distorting
policies promise to deliver some short-term employment and economic gains; however,
ultimately, they lead to a number of adverse consequences. First, they can raise the cost of
key capital goods, such as information and communications technology (ICT) products,
which reduces capital goods use by industries throughout an economy, lowering a country’s
overall innovation and productivity. Second, they can limit countries’ participation in
global value chains for the production of high-technology products. Third, they can lead to
broad economic inefficiencies. Fourth, they cause reputational harm that can damage a
country’s attractiveness as a location for foreign direct investment. Fifth, they tend to
isolate nations from the global economy, while often failing to achieve their intended aims.
Sixth, such policies are fundamentally unsustainable, in part because they engender
reciprocal protectionist policies by other countries, which undermines the global economic
order. Seventh, and most importantly, they lead to unbalanced and unsustainable “dual

economies,” with weak productivity growth in non-favored sectors.

Countries using these policies instead need to recommit to—and indeed expand their
embrace of—competitive markets, open trade, and economic liberalization. Strong
productivity- and innovation-enhancing policies should be at the core of their economic
strategies, which should include investment in education, research, physical and digital
infrastructures, and technology adoption and commercialization. Such an approach will
prove a far more effective path for broad and sustainable economic and employment
growth than short-sighted mercantilist trade and economic policies. At the same time, the
community of nations committed to rules-based trade need to do much more to effectively

push back against nations’ innovation mercantilist policies.

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | JANUARY 2017 PAGE 4



THE 10 WORST INNOVATION MERCANTILIST POLICIES OF 2016
The following 10 worst innovation mercantilist policies are just a sampling of unfair trade
practices that nations proposed, drafted, or implemented in 2016 and that the global

trading system needs to address as a top priority.

China: Cybersecurity Law Restricts Foreign Technology Companies, Reinforces
Data Localization, and Forces Source-Code and Intellectual Property Disclosure
The Chinese government continues to use national security, cybersecurity, and other legal
reforms as vehicles for mercantilist objectives. On November 7, China enacted a new
Cybersecurity Law that introduces (further) restrictive requirements on foreign technology
companies: 7he Economist aptly described it as a “techno-nationalist Trojan horse.”” Just
how restrictive this law will become depends upon implementing regulations that will be

enacted before the law comes into force on June 1, 2017.

China’s new cybersecurity law—through discriminatory standards and forced local data-
storage requirements—reinforces existing policies that segment its citizens and tech firms,
in addition to its broader Internet ecosystem, from the rest of the world. The law is
significant, as it is China’s first to enact rules on the collection and use of personal data.
The law forces companies in “critical information infrastructure” to store users’ “personal
information and other important business data” in China, a concept known as “forced
localization.” However, the law does not spell out what—exactly—each term means. For
example, the final law differed from prior drafts by broadening the scope of personal data
from “citizen’s personal data” to “personal data,” which could mean that even the personal

data of foreigners is subject to China’s strict localization requirements.6

The cybersecurity law will affect a large part of China’s technology market, as the country
is likely to take an expansive view of what is “critical information infrastructure” (CII). The
basis of China’s position is thus far broadly defined as information infrastructure in sectors
that may seriously jeopardize national security, the national economy, and people’s
livelihoods or public interest, should such infrastructures malfunction or be subject to
damage or data leakages.” Indicative of this broad reach, sectors that have been cited for
inclusion include public communication and information services, energy, transportation,

water resources utilization, finance, public service, and e-government affairs.

China may use the law to expand an existing—and controversial—cybersecurity regulation
that is highly discriminatory toward foreign tech firms and products. The cybersecurity law
states that China will introduce a cybersecurity multilevel protection scheme (MLPS) for
information technology (IT) products used in network security by CII sectors. This
requirement is perhaps based off an existing MLPS that China has applied for information
security (although this is unclear from the wording in the law).® This potential relationship
raises serious concerns for foreign technology companies, as this earlier MLPS was highly
discriminatory—it prohibited certain sectors from using foreign IT products and forced

foreign companies to transfer intellectual property and source code to China for review.’
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Equally troubling is the potential for China to use the law to revive the use of a high-
discriminatory standard for I'T products—the so-called “secure and controllable” concept—
and intrusive security audits, both of which can be used to discriminate against foreign
firms and to steal valuable intellectual property. The law calls for the use of “secure and
trusted” network services and productions, without defining the term.' Current
deliberations by China’s National Information Security Standards Technical Committee
on what this concept means (see below) and past Chinese government policy proposals
point toward its mercantilist intent.'" This concept, along with its analogous “independent
and controllable,” “secure and controllable,” or “indigenous and controllable” terms have
been a part of Chinese technology policymaking debates ever since the country backed
down on implementing such a rule as part of a banking law in 2015. That proposed
banking law used a “secure and controllable” provision as part of an explicit aim to replace
foreign technology goods with local ones. China decided to “withdraw” this provision after
it generated significant opposition from tech companies and trading partners, especially the
United States."

China essentially wants to force software companies, network-equipment makers, and
other tech companies to disclose source code to supposedly prove their products can’t be
compromised by hackers."” Source code—the instructions that make a computer program
run—enable technology to do the amazing things it does. For companies developing
software, protecting source code is necessary to prevent other entities from stealing and free
riding on the large research and development costs associated with software development.
Source code is at the heart of a company’s competitive advantage, but being digital, it is at
heightened risk of duplication. Given China’s poor protection of intellectual property, not
to mention its role in the cybertheft of foreign trade secrets, it’s unsurprising that foreign
firms and trading partners, such as the United States, have reasonable fears that such

intrusive inspections are simply a way to access and steal valuable intellectual property.

Fears about China’s mercantilist intent have been confirmed during the process to define
standards and key concepts under this law. Foreign companies submitted comments on
implementing provisions, such as the definition of “secure and controllable,” to China’s
National Information Security Standards Technical Committee (NISSTC) after the law
was released. Some of Microsoft’s comments focused on legitimate concerns about the
utility in viewing source code for cybersecurity purposes, stating in its comments to
NISSTC that “sharing source code in itself can’t prove the capability to be secure and
controllable. It only proves there is source code.”'* Yet, indicative of China’s ulterior
motives, the NISSTC rejected this feedback, saying that this comment was “not
accepted.”” This is despite the fact that Microsoft has already taken the significant step of
providing Chinese authorities with viewing access to its source code at its “Transparency
Center” in Beijing, a step that most other technology companies have not taken, given the
risks of unauthorized disclosure. China’s reaction to Microsoft’s comments on the draft law
is indicative of how intrusive the law is likely to be and how it may get even tougher than it

already is for foreign technology companies to operate in China.
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China’s underlying mercantilist intent was further evident in comments and feedback
provided to the NISSTC by the chief engineer at China’s Ministry of Public Security’s
Network Security Bureau, who commented on the draft regulations by stating “the big
trend is called shifting to favour domestic production ... but it can’t be written that way, so
one calls it independent and controllable.” NISSTC’s response was to mark the comment

»16

“approved.

Beyond these headline issues, the law will have many other negative effects on China’s
digital economy. For example, the law requires network operators to provide “technical
support” to authorities for national security and law enforcement purposes, which could
include forcing companies to build backdoors to their encryption. Furthermore, China
makes censorship a central part of its new cybersecurity law, threatening to punish
companies if they allow “unapproved” information to be distributed online. The
surveillance requirements are extensive, as the law requires network operators to monitor
and record their network operations and to preserve related web logs for at least six

months.

China: Uses Regulation to Preclude Access to Its Cloud Computing Market

New regulations regarding cloud-computing services in China confirm its persistence in
erecting barriers between its tech sectors and digital economy and that of the rest of the
world. In March 2016, China made significant changes to the licensing and regulatory
regime of Chinese telecom and Internet services that essentially exclude foreign technology
firms involved in cloud computing, big data, and other information services from operating
in China. These regulations, again, reinforced the requirement for forced local data
storage.'® For foreign cloud-service providers—which include many leading U.S.

companies—these regulations have essentially closed access to the Chinese market.

China enacted regulatory changes to make it even harder than it already was for foreign
companies to establish and operate Internet-based information services in the country.
First, China released regulations for several services it considers valued-added
telecommunication services (VATS). By categorizing Internet-based services (e.g., cloud
computing, big data, and other information services) as telecommunication services, and
not as “computer and related services,” it has much greater freedom to restrict market
access to foreign tech firms. This is because China made commitments as part of its
accession to the World Trade Organization (WTO) in 2001 to provide nondiscriminatory
treatment and market access to foreign firms in “computer and related services.”"” This
category of Internet-based computer services includes email, voicemail, online information
and database retrieval, electronic data interchange, and enhanced facsimile services, code
and protocol conversion, and online information and/or data processing.” Essentially,
China’s approach is a technical work-around to avoid its commitment to open its market

for Internet-based computer services to foreign competition.

Second, China introduced a requirement for telecom and Internet Service Providers (ISPs)

to apply for licenses for each subcategory of services, raising the potential for government
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agencies to discriminate against foreign firms. For example, China’s new subcategory,
“internet-based resources collaboration services,” means that providers of cloud computing
application services, platform as a service, and software as a service would potentially have
to apply for multiple licenses, given some firms and services cross over into multiple

categories.

Third, China released new requirements that articulate the very small and restricted cloud-
computing services space where foreign firms are allowed to operate. In October 2016, the
Ministry of Industry and Information Technology released the “Notice on Regulating
Business Behaviors in the Cloud Service Market,” which outlined how foreign cloud
companies are forbidden from working via local partnerships in any capacity beyond
“technical assistance.” It is not specified what is allowed under “technical assistance,” but
based on current practice, it is likely to mean that foreign companies are only allowed to
license their goods (software and hardware) to their (forced) local partners and show them
how to use them. The notice further specifies several activities that cloud service providers

cannot perform, such as sign contracts directly with end users.

These new restrictions on foreign cloud service providers make an already restrictive
situation that much worse. Strict entry requirements and (an already highly) discriminatory
licensing process have largely kept foreign firms out of China’s market. To operate in
China, foreign firms must set up a joint venture with a Chinese partner who must have
majority ownership (i.e., greater than 50 percent). A joint venture was a prerequisite for
foreign firms to even apply for a license from Chinese authorities. Although there are over
20,000 local companies licensed to provide VATS in China, only 30 or so licenses have

been issued to foreign companies, including five U.S. companies.”!

A few large foreign firms have successfully run the gauntlet and decided to operate in
China within the confines of these strict conditions by partnering with large Chinese
firms—for example, Microsoft with 21Vianet (China’s largest private data center operator),
SAP with China Telecom, and IBM with a group of local companies.” As described, these
foreign firms are severely restricted in what they can do, often being constrained to
arrangements whereby they license their products to their local partners, who set up and

run the data centers and cloud services and manage relations with end users.

This mercantilist approach to cloud computing is consistent with China’s ongoing efforts
to develop a local cloud-computing sector that uses indigenously developed technology.
China’s ambitions in the sector started as part of the country’s National Medium and Long-
Term Plan (MLP) for Science and Technology Development (2006-2020). Building on this in
2010, China identified cloud computing as one of 11 strategic emerging industries that
would receive special attention and funding, all in pursuit of the goal of expanding access
to cloud resources in China, developing indigenous cloud-computing technology, and
creating an internationally competitive Chinese cloud-computing sector. More recently,
the Ministry of Science and Technology’s 12th Five-Year Plan (2011-2015) paid particular

attention to cloud computing, where the aim became to develop a cloud-computing
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standard based on indigenously developed technology.” These policies, taken together,
show China’s efforts to use mercantilist policies at home to support the development of
“local champions,” who, ideally for China, will eventually become more innovative and
competitive and able to compete in overseas markets—against the very tech firms that are

unable to compete in China.

Germany: Forced Local Data Storage for Telecommunications Data

Germany and France have been at the center of efforts to force companies to store data
only in Europe or even in country, such as through a “Bundescloud” (a cloud for
government data) in Germany.?* This preference for digital protectionism stands in stark
contrast to Germany’s otherwise open approach to global trade. In the latest example of
this approach, on December 18, 2015, Germany introduced local data storage
requirements for a type of telecommunications metadata, through a law that will come into
force on July 1, 2017.%

The law aims to generate and retain telecommunications metadata—the who, when, where,
and how, not the what (the content)—of telecommunications for law enforcement and
security purposes. This can include citizens’ call records, phone numbers, location
information, Internet protocol addresses, time and data of Internet usage, and billing
information.? This is the second time Germany has tried to enact such a law, as the
German Federal Constitutional Court declared a similar 2008 amendment to the German
Telecommunications Act to be unconstitutional due to piracy concerns—a court test that

the new law also may face.”

The new law forces companies to store this metadata locally in Germany, not even in any
other European Union (EU) member state where the General Data Protection Regulation
applies. Companies need to store metadata for 10 weeks and location data for 4 weeks.
Restricting data storage to Germany, and not to European Union member states, is a change
from the 2008 amendment, which allowed metadata to be stored in the European Union.
This restriction potentially violates rules that protect the freedom of services provided by the
Treaty on the Functioning of the European Union and the free flow of personal data under the

EU’s Data Protection Directive.?

Germany’s use of data localization as a way to protect privacy and cybersecurity is
misguided, as it is based on the false belief that data stored at home is more secure or better
protected for privacy, and that, if transferred overseas, the data is somehow inherently less
secure. As I'TIF argues in The False Promise of Data Nationalism, what matters are the
actual protective measures used to store and transfer the data and the enforcement of these
measures.” As long as the company involved has legal nexus in a nation, it is subject to the
privacy and cybersecurity laws and regulations of that nation; moving data overseas, or
storing it elsewhere, does not give the company a free pass to ignore a nation’s laws. It is

either in compliance with the privacy laws and regulations of that nation, or it is not.

Germany’s own deliberations over this forced data localization requirement also reveal the

hypocrisy in the European Union’s response to U.S. surveillance programs and the
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implications this has for cross-border data flows, data protection, and privacy.” In debating
this law, Germany’s legislature explicitly stated that the metadata should be stored in
Germany, and not in other European countries, as it does not trust that its fellow European

Union members would not access the data.?!

This lack of consistency should not obscure the fact that governments have a legitimate
right to access data, such as for law enforcement and national security. However, the focus
should be on accessibility, and the rules and legal protections governing such access, rather
than geography. There should be clear legal repercussions if telecommunications companies
are unable to provide timely access to requested data, but it should not matter where the
data is stored, just that the company can produce it upon request. For example, similar
metadata retention laws in the United Kingdom and Australia do not stipulate such data

localization.*?

Indonesia: Data Localization Requirement for Over-the-Top Service Providers
Indonesia is doubling down on its pursuit of policies that force companies to store data
locally—in other words, forcing data localization—in a misguided attempt to protect local
technology and traditional telecommunications companies and to disadvantage innovative
Internet- and app-based services. On March 31, 2016, Indonesia’s Ministry of
Communications and Informatics issued Circular Letter No. 3, which notifies companies
about new regulations for over-the-top (OTT) services, such as requirements for forced
data localization and the need for foreign OTT firms to establish a permanent office in

Indonesia as a condition of market entry.”

OTT services are those delivered via the Internet and are some of the most popular and
innovative services available. In broadcasting, OTT service providers (such as Netflix,
Hulu, and HBO Go) deliver audio, video, and other media over the Internet without users
having a subscription with the usual intermediaries, such as cable companies. For
messaging, OTT service providers, such as WhatsApp, Skype, and Facebook, provide
instant-messaging services as an alternative to text-messaging services provided by
traditional mobile network operators. In using the Internet, OTT service providers and
their customers can bypass traditional telecommunications network service providers to
compete with services (such as voice) from telecommunications companies. These
technological innovations have changed consumer behavior in media and
telecommunications markets, among others, allowing consumers to change how they access
and consume media and communicate. This is especially the case in developing countries
that have deployed mobile-phone services before (or instead of) traditional phone services,
thereby leapfrogging costly fixed-line infrastructure, which also led to a vibrant app and

digital economy.

The letter from Indonesia’s Ministry of Communication and Informatics notified foreign
OTT service providers that upcoming regulations will require these providers to abide by a

number of mercantilist and trade-distorting measures, such as:
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Forcing fee-for-service OTT providers (such as those that require a subscription)
to form a joint venture with a local telecommunications provider;*

Requiring companies to disclose source code as a condition of market access;
Forcing companies to store data locally;

Requiring companies to establish a permanent local office to operate in Indonesia;
Requiring firms to use content filtering in accordance with Indonesian law, such as
for security purposes (such as terrorism) or social/cultural purposes (such as
pornography);

Forcing firms to use an Indonesian Internet protocol number; and

Forcing firms to use Indonesia’s National Payment Gateway, a government-owned
and run process that aims to make Indonesia’s four payment systems interoperable,
but in doing so, discriminates against foreign payment providers in a misguided

attempt to coerce more local financial activity in e-commerce and other sectors.”

Unfortunately, these regulations for OTT services show that Indonesia has again turned to
tried and failed interventionist and protectionist industrial development policies instead of
positive policies that support innovation in Indonesia and its place in an open and vibrant
global digital economy. In particular, the requirement to form a joint venture with local
telecommunications firms shows that President Jokowi’s government has succumbed to
calls for protectionism from its inefficient and uncompetitive (and often state-owned)
telecommunications companies.*® Indicative of this, in January 2016, Indonesia’s biggest
(state-owned) telecommunications provider, Telekom Indonesia, blocked Netflix’s entry
into Indonesia because it did not have the right license and due to concerns about the
content it carries.” Following this, Telkom Indonesia found a foreign company willing to
abide by Indonesia’s strict entry requirements to launch a video-streaming service—Hoogq,
a Singapore-based company—while still blocking Netflix.*®

Indonesia: New Patent Law Undermines Intellectual Property Rights for
Pharmaceuticals

On August 28, 2016, Indonesia introduced an amendment to its Patent Law that expands
the mercantilist tools the government can use in the life-sciences sector.”” The amendment
includes vague and potentially expansive compulsory licensing and other provisions that
undermine pharmaceutical intellectual property and that can ultimately be misused to force
foreign companies to produce their products locally and/or to transfer their technology and
intellectual property.

Indonesia’s law also outlines situations where the government could issue compulsory

licenses including:

Granting a compulsory license to produce a pharmaceutical product that is
patented in Indonesia for the treatment of a disease;

Granting a compulsory license to import a pharmaceutical product that is patented
in Indonesia but cannot be manufactured in Indonesia for the time being for the
purpose of treatment of a disease; and
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Granting a compulsory license to export a pharmaceutical product that is patented
in Indonesia and is manufactured in Indonesia for the purpose of treatment of a
disease. This is done upon request by a developing or a least-developed country.*

Compulsory licenses—when a government allows someone else to produce a patented
product or process without the consent of the patent owner—should be a last resort and

reserved only for extraordinary situations.*" Such licenses should not be a tool for industrial
policy.

Indonesia’s localization policies in the pharmaceutical sector, and past misuse of
compulsory licensing, raise concerns about its use of the new law for mercantilist ends.
Indonesia already uses extensive local production and forced technology transfer
requirements in the pharmaceutical sector as part of a law introduced in 2008.%> Indonesia
has issued nine compulsory licenses for “government use” —in 2004, 2007, and 2012—
and done so in a way that raises concerns about whether it will actually enter into good
faith negotiations with rights holders in the future as part of this patent amendment.” In
such a framework, companies are essentially negotiating under duress. These provisions
create uncertainty, as the government has not elaborated on how the new law will work.
While countries are able to determine the criteria to grant compulsory licenses under the
Trade-Related Aspects of Intellectual Property (TRIPS) agreement, there are rules, norms,
and steps to follow.* However, the new law makes these steps even harder to use. The new
law makes it harder for pharmaceutical rights holders to enter into voluntary licensing
agreements—which are supposed to be the preferred mechanism, short of a compulsory
license—Dby requiring the disclosure of the terms of such agreements. This discourages
companies from negotiating voluntary licenses in the first place, as it means they need to

expose highly sensitive confidential information about their operations and their product.®

The new patent law also undermines Indonesia’s attractiveness for pharmaceutical research
and development by introducing a new restrictive criterion for assessing the patentability of
pharmaceutical products. TRIPS states that a patent shall be available for an invention
provided that it is new, involves an inventive step, and is useful.*® Indonesia’s new law adds
a fourth criteria of “increased meaningful benefit,” which will prevent pharmaceutical
innovation that builds on prior knowledge to develop new and improved treatments, new
dosage forms and combinations, and delivery mechanisms (e.g., oral medication instead of
an injection, reducing the number of doses needed). Promulgating these new conditions

places Indonesia in violation of its TRIPS commitments.

Unfortunately, the patent amendment was not the only trade-distorting, discriminatory
policy that Indonesia enacted in the pharmaceutical sector in 2016. A January 2016
stimulus package included funds and policies to replace imports of raw materials for
medicines and medical devices with domestic production.*” Furthermore, on June 8, 2016,
President Jokowi sent a presidential directive—on the “Acceleration of the Development of
the Pharmaceutical and Medical-Equipment Industries”—to ministers to get them to enact

a range of protectionist and discriminatory policies, including through expedited processing
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for domestic production of medical ingredients, medicines, and medical equipment and

favouring domestic goods in government procurement. *®

Russia: Forced Local Storage for Telecommunications Data

The Russian government’s parallel moves toward mercantilism and authoritarianism come
together in a new surveillance law that includes extensive data localization requirements for
telecommunications data, adding an additional layer to already extensive barriers to cross-
border flows between Russia and the rest of the world. On July 6, 2016, Russia enacted a
new law that forces telecommunication companies and ISPs to retain user communications
for six months and communications metadata for three years. The law will apply to
companies in Russia and overseas. Companies have until July 1, 2018, to implement these

measures.?’

The law aims to help Russian authorities fight terrorism, but its impact will be felt
economy-wide (and society-wide), especially by Russia’s digital economy. First, the
surveillance and localization requirements are much broader than other countries’
telecommunications data-retention requirements, such as those of Germany, as it requires
companies to store the actual content of users’ communications for six months, such as
voice data, text messages, pictures, sounds, and video, not just the metadata (the who,
when, and how long of communications). Second, it requires telecommunications
companies and ISPs to cut services to a user if they fail to respond to a request from law
enforcement to confirm their identity (which raises a range of privacy issues). Third, it
forces companies to help government authorities in decrypting user communications and
prohibits encryption measures unless a decryption tool is available should Russian
authorities need it. Fourth, it applies to foreign companies that fall within the broadly
defined category of telecom providers and “facilitators of information dissemination by
means of the Internet,” such as online messaging services, email providers, social media and
blogging sites, voice over Internet protocol services (which use the Internet to transmit

voice and multimedia), and news sites.>

Russia already has one of the most extensive data localization laws in place, and once this
law comes into force, the impact it will have on Russia’s economy will increase. In 2015,
Russia enacted a law that forces companies with Russian personal data to store it locally.”!
Russian telecommunications companies have complained about the large potential costs of
implementing these extensive and intrusive laws. MegaFon, Russia’s second-largest mobile-
phone company, said that equipment and operating costs of implementing this new law are
estimated to be around $3.6 billion.’” These costs inevitably get passed on to customers,
which drags down economic growth. Tele 2, another Russian mobile-phone provider, said
that it would likely have to raise prices two- to three-fold to cover the costs of
implementation.” Beyond the implications for privacy and freedom of expression in
Russia, these policies will certainly chill Russia’s digital economy, as it makes it harder and
costlier for both domestic and foreign firms to operate.
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Russia: New Government Procurement Rules Ban the Purchase of Foreign
Software

In 2016, Russia continued its move away from the principles of the open and rules-based
trading system it signed up to when it joined the World Trade Organization in 2012 by
adding software to its mercantilist aims to replace foreign goods and services with domestic
ones. On January 1, 2016, a new law (Federal Law No. 188-FZ) introduced a registry of
domestic software programs that are allowed to participate in federal, state, and municipal
government procurement programs.’* This effectively bans foreign software companies

from selling to Russian national and subnational government agencies.

The ban on foreign software matters, because governments are among the biggest
consumers of software products and services. Given the global nature of the software sector,
and the fact that software can be developed and sold anywhere via the Internet, the law
raises further concerns about Russia extending its protectionist and mercantilist policies
into the digital economy. This restriction on software follows a 2015 law that forces firms
that collect Russian personal data to store the data in Russia.” This data localization
measure has the potential to segregate Russia’s digital economy from the rest of the world,
as not all foreign technology companies have the means to pay for or to arrange to shift
data to Russian data centers, which likely do not provide best-in-class features in terms of
services and cybersecurity. Indicative of Russia’s approach, on November 17, 2016,
Russia’s communications regulator ordered ISPs to block access to the social-networking

site LinkedIn, as it had not shifted its data pertaining to Russian customers to Russia.”®

Onerous regulatory requirements and discriminatory procurement policies threaten the
ability of foreign software, Internet, and other information-technology firms to provide
products and services in Russia.”” The software sector joins a growing list of economic
activity—both new economy and traditional—where Russia has used industrial policy and
government procurement to systemically discriminate against foreign providers. For
example, in 2015, Russia restricted procurement of medical devices to a list of domestic
manufacturers from the Eurasian Economic Union (Russia, Armenia, Belarus, Kazakhstan,
Kyrgyzstan, and Russia). Russia also enacted its mercantilist “Pharma 2020 strategy of
forced localization for pharmaceutical production. Russia uses subsidies, price preference,
procurement restrictions, and other policies as part of an explicit import-substitution goal
of making local production account for at least 50 percent of total domestic pharmaceutical
sales by 2020.°®

Russia can enact these discriminatory policies as procurement is not subject to national
treatment obligations—the basic principle to treat imported and domestic goods alike—
under the General Agreement on Tariffs and Trade, and Russia has not acceded to the
WTQO’s Government Procurement Agreement (GPA). Russia agreed to start the process to
join the GPA as part of its commitment to join the WTO, but while Russia has technically
lived up to its commitment to start negotiations to join, its introduction of discriminatory
government procurement policies suggests that it plans to drag out negotiations, or

possibly, never complete negotiations.”
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Turkey: New Privacy Law Introduces De Facto Data Localization

Turkey’s government has targeted foreign technology companies through several policies in
recent years, so it’s not a surprise to see Turkey introduce new data-privacy measures that
act as a de facto data localization requirement. In April 2016, Turkey’s new Data
Protection Law came into force, placing burdensome obligations on data controllers and
processors, requiring “express consent” from individuals to transfer personal data to
another country. Along with other parts of the law, and previous data localization

measures, it represents another move toward mercantilism in Turkey.

Turkey’s approach to data privacy adds an additional barrier for foreign technology and
Internet companies trying to do business in the country. It has not been clarified what
“express consent” means under the new law, but the need for specific and individual
engagement holds the potential to act as de facto data localization, as it makes it that much
harder for foreign companies to use their existing infrastructure (such as data centers) to

process personal data to design and deliver digital goods and services to customers in

Turkey.

Onerous data-protection requirements threaten the data-driven business platforms that are
playing an increasingly instrumental role in facilitating services trade, as these services are
able to quickly and cheaply connect suppliers and sellers based on their collection and
analysis of user data.®® These innovative services enable the accumulation of data on a
centralized platform that simultaneously aggregates supply and demand from two sides of a
marketplace, giving rise to “multisided” or “bidirectional” business models that have
transformed a number of services markets, such as Airbnb in hospitality, Uber in
transportation, and Google in Internet search. The modern relationship between service
platforms and consumers is truly two-way, as users are explicitly rewarded for sharing data
about their behavior, preferences, and social networks. However, burdensome data-
protection requirements undermine these businesses’ ability to deliver broadly similar

innovative services in countries around the world.

Like the earlier German case, Turkey’s approach is misguided in its intent to enact
stringent data-transfer requirements for personal data as a protectionist tool that favors
local technology companies and data centers. At the heart of this approach is the misguided
notion that data stored at home is more secure or better protected for privacy, and that if
transferred overseas, the data is somehow inherently less secure.®!

Turkey’s new law adopts a similarly untenable and unrealistic approach to international

Y P y pp

data flows and protection as that of the European Union by requiring country-by-country
assessments of privacy protections. The European Union currently only allows transfers of
personal data to 12 countries that it has assessed on a country-by-country basis to
determine whether they provide an “adequate” level of data protection.®” Similarly,
Turkey’s newly formed “Data Protection Board” (staffed with political appointees, not
technical staff) will assess whether other countries provide an “adequate” level of privacy

protection. Under this law, if the country receiving data from Turkey does not offer
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“adequate” protection, the Data Protection Board must provide permission for each
transfer.”> However, it is not hard to see how this strict approach to data privacy starts to
unravel when one considers how easily data flows to other countries with arguably weaker
data protections. Data flows between the European Union and China provide a clear
example of how untenable this country-by-country process is. In October 2015, a report
for the European Parliament showed that China has little-to-no data protection, but that
data flows should not be cut off due to commercial and political considerations.®* This
tempered approach stands in contrast to the ongoing calls to cut off data flows between the
European Union and the United States, despite the negotiation of a data-protection

agreement, the Privacy Shield.

Turkey’s past use of mercantilist policies to create a discriminatory advantage for local
technology companies should raise suspicions about the purpose of the new Data
Protection Law. In 2015, Turkey tried to misuse World Trade Organization safeguard
measures to add new tariffs on smartphones, just three months after a local Turkish
company manufactured its first domestically made smartphone.®® Later that year Turkey
introduced the Law on Electronic Payments, which mandated that all electronic and
mobile payment operators store their data in country for a minimum of 10 years.®® For one
of the world’s leading payment processors, PayPal, this was untenable, and on June 6, it
announced that it was no longer going to operate in Turkey. PayPal uses a global platform
to operate across more than 200 markets and cannot maintain dedicated infrastructure in
each country, as this would undermine the globally distributed nature of its business and its
ability to best protect consumer data and services.®” It’s coincidental that Turkey launched
its own national payment system—called Troy—in April 2016. The absence of major
alternative payment services, such as PayPal, will encourage consumers to seek out more

traditional payment methods at Turkey’s major banks, all of which have agreed to use
Troy.®

Vietnam: Server Localization Requirements for Over-the-Top Service Providers
In 2016, Vietnam introduced measures that make it more difficult for innovative over-the-
top service providers (both local and foreign) to do business in Vietnam. As in the prior
Indonesian case, OTT services deliver content or services over the Internet, which allows
these companies and their customers to bypass traditional telecommunication providers.
These new restrictions on OTT services add to Vietnam’s already extensive restrictions on
cross-border data flows and tight controls over how its citizens connect and use the Internet

and engage in the global digital economy.

In January 2016, Vietnam released a draft regulation—Draft Decree Amending Decree
72—for OTT services that included a forced data localization requirement and the transfer
of power to control OTT services to domestic teleccommunications firms.*” The circular
requires OTT firms to locate servers in Vietnam, which would raise costs, diminish the
incentives for service providers to offer OTTs, and potentially weaken data protection and
cybersecurity measures, given the need to set up and manage duplicative infrastructure or

to use data-center providers who do not use best-in-class protective measures. The draft
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regulation also restricts how foreign OTT services operate in Vietnam by forcing them to
form a joint venture with Vietnamese telecommunications companies. Meanwhile, it
promulgates differentiated regulations for free and fee-based OTT services, as the latter

need to get a license from the government, while the former do not.”

By introducing data localization requirements, the Vietnamese government reduces the
benefits that come from competition among foreign OTT services (such as WhatsApp,
Viber, and Tango), local providers (such as Zalo, Mocha, and VietTalk), and traditional
telecommunications service providers. OTT services are obviously meeting a market
demand that traditional carriers are not, given that 20 million Vietnamese had OTT apps
on their smartphones in 2015.”" For a country with a population of 90 million, and an

estimated 36 million Internet users, OTT services have a substantial share of the market.”?

The problem is that Vietnam seems intent on using regulation to protect traditional
telecommunications providers that are unable to (or simply do not want to) compete with
innovative OTT service providers and to discriminate against foreign firms in order to
protect local firms (both those involved in traditional telecommunications and in OTT
services). Indicative of this approach, Vietnamese media reported that Vietnam’s prime
minister ordered the Ministry of Information and Communications to restrict free OTT
apps, such as Viber and Zalo (a local app), due to the impact these apps were having on
traditional mobile carriers. As a Zalo representative rightly pointed out, free email services
took over from postal services, but no one banned these services, yet the government seems

intent on trying to do this with OTT services.”

If Vietnam wants a vibrant, competitive, and world-class digital economy, it should reverse
these types of policies. Vietnam should not be prescribing how users access and use digital
services and how these digital services operate, as this limits both consumer choice and
engagement as well as business innovation. Consumers and businesses benefit when there is
healthy competition between network and service providers, which is what should be
happening between OTT service providers and traditional telecommunications firms. First,
by requiring local data storage, the government increases operating costs for local and
foreign firms. Second, by forcing companies to form joint ventures, the government limits
the number and ability of firms to innovate and compete, especially small apps-makers
involved in OTT services. However, while local firms may be affected by both measures,

the burden falls disproportionately on foreign firms.

The unfortunate reality is that data localization for OTT services comes on top of extensive
existing restrictions on data flows and Internet usage in Vietnam.”* Vietnam forbids direct
access to the Internet through foreign ISPs. Furthermore, all Internet companies, social
networking sites, and websites that provide information or commentary about “politics,
economics, culture, and society” based in the country need to register and obtain an
operating license. Many of these same websites and social networks also need to store their
data locally, such as keeping information posted online by users for 90 days and certain

metadata for two years. ISPs also need to store information transmitted over their networks
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for at least 15 days and to provide “technical assistance” and workspace to public security

agents.”

Vietnam: New Law on Network Information Security Includes Forced Disclosure
of Encryption Keys and Source Code

Opver the past decade, the tech sector has made a significant contribution to Vietnam’s
rapid economic growth and development. However, while open for trade and foreign
investment in many areas, Vietnam has also introduced mercantilist technology policies
that are more reminiscent of its northern neighbor, China. A new law focused on network
security contains cryptographic-key and source-code disclosures that can be used to steal

valuable intellectual property.”

On July 1, 2016, the Law on Information Network Security (LONIS) came into effect. It
opens the door to mandatory source-code and cryptographic-key disclosure, and applies
onerous licensing and permitting requirements to millions of ICT products containing
cryptographic capabilities. The vaguely drafted law indicates it would require companies to
hand over the technical measures, norms, and plans (i.e., source code and other intellectual
property) as a condition of market access and force handover of cryptographic keys to the
government.”” Alongside accompanying implementing legislation drafted by Vietnam’s
Ministry of Information and Communications (MIC) and Ministry of Defense (MOD), it
places Vietnam’s emerging ICT sector at risk while unnecessarily extending regulations to
parts of the digital economy that are not related to privacy, cybersecurity, or national

security.”®

Source code is the intellectual property at the heart of modern digital innovation, but as it
is digital, it can be easily copied, transferred, and replicated. For companies developing
software, or those that embed software within hardware (such as semiconductors),
protecting source code is necessary to prevent other entities from stealing and free riding on
the large R&D costs associated with development. Indicative of the sensitivity around
source code is the fact that when one purchases software or goods with software embedded,
the software is generally compiled in “object code” form, and not with the actual source

code, as this would make it much easier for thieves, hackers, and others to copy and misuse.

It’s important to remember that the United States does not have a law that requires a
source-code audit as a condition of market entry. Furthermore, from a commercial
perspective, not disclosing source code is standard practice, given the intellectual property
and security implications. In enacting this legislation, Vietnam is following in the
mercantilist path laid by China, which in an effort to gain valuable foreign IP, has used
similar policies to require companies to transfer or allow access to source code as a
condition of market entry.” Vietnam could avoid this association with China-style
mercantilism and demonstrate its commitment to respect intellectual property by
expanding the list of businesses exempted from applying for a license to ensure it only

covers those businesses that are directly engaged in areas of national security.®
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REFLECTIONS ON 2016 AND LOOKING AHEAD TO 2017

Four years of releasing this report shows that innovation mercantilism is an increasingly
popular strategy in many countries, and across a growing range of tech sectors. Some key
trends and takeaways are worth elaborating: that forced data localization continues to grow;
that there’s a vacuum in which mercantilist policies will only grow given the failure to
update global trade rules as part of new trade agreements (e.g., the Trans-Pacific
Partnership and the Trade in Services Agreement); that China remains the world leader in
innovation mercantilism; and that other countries are emulating its approach, given the

lack of consequences and a clear response from its trading partners.

To elaborate on these trends, first, data localization remains a central feature of this year’s
report on innovation mercantilism, as more countries resort to data localization, and some
countries enact it in multiple areas. As issues around data feature in a growing range of
policy issues, policymakers need to take the time to discern between the broader purpose of
a law and the handling and protection of the data involved. Nothing is inherently wrong
with governments arranging processes to facilitate legitimate access to data, such as for tax
or law-enforcement purposes. However, it becomes a problem when policymakers focus on

where data is stored rather than how it is stored and protected.

Forced data localization for telecommunications metadata is an example of this misguided
approach to data protection. Policymakers remain predominantly focused on the
geography of metadata storage (such as in Germany and Russia) instead of the measures for
data protection (as in new metadata laws in Australia and the United Kingdom). As this
report and others from ITTF have established, the notion that data must be stored locally to
ensure it remains secure and private is false.®’ Regarding security, while certain laws may
impose minimum security standards, the security of data does not depend on where it is

stored, only on the measures used to store it securely.

This year’s report shows that data localization can be both explicit (as in Vietnam, China,
Russia, and elsewhere) and de facto (such as in Turkey). Obviously, a need exists for a
careful balance between ensuring that data is properly protected and that privacy is
protected, but this, too, can simply be indirect localization by making the process for cross-
border data transfers so difficult that in practice it becomes unworkable, thereby forcing
companies to store data locally. There is no “one size fits all” approach to privacy
protections, as different countries have different legal and societal values and approaches to
the issue. This is why various international forums emphasize making privacy regimes
interoperable, so that both privacy protections and data flows can take place at the same
time. Despite what some public advocates want people to believe, there is not a trade-off
between transferring data overseas and maintaining data protection. What matters are the
rules that travel with the data and that a company needs to abide by these rules, wherever

they store the data, and that these rules are properly enforced.

Second, the cases covered in this and prior reports show that countries feel confident to

enact protectionist and trade-distorting policies, since the current framework of trade rules,
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including those governed by the World Trade Organization, are out-of-date, inadequate,
and unlikely to result in any repercussions. Unfortunately, several important opportunities
to update trading rules across major parts of the global economy failed in 2016, including
through the Trans-Pacific Partnership trade agreement, the Transatlantic Trade and
Investment Partnership between the United States and European Union, and the Trade in
Services Agreement. The successful completion of one (or ideally all) of these agreements
would have sent an important signal that key trading nations would defend the global trade
system, change international norms to account for modern trade issues, and enact rules that
forbid many of the mercantilist policies highlighted in this year’s report. Unfortunately, the
current vacuum (in terms of new rule-setting) is set to persist into 2017, given the lack of
venues or vehicles that are likely to take on the challenge posed by these mercantilist

policies.

Third, this report shows that China remains a world leader in innovation mercantilism:
China features prominently in this year’s report, as it has in past years, and as it will likely
do so again in 2017. Next year’s report will likely cover the outcome from the various
processes underway to define and enact key definitions and rules to implement provisions
of the new cybersecurity law, such as for personal information and critical information
infrastructure. This captures one of the many issues with policymaking in China—that
while many laws contain provisions that are clearly mercantilist, many other laws and
provisions are drafted in a vague way that makes their impact uncertain. It then falls away
from the limelight that is placed on new legislation to administrative bodies and
government agencies that are responsible for fleshing out the vital details of these laws,
which ultimately determine whether the law is pro-competition or discriminatory and
mercantilist. Trading partners, such as the United States and European Union, focus on
major legislative announcements in China, but then fail to sustain efforts to push back

against trade-distorting policies that come through implementing agencies.

China’s pursuit of restrictive and discriminatory “secure and controllable” provisions is a
clear example of the country’s commitment to innovation mercantilism. In April 2015,
China halted its first attempt to enact “secure and controllable” provisions as part of a new
banking law only after the draft law provoked a fierce reaction from trading partners and
foreign firms.®* Nevertheless, the draft law sent a clear signal to the market that the Chinese
government wanted Chinese financial firms to buy ICT goods and services from local firms
and not foreign ones. Foreign technology companies continue to see the impact of the
measure on sales in China.*’ Yet, despite knowing what the reaction would be, the Chinese
government has reintroduced similar “secure and controllable” provisions in the

cybersecurity law.

The push for “secure and controllable” shows that China will push its mercantilist policies
as far as it can, and if it provokes a strong enough reaction, it concedes some ground but
keeps most of the restrictive policies or simply shifts them to another vehicle or venue
through which to achieve the same policy. This also reveals the weakness in the strategy
and response by the United States, Japan, European Union, and others to only episodically
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and largely individually push back on the most egregious cases of Chinese innovation
mercantilism. Foreign firms and key technology trading partners celebrate the limited win
as a victory, but concede or ignore the broader and longer-term trend toward a market that
is ever harder for foreign tech firms to compete in. Such a strategy is too reactive, narrowly
focused, and short-sighted. As ITIF argues in False Promises: The Yawning Gap Between
China’s WTO Commitments and Practices, it’s time for the United States and others to work
closely together to adopt a policy of “constructive confrontation” to address China’s and

others” innovation mercantilist practices.*

CONCLUSION

As innovation and trade policy have become increasingly intertwined, openness to trade—
characterized by open market access, protection of intellectual property, and receptivity to
foreign direct investment—has become a bedrock pillar of an effective global innovation
policy system. However, this report and prior year’s reports show that many countries are
still more than willing to pursue mercantilist, trade-distorting, beggar-thy-neighbor
approaches instead of implementing across-the-board productivity and innovation-

enhancing policies.®

The global trading system retains the potential to be the most innovation-empowering it
has ever been. However, the threat posed by innovation mercantilism is not receding. If the
global trade system is to maximize innovation, all nations should strongly advocate for the
correct policies while pushing back equally strongly against mercantilist policies. Pro-
innovation trade policies include eliminating all tariffs on trade in high-tech products,
curtailing nontariff trade barriers, strengthening digital trade, encouraging market-based
competition, and protecting intellectual property. By implementing these types of policies,
countries can not only engender robust and innovation-enhancing trade and investment,
they can also begin to form an alliance against mercantilist practices and to demonstrate

continued commitment to the principles of free and fair trade.
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