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The goal of the Cybersecurity for Energy Delivery Systems (CEDS) program is to reduce
the risk of energy disruptions from cyber events. Through CEDS, the Department of
Energy (DOE) directly collaborates with energy-sector utility owners, operators, and
vendors to strengthen the cybersecurity of critical energy infrastructure against current and

future threats.

Figure 1: The FY 2019 Budget Request Would Cut Cybersecurity for Energy-delivery Systems
R&D by 8 Percent
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What's At Risk

The energy sector has been subjected to a dramatic increase in focused cyber probes, data
exfiltration, and malware attacks in recent years.' Previous rounds of threats have been
aimed at information technology (IT) systems (e.g., email and business applications) at
energy companies, but a new wave of cyberattacks is targeting operating technologies (OT),
including software and hardware that directly control equipment on the grid. The
cyberattack on the Ukrainian electricity-distribution system in December 2015 caused the
first-ever cyber-linked blackout—and demonstrated the vulnerability of power grids to

cyber events.”

Cyber & Energy
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Defense In March 2018, the Department of Homeland Security (DHS) accused Russian government
Enwrg?hl(\a/lrngmt cyber actors of targeting critical U.S. infrastructure, including the electrical grid and nuclear

power plants, highlighting the need for greater cybersecurity.” Although the Trump
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Administration is proposing an increase in grid cybersecurity R&D over FY 2017 levels, in
light of the FY 2018 budget agreement, the administration’s proposal would now actually
yield a net reduction in this line item. Many legislators believe recent events indicate the
need for an even greater effort than that which they supported in FY 2018.*

Cybersecurity R&D Activities

CEDS focuses on these key research activities:

Cybersecurity Risk Information Sharing Program (CRISP) develops situational-
awareness tools and facilitates the near-real-time sharing of cyber-threat information
with energy owners and operators—such that they can promptly analyze the data
and receive machine-to-machine mitigation measures.

Cyber Analytics Tools and Techniques (CATT) improves the speed, value, and
cost of CRISP analyses, reports, and mitigation, while working to add new threat-
detection capabilities to the CRISP platform.

Cybersecurity for the Operational Technology Environment (CYOTE)
monitors utility data in the complex OT environment to identify malicious actions.
CYOTE is currently piloting two-way OT data sharing and analysis with four
electric utilities, while also working to identify pathways hackers could use to
compromise utility OT systems.

Cybersecurity Capability Maturity Model (C2M2) works in partnership with
utilities to help asset owners and operators assess their capabilities and improve their
cybersecurity postures.

Key Elements of the FY 2019 Budget Proposal

The FY 2019 budget request proposes a new program, the Cybersecurity, Energy Security,
and Emergency Response (CESER) office, and moves the CEDS research program from the
Office of Electricity Delivery and Energy Reliability (OE) into CESER. The budget also
moves the Infrastructure Security and Energy Restoration (ISER) program—an energy-sector

emergency-support function that does not include R&D activities—into CESER. Elements
of CESER’s proposed budget include:

New funding for Advanced Industrial Control Systems Analysis Center to model and
assess energy-sector cyber-supply-chain components for vulnerabilities, through a
public-private partnership between the National Laboratories and private-sector

partners.’

Increased funding for the development of cybersecurity tools, including cyber
sensors, for information data sharing and data analytics, including continued
support for C2M2.

Reduced funding for the Virtual Energy Sector Advanced Digital Forensics Analysis
Platform, which provides a virtual sandbox for executing untested code and
programs. The platform is being developed for transition to the private sector, with
the ultimate goal of becoming self-sustaining.
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