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RESPONSE TO THE CONSULTATION OF THE EU COMMISSION ON TRANSFERS OF
PERSONAL DATA TO THIRD COUNTRIES AND COOPERATION BETWEEN DATA
PROTECTION AUTHORITIES

The Information Technology and Innovation Foundation (ITIF) welcomes the opportunity to provide this
submission to the European Commission (EC) as part of its two-year review of the General Data Protection
Regulation (GDPR) and the issue of international transfer of personal data to third countries (Chapter V of
GDPR), and the cooperation and consistency mechanism between national data protection authorities
(Chapter VII of GDPR).! ITIF is a nonprofit, nonpartisan research and educational institute focusing on the
intersection of technological innovation and public policy. Recognized as the world’s leading science and
technology think tank, ITIF’s mission is to formulate and promote policy solutions that accelerate innovation
and boost productivity to spur growth, opportunity, and progress.

ITIF continues to appreciate the opportunity to engage with the European Union (EU), the EC, and member
states on how to adjust parts of GDPR two years after coming into force. Our submission aims to help EU
policymakers better understand how GDPR is impacting international data transfers, how these can be
improved, and how national data authorities can work more effectively.

The submission is divided into two sections.

The first focuses on international transfers of EU personal data to third countries and various issues raised by
GDPR. GDPR was a seismic shift in data protection for Europe and the world, but it has become clear that
its significant impact on international transfers requires the EC to shift away from its reliance on country-by-
country adequacy determinations and instead build an expanded and flexible set of data transfer tools and
mechanisms to ensure firms are held accountable for how they manage EU personal data—wherever they
transfer it. This would help improve firm-level data protection practices for EU personal data, reduce the
administrative burden GDPR impose on businesses, and make it much easier for Europe to build
interoperability between broadly similar, but different, data protection frameworks with partners who share
and respect the EC’s ultimate (and shared) goal of improved global data protection. As part of this, it’s crucial
that Europe treat all its partners fairly in consistently applying its principles, criteria, and scrutiny. Together,
this would allow Europe to bring together a broader and more diverse group of countries as part of a truly
global and integrated data governance framework.

The second section focuses on the cooperation and consistency mechanisms between national data protection
authorities (DPAs). It has become clear that EU policymakers did not fully anticipate how to best organize
the new relations between DPAs and industry under GDPR—yet there are early lessons to learn here. The EC
should strengthen and emphasize the role of DPAs as collaborators that raise awareness among companies,
support a better framework for the governance of data protection, avoid legal fragmentation and ensure
sufficient funding to provide DPAs with the resources they need. Indicative of this collaborative role, DPAs
need to formally bring industry into the policy making process to build trusted relations with companies and
help build effective consistency mechanisms moving forward. The purpose of GDPR is not to punish EU
businesses, it is to better protect the privacy of EU residents. But that goal will not be realized if companies
are unable to get accurate and timely guidance from DPAs, and if DPAs can’t hear directly from industry
about policy proposals.
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SECTION 1: INTERNATIONAL TRANSFERS OF EU PERSONAL DATA TO THIRD COUNTRIES

GDPR reflects the European Union’s (EU) approach to securing what it sees as its citizens’ fundamental
rights to privacy and protection of personal data. Modern technology, especially the Internet and cloud data
storage, means that the EU’s regulatory regime for data needs to be globally interoperable given that each
country faces the same challenge in applying its laws to firms that may transfer data between jurisdictions. But
as this submission outlines, the fact that this critical international aspect is only being considered two years
after GDPR’s introduction has likely contributed to a range of negative implications for EU data protection,
trade with the EU, and the development of a truly global data governance framework.? This review is an
opportunity for the EU to enact revisions to better support international data flows and protection.

Tension continues to build between the proliferation of privacy laws on the one hand and the rise of the
global digital economy on the other. As the EC notes, European companies operating in third countries are
increasingly faced with protectionist restrictions that cannot be justified with legitimate privacy
considerations.® The growing importance of global data flows and the rise of conflicting national data
protection requirements mean firms face complex and costly compliance operations. Firms have to learn how
to develop and deploy many and different mechanisms to enable transfers (if allowed) between jurisdictions.*
The EC should strike a balance between ensuring personal data protection after transfer outside the region
and the administrative burden its privacy law imposes on businesses. The EC should consider softening its
approach to adequacy decisions in some instances, while avoiding double standards when treating countries’
applications. Doing so would also help the EU and its member states identify and address instances when
other countries misuse privacy as an excuse for enacting barriers to data transfers, such as via explicit local data
storage requirements (known as data localization).

GDPR provides a limited set of options for international data transfers, namely, adequacy determinations, the
EU-U.S. Privacy Shield, and certain legal tools, such as standard contractual clauses (SCCs) and binding
corporate rules. GDPR also allows transfers under codes of conduct or certification mechanisms, though no
such processes are in place thus far (however, an EU Cloud Code of Conduct has been submitted for approval
under GDPR).> However, each of these faces its own challenges and costs that the EC should try and address
as part of this review. As part of its review, the EU should clearly identify their core intended data protection
objectives and engage in a technical analysis as to whether current international transfer arrangements are
necessary and proportionate to achieve the desired policy objective, or whether changes need to be made.®

This submission highlights some of the challenges and provides recommendations for ways these can be
addressed.” The following sections provided detailed analysis into a specific set of issues related to GDPR and
international data flows: adequacy determinations; protecting and strengthening other existing transfer
mechanisms and building new ones; strengthening data flows to the United States; building an EU-U.S.
mechanism for the exchange of data for law enforcement investigations; and building a truly global
interoperable data governance framework by connecting GDPR with the Asia Pacific Economic
Cooperation’s (APEC) Cross-Border Privacy Rules (CBPR) framework.

Adequacy Determinations—Misguided, Slow, and Inconsistent

The EU should reconsider its reliance on adequacy determinations as its main tool to manage international
transfers of EU personal data as making other countries responsible for enforcing EU data protection rules is



not the most effective way to effect how firms manage and protect EU personal data. It also creates artificial
geographic barriers to the transfer of data. Most other leading digital economies with privacy laws, such as the
United States, Canada, Mexico and Japan, do not impose material restrictions on cross-border transfers of
personal information. The current adequacy-based is ultimately untenable—in the long-term in terms of
building truly global and integrated data governance—as few countries can or will harmonize their data
protection frameworks to a level that the EU finds acceptable.® At the heart of the problem is that adequacy
determinations aim for harmonization rather than interoperability .

The European Commission (EC) can issue adequacy decisions in relation to third countries to alleviate
GDPR’s general prohibition on transfers on EU personal data. The Court of Justice of the European Union
(CJEU) observed that a finding of adequacy requires the third country privacy regime in practice to ensure
protection of personal information that is “essentially equivalent” to the EU system.’ But the adequacy
process is an uncertain, opaque, and seemingly ad hoc. In the 25 years since Directive 95/46/EC on Data
Protection came into effect in 1995, and with it, the concept of adequacy decisions, only 12 countries have
obtained an adequacy decision. These are: Andorra (2010); Argentina (2003); Canada (partial adequacy,
2002); Faeroe Islands (2010); Guernsey (2003); Israel (2011); Japan (2019); Jersey (2008); New Zealand
(2013); Isle of Man (2004); Switzerland (2000); and Uruguay (2012).'° Most of these relate to micro-states,
former colonies, and minor trading partners, with no broader rhyme, rhythm, or pattern. Meanwhile, Canada
and the United States only have “partial” adequacy.

The problem is that the EU’s application of its privacy principles has not been consistent. Adequacy decisions
take into account the circumstances of the third country under consideration, and its relationship with, and
importance to, the EU. This is a valid criterion for identifying and scheduling priority candidates. However,
this has not been the case. Canada and the United States are key trading partners and developed economies
with their own data protection frameworks, yet they only get partial adequacy determinations. Yet other
minor trading and political partners with less effective data protection frameworks get a full determination
and inconsistent scrutiny. The EU’s application of its privacy principles has not always been consistent. In the
case of Argentina, the decision was granted despite the Article 29 Working Party expressing concerns about
weaknesses in Argentinian data protection laws. Another example of this appeared in the WP29's report on
New Zealand, which dismissed concerns about deficiencies in New Zealand's onward transfer laws on the
basis that, given its geographical distance from Europe, its size and the nature of its economy, it was unlikely
that those deficiencies would have much practical effect on EU data subjects.! As long as certain parts of the
adequacy procedure are kept opaque and applied inconsistently, it gives rise to the criticism that the EC acts
biased and applies a more or less rigorous assessment based on political considerations.

The process of obtaining an adequacy decision is lengthy, complex, and uncertain. The fastest adequacy
assessment so far, for Argentina, took 18 months, but others have taken up to five years. The impracticality of
the EU’s adequacy-based approach to global data governance is self-evident by the fact that Japan is the only
country added to the EU’s limited list in recent years. There is also no guarantee that countries applying will
be awarded an adequacy decision. South Korea is reportedly still in adequacy talks with the EC, although this
process appears to have stalled, with no sign of significant progress since late 2017. In 2009, Morocco applied
for an adequacy determination after enacting a new data protection framework, yet it still remains without a
decision over a decade later."? Australia was considered for an adequacy decision in 2001, but after a report



from the Article 29 Working Party (the now European Data Protection Board (EDPB)) pointed out issues,
Australia subsequently declined to revise Australia's data protection laws.

The lack of adequacy decisions belies the fact that many Asia-Pacific jurisdictions now have national data
protection legislation, including Australia, Hong Kong, Japan, Macau, Malaysia, New Zealand, the
Philippines, Singapore, South Korea, and Taiwan. The United Kingdom (UK) may be granted adequacy, but
it’s unclear how COVID-19 and what the post-Brexit review of the UK’s data governance framework will
determine (especially given potential EU concerns over United Kingdom laws relating to surveillance).'

The recently completed EU-Singapore free trade agreement is an example of the EU’s inconsistent application
of its privacy principles and the limits of the adequacy-based approach. The agreement includes little to
nothing on digital trade, data flows, and privacy, despite the fact that Singapore is a developed country with a
sophisticated national data protection framework, and a track record of working with key trading partners on
data governance and privacy in trade agreements. In 2018 (the year the deal was completed) Singapore was
the EU’s largest goods trading partner in South East Asia, thus showing it’s an important trading partner as
per the EU criteria for adequacy determinations.

Yet, on e-commerce, the EU and Singapore make non-binding commitments to recognize the importance of
the free flow of information on the Internet and that that the development of electronic commerce must be
fully compatible with international standards of data protection, in order to ensure the confidence of users of
electronic commerce.' Article 8.54 on data processing includes commitments on data transfers and
protection for financial service providers."” If Singapore is not able to meet EU data protection standards,
then what chance do other developing countries in Asia, Africa, and Latin America stand?

Putting this aside, the limited number of adequacy decisions is also because the cost and complexity for a
country to live up to GDPR is high—and getting higher with the EU’s own evolving interpretation,
application, and enforcement. For many countries considering adequacy, an adequacy decision may not
alleviate the administrative impact of GDPR on data transfer (as GDPR intended), given what equivalence
means for these countries and their firms in having to harmonize their own data protection frameworks and
practices to GDPR. Never mind the fact that adequacy decisions are “living” documents, with periodic review
at least every four years, thus meaning that a country and its firms face the added cost and complications of
potentially enacting changes every few years to live up to GDPR.

Thus, the legal and regulatory capacity for counterparts to live up to the EU’s ever-changing standards is
considerable. Furthermore, few businesses would want to go through such a process if it only made it easier to
transfer EU personal data to just those few countries covered by adequacy. Ongoing uncertainty and
challenges in the implementation and enforcement of GDPR in the EU makes it likely that future adequacy
decisions will be even more difficult to obtain. Given this, it is hard to see many countries outside the
European Economic Area (EEA) meeting the standards and enhanced protections of GDPR and would want

to do so.

The 12 adequacy decisions previously made under the 1995 Directive have so far been allowed to continue in
effect under GDPR, despite the fact that it contains many novel provisions and the level of scrutiny that the
EC applies for new adequacy decisions is often much higher.'® Thus far the EU has not reconsidered its
adequacy decision with countries that are unlikely to meet the EU’s new and changing standards under



GDPR standards. One example is Israel’s recent initiative to source data without users’ explicit consent, as it
adopted regulations allowing the police to use the country’s anti-terrorism location tracking systems to track
COVID-19 positive individuals’ mobile phones.!” The only privacy safeguards seem to be based on trusting
the government’s promise to use the data in a “focused, time-limited, and limited activity.” EU commissioner
Vera Jourovd seems to have put Israel and China (which has extensive, unchecked surveillance of its citizens)
in the same bucket by declaring “We definitely will not go the Chinese or Israeli way, where the use of these
technologies to trace the people goes beyond what we want to see in Europe,” but there are no signs that
adequacy with Israel is under review as a result.' It will be interesting to see if the 11 adequacy decisions up
for review in 2020 are assessed on an equal basis and at this new level of scrutiny—or not.

A critical flaw at the heart of the EU’s approach is the logic that the adequacy determination’s country-by-
country approach is effective in promoting better data privacy and protection by companies that manage
personal data."” Going country-by-country to make them responsible for enforcing the EU’s approach to data
protection, instead of ensuring that firms that manage EU personal data use and protect it as per EU laws—
wherever this takes place—is inevitability going to be very slow and limited. This global push for
harmonization is also untenable in the long run. Not every country will want to, or be capable of, enacting
and enforcing some local version of GDPR to the same extent as the EU, given the wide range of potential
legal and administrative changes it entails. Beyond political and commercial relations, the GDPR requires that
the EC take into account the rule of law, respect for human rights and freedoms, the availability of effective
administrative and judicial redress for individuals whose personal data is being transferred, and the
effectiveness of independent supervisory authorities with responsibility for enforcing the data protection rules.

The fact that few adequacy decisions have (and can be) issued means that this tool has done little to reduce
the administrative burden for businesses of GDPR’s general prohibition on transfers of EU personal data.
This is especially true given few businesses transfer personal data solely to countries covered by adequacy
decisions.” In 2017, the European Parliament called on the EC to speed up this decision process with key
trading partners, but little progress has been made since. The EC should use this two-year anniversary review
of GDPR to finally do so in making adequacy and other legal tools effective in allowing easier international
transfers of EU personal data to more countries.

The Inconsistent Application of the EU’s Privacy Principles

Opver the last decade, the EU’s concerns over international transfers of personal data has been motivated in no
small-part due to concerns over government surveillance, stemming from the Snowden revelations about the
United States.?! This was a fair reaction—up to a point. The United States revised surveillance and other laws
that, collectively, went a considerable way towards addressing European concerns about U.S. surveillance
practices.”? Obviously, the Schrems II case at the Court of Justice of the European Union (CJEU) shows that
the implications are ongoing.”> However, while the United States has engaged with the EU on its national
security laws and practices, and have subjected them to CJEU scrutiny, EU member states’ comparable
behavior receives little to no attention. Nor has the EU applied the same scrutiny to data flows going to other
countries where there are clearly issues over surveillance and government access to data, such as China and
Russia. While surveillance and national security are not EC competencies, thereby making it much harder for
it to play a role in consistently applying its standards in the region, the EC does have the power and role to at
least apply them consistently with trading partners.*



Thus far, the EU has not done this. EU personal data still goes to countries with few genuine data privacy
protections and no independent judicial oversight. Thus far, the Article 29 Data Protection Working Party
has provided guidance on what it sees as being justifiable interferences to fundamental rights by state
authorities (in terms of access to personal data).” The CJEU decision in Schrems II may force the EU to
develop a more consistent and detailed response as it has been asked to clarify whether EU law applies when
personal data is transferred to a third country for commercial purposes but may be further processed by the
receiving country’s public authorities for national security purposes.” The question is based on an assessment
as to the scope of GDPR, which excludes activities for the purpose of public security.”

While the CJEU has not yet delivered a judgment, the advocate general’s opinion is that EU law applies since
a data transfer ‘as such’ constitutes processing. In this opinion, as long as the purpose of the data transfer was
commercial, any potential subsequent processing is irrelevant.?® In support of its opinion in the Schrems II
case, the advocate general referred to Article 45(2) of GDPR, which states that the EC should consider the
public authorities’ access to personal data in its assessment for adequacy, whereupon the possibility of foreign
authorities’ processing of personal data shouldn’t be interpreted as meaning that GDPR is inapplicable to the
data transfer.”

This points to the underlying inconsistency of the EU’s adequacy-based approach to managing EU personal
data flows. The EU and the United States have worked through concerns about the latter’s surveillance
activities, which led to legislative and administrative changes. This was within the context of an adequacy
agreement that is regularly reviewed and re-affirmed. But there has been no similar scrutiny of other countries
with adequacy agreements (including Israel).

In China, the EU’s inconsistency is most evident. The 2016 European Parliamentary report into China’s data
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protection framework reflects the EU’s selective application, stating that “one cannot talk of a proper data

protection regime in China, at least not as it is perceived in the EU” and that:

“If a legalistic approach was adopted, then no common ground could be found between two
fundamentally different systems both in their wording and in their raison d’étre. Consequently, data
transfers would need to be prohibited towards China, on the basis of Article 25 of the EU 1995 Data

Protection Directive. However, this would be an impractical, if not unnecessary position.”*

While China’s data protection laws have been updated since this report, there are central failings that remain,
such as a lack of independent, judicial oversight, and clarity over how China’s government can access data.
While this is a European Parliamentary report, and thus does not reflect the European Parliament or EC’s
official position, it illustrates the selective application of EU concerns over data protection and government
access to data given the EU has not addressed this issue despite being well aware of it.

EU-Vietnam relations are a more recent example of the EU’s inconsistent application of its privacy concerns.
Within the various and opaque criteria for EU adequacy decisions and trade policy objectives, it seems that
trade and political concerns were significant enough to pursue a trade deal, but not enough to push for data
protection changes in Vietnam as part of an adequacy determination.

On February 12, 2020, the European Parliament approved the EU-Vietnam trade and investment
agreements.’' This shows the EU is willing to make tradeoffs when it applies its approach to fundamental



human rights, such as privacy and trade. This is despite the fact that the EU has criticized Vietnam for
disrespecting fundamental rights, including the right to privacy.*” Financial services is the only part of the
EU-Vietnam agreement that deals with data and data transfers, which indicates where the EU is willing to
push for binding rules.® This raises the question as to why the EU feels it can make commitments on
financial data flows, which involve personal data, but not commitments on other types of data flows involving
personal data.

Putting this and other political, social, and economic factors aside, just on the issue of government access to
data, there are obvious red flags that should preclude EU personal data from being transferred to Vietnam—if
the EU was to apply the same standards and scrutiny that it applied to the United States. Vietnam’s
constitution provides that infringement of human rights for reasons of national security must be necessary
and that the exercise of human rights may not infringe on its national interests.** On top of this, there’s an
obvious lack of independent judicial oversight. There’s also a lack of effective remedies in the Vietnamese data
protection regime, which together don’t provide the type of safeguards that the EU would no doubt want in
terms of defending against unjustified data processing by the Vietnamese government.*

For example, the Law on Information Technology permits Vietnamese state agencies to access personal data.
In terms of national security, the recently adopted Cybersecurity Law (CSL) is critical as it appears to give the
Vietnamese authorities a far-reaching right to access personal data.”” To what extent the public authorities in
Vietnam can access personal data under CSL cannot be answered with certainty. Article 5 of CSL lists the
measures available to protect national security, and among other things, it entitles the authorities to evaluate,
inspect, and supervise a firm’s cybersecurity. Furthermore, Article 26 of CSL provides that companies
providing services on telecom networks and the Internet must provide user information to the Ministry of
Public Security when so requested.

This is to highlight that the EU should apply its principles consistently and recognize which partners it can
genuinely work with on the complex set of issues and interests that make up respective trade, national
security, and data governance agendas, such as Australia, Canada, the United States, Japan, the United
Kingdom, and others.

Protect and Strengthen Existing Transfer Mechanisms and Look to Build New Ones

The EU should review the full suite of non-adequacy tools that firms can use to transfer EU personal data.
The fragility and limited usability of existing data transfer mechanisms to cover transfers to non-adequacy
countries makes the situation with EU-global data flows even more precarious, especially for small and
medium sized enterprises (SMEs). The EU should finally bring to life the other transfer mechanisms and tools
allowed under GDPR (which have thus far not been developed).

The fragility of standard contractual clauses (SCCs) is a major problem as SCCs are one of the most practical
and widely used tools for companies transferring personal data to other organizations outside the EEA while
remaining in compliance with GDPR obligations to provide for “appropriate safeguards.”* SCCs only apply
to the data processing activities set out in them, meaning new SCCs have to be drafted every time personal
data processing activities change. Stakeholders have already highlighted in the one year anniversary assessment
of GDPR (June 2019) that the continued availability of SCCs as a means to justify the transfer of personal
data outside of the EU is essential, that the need for legal certainty and predictability is vital for international



data transfers, and that any modification of rules for SCCs should take into consideration the large amount of
SCCs already in place.”

It was therefore encouraging to see that the opinion of the advocate general of the CJEU in the Schrems II
case upholds the validity of SCCs. However, the advocate general also suggests that supervisory authorities in
EU member states are permitted to suspend data transfers based on SCCs to the United States, even though
the EU-U.S. Privacy Shield has established a legal basis for them. Moreover, the advocate general also places
the EU-U.S. Privacy Shield in the firing line by questioning its validity, even though the European
Commission (EC) recently confirmed it as a trustworthy mechanism.* These types of arguments create
uncertainty and increase risk for businesses by undermining the viability of transatlantic data flows.

Not only should the EC defend SCCs but work to improve them. It is good that the EU's Article 29
Working Party is reviewing and approving SCCs from U.S. and other firms. The state of uncertainty caused
by the Schrems II case at the CJEU should not further delay the issuing of updated SCCs. On February 5,
2020, the EC decided to modify the SCCs for “controller to processor” transfers of personal data on
February, which is a step in the right direction.’ The EC has so far issued two sets of SCCs for data transfers
from data controllers in the EU to data controllers established outside the EU.#

The EC should work to ensure that there are a suitable number of SCC templates that use adaptable language
to help make SCCs less of an administrative burden to firms and to ensure they’re flexible enough for the
ways different firms use and transfer EU personal data. SCCs cannot be modified and must be used as
published.® SCCs are legal documents that can take up to six months to be signed between parties. Due to
this, some firms report that SCCs represent a bureaucratic burden with diminishing utility as the volume and
complexity of data flows increase.* For companies engaged in extensive data transfers both within and outside
of the EU, contractual documents pertaining to only a defined set of transfers are often impractical for their
business needs. It means firms must manage, monitor, and keep up-to-date hundreds or thousands

of contracts.”

Data flows vary depending on the business situation. Financial, health service, insurance, and advertising
sectors all use data differently. The EC should recognize that business models and processes continuously
change, so there will be new situations that do not fit within the small number of existing SCC templates. As
the Center for Information Policy Law recommends, ideally, parties to a transaction would be able to use
suitably flexible contractual templates and language that allows them to follow data protection rules within

their specific business processes. “

A key alternative to SCCs, binding corporate rules (BCRs), are designed to allow multinational companies to
transfer personal data from the EU to their foreign affiliates. BCRs were introduced to account for some of
the issues with contractual clauses in that they establish uniform internal rules for transferring EU personal
data across a corporate group, while SCCs are on a case-by-case basis. Also, firms using SCCs must
substantiate their position on whether their affiliates in third countries can really comply with the SCC’s
provisions. BCRs are drafted by a firm, then reviewed by the supervisory authorities in the EU member state
and finally submitted to the EDPB for approval.

Many large companies such as Cisco, American Express, Citigroup, General Electric, and Salesforce use
BCRs. BCRs provide large multinational firms with strategic choice as they allow groups of companies



considerable latitude to define the scope of their BCRs.#” BCRs may be considered the "gold standard" for
data protection compliance in that they introduce a company-wide data governance framework. However,
BCRs don’t work for everyone as they entail significant, costly, and complex compliance infrastructure,
including governance mechanisms, training and communication, audits, and assessments.“ Furthermore, they
only cover intra-company data transfers.

The EC should work with the EDPB, supervisory authorities, and other stakeholders, including the private
sector, to revise, facilitate, and accelerate recourse to these and other data transfer mechanisms allowed under
GDPR. Whether its SCCs or BCRs, the EC should also enable more predictability, legal clarity, and

flexibility for the use of legal tools for international transfers.

For example, to ensure wider uptake and scalability in the future, especially for SMEs, a revised binding
corporate rules system should not require prior approval by a data protection authority (DPA). Furthermore,
such corporate rules could either be self-certified or reviewed by a third-party “accountability agent,” similar
to the Asia Pacific Economic Cooperation’s (APEC) Cross-Border Privacy Rules (CBPR), in cooperation with
cooperation regulatory agencies.” Furthermore, it could consider the use of BCRs among groups of
enterprises engaged in a joint economic activity.* This type of provision would enable the implementation of
BCR processors across entities of the digital supply chain involved in similar processing operations.

The EC should also expand work with stakeholders to consider how to use certifications, codes of conduct,
and privacy seals or marks under GDPR to facilitate transfers of personal data.’ GDPR mentions these
mechanisms as they signal to data subjects and regulators that an organization is in compliance with GDPR,
and offer third-party oversight as another check on controllers’ and processors’ data handling practices.
Expanding the tools in the toolbox seems only sensible as confirming each firm’s compliance with GDPR’s
many protections for data subjects would exceed the capacity of any regulator.

The EC should encourage broad stakeholder engagement on the potential use of these tools, as while these
codes can be created by the regulators themselves, GDPR expressly authorizes “associations or other bodies
representing controllers or processors” to draw up codes of conduct or amend existing ones to implement
GDPR’s particular requirements. Obviously, any draft code of conduct would need to be submitted to the
appropriate supervisory authority to determine whether it provides “sufficient appropriate safeguards.”

Codes of conduct could facilitate cross-border data transfers and data protection at the firm-level, in a way
that the adequacy determination does at the country level (but without the cost and time and impracticability
of forcing other countries to change their laws). Controllers or processors that are not otherwise subject to
GDPR may demonstrate, by adhering to an approved code of conduct, that they provide appropriate
safeguards and binding and enforceable rules for managing personal data transfers from the EU and

other countries.

This would be somewhat analogous to how the Federal Trade Commission (FTC) views third party codes of
conduct in the United States, such as adherence by online advertisers to the Network Advertising Alliance
(NAI) principles.”> The FTC can bring a deception action against a company that self-certifies under the NAI
code but fails to comply.*” For example, the FTC pursued Google for allegedly misrepresenting its compliance
with NADs code in the “Google Safari Hack” case.’* The NAI may also refer its members to the FTC if they
are in noncompliance with the NAI’s codes.



Another example are certifications, which GDPR expressly recognizes as an acceptable mechanism for
demonstrating compliance. In privacy, the EuroPriSe seal has been the principal European certification,
which aims to foster consumer trust in information-technology tools and services through an independent
evaluation of their data privacy and security practices. In the United States, TRUSTe provides another
example of firm-level certification. TRUSTe offers compliance assessments with not only U.S. law, but also
foreign privacy laws, and other agreements. It has provided assistance with “Safe Harbor” self-certification and
APEC certifications for CBPR. Such certifications can be issued by either an accredited certification body or
by the EDPB, which may create a common certification.

Strengthen Protections for Data Flows to the United States

European policymakers need to stop approaching transatlantic data flows like a jenga game. They are
removing one piece of the system at a time, hoping not to be the ones caught toppling the whole thing, but
they are bringing us closer and closer to its inevitable collapse. The EU needs to reaffirm the validity of
standard contractual clauses (SCCs) and the EU-U.S. Privacy Shield.

While the EU-U.S. Privacy Shield provides only partial “adequacy” as per EU requirements, it does provide
continued and stable cooperation between the EU and the United States in the digital economy.> Seamless
data flows are especially critical between these two partners given their respective positions in the global
economy. Without this agreement, the EU’s privacy rules would be even more disruptive.

The European Commission recently reaffirmed the merits of the EU-U.S. Privacy Shield, acknowledging that
it provides adequate protection for EU to US personal data transfers and that the U.S. government is
upholding its side of the agreement.*® But the European data protection authorities (DPAs) and the CJEU are
questioning the validity of the instrument, invoking the need for an even stricter set of ground rules for data
transfer from the EU to the US.” This puts the pact in jeopardy, creating significant legal uncertainty for
millions of businesses and users. Should the EU deem the agreement invalid, businesses and users on both
sides of the Atlantic will pay a heavy toll that neither can afford.

The United States has been a willing partner to work with the EU on its concerns over data flows and
protection, having made legislative and administrative changes to account for EU concerns. The Privacy
Shield’s regular reviews also puts U.S. data governance under a consistent level of scrutiny to which other
third countries are not subjected. This is surely the type of engagement and reaction the EU would want in
terms of ensuring EU personal data receives the appropriate level of protection outside the region.

Build an EU-U.S. Mechanism for the Exchange of Data for Law Enforcement Investigations

Personal data exchanges are an integral part of the prevention, investigation, and prosecution of criminal
offences around the world. 2020 should be an important year for e-evidence in the EU and between the EU
and the rest of the world, especially the United States. The United States, the EC, the United Kingdom,
Australia, and other countries all realize the importance of updating the way in which countries exchange law
enforcement data given how slow and ineffective existing legal mechanisms are and given the rising number of
criminal investigations that involve digital content stored in another jurisdiction.*®

Both the EC and the United States have or are in the process of updating domestic legal and regulatory
frameworks as a foundational step towards engaging with each other and other countries on better law
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enforcement cooperation. The EC has stressed that an EU-U.S. Agreement can only be concluded following
agreement on internal EU rules on e-evidence, so it’s important that this proceed as necessary. The last major
development was on 8 November 2019, as the LIBE Committee’s Rapporteur MEP Birgit Sippel released her
draft Report on the E-Evidence draft Regulation.” This follows the E-Evidence legislative package tabled by
the EC on April 17, 2018, that basically constitutes the European equivalent of the U.S. Clarifying Overseas
Use of Data Act (CLOUD Act) and aims.®

It is important the EC continues to work to address the compatibility and functionality of GDPR with any
potential agreement with the United States, given GDPR includes specific provisions on the transfer of EU
personal data to foreign governments.®' In line with this, on July 10, 2019, the European Data Protection
Board (EDPB) and the European Data Protection Supervisor (EDPS) issued a joint assessment of the impact
of the U.S. CLOUD Act on the legal framework for the protection of personal data in the EU.® The
institutions point out that Article 48 of GDPR requires that any order from a non-EU authority requiring the
transfer of personal data outside the EU must be recognized by an international agreement—such as a mutual
legal assistance treaty (MLAT)—to be valid. While this opinion is not legally binding, it may be influential
and is indicative of the stance of European privacy regulators regarding the issue.

The EU’s work on the e-evidence package should continue to happen in parallel to bilateral negotiations with
the United States. Since the EC and U.S. Department of Justice officials started formal negotiations on an
EU-U.S. agreement to facilitate access to electronic evidence in criminal investigations in September 2019,
there have been a series of productive negotiations.®® At the November 2019 round of negotiations, the EC
expressed its dissatisfaction with the UK-U.S. agreement on access to electronic data for the purpose of
countering serious crime signed on October 3, 2019. There have been subsequent rounds (December 10,
2019, but no details have been publicly released).

The Unites States and the EU should obviously look closely at these legal issues and continue to work
together on a solution to ensure that they don’t derail what would otherwise be a mutually beneficial
outcome. There’s no reason the two sides can’t work together on an agreement which includes appropriate
safeguards. The EU-U.S. Data Protection Umbrella Agreement negotiated in 2016 is evidence of this.
Furthermore, the EC also already allows transfers in certain sectors, based on specific international
agreements, such as part of the Passenger Name Records and the Terrorist Financing Tracking Program.®

Build True Global Data Governance: Connect GDPR and APEC’s CBPR

The EU should establish a dedicated team and strategy to work towards building governance connectivity
between GDPR and Asia Pacific Economic Cooperation’s (APEC) Cross-Border Privacy Rules (CBPR) as
they both use many common, internationally recognized principles and processes for good data protection
and involve many key EU trading partners who also respect what the EU is trying to achieve in protecting its
citizens’ data privacy. Ideally, a firm would pursue a single certification to cover both CBPR and GDPR
criteria. This may entail firms meeting a few additional GDPR-specific criteria in addition to those required
by APEC CBPR, but having this process clearly and specifically laid out and accepted by respective countries
would be a substantial benefit to firms, regulators, and global data governance.

The EU should prioritize building interoperability between GDPR and APEC’s CBPR framework given they
already share so much in common and, if connected, would provide a heightened level of data protection for a
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significant proportion of the global economy. Both the EU Data Protection Directive and the APEC Privacy
Framework recognize that safe transfers of personal information beyond their direct reach must be possible.
However, the main means by which this is achieved in the EU is through adequacy findings at country-level
or at company-level with model clauses, while in the APEC region they are recognized at the firm-level (in
questions 46 and 47 of the CBPR program requirements).

APEC’s CBPR is an accountability-based mechanism that provides effective protection for personal data, in
many ways, similar to BCRs and GDPR more broadly. CBPR was established in 2011 and is based on the
APEC Privacy Framework in 2005 (updated in 2015), which provides a principles-based system for national
privacy laws that recognize the importance of “effective privacy protections that avoid barriers to information
flows.”®” Australia, Canada, Chinese Taipei, Japan, Mexico, Singapore, South Korea, and the United States
have all signed on to the CBPR.

The CBPR is a voluntary, accountability-based system that facilitates “privacy-respecting” data flows across
borders. CBPR-compliant firms are able to transfer (both inter- and intra-company) personal data across
borders. The CBPR system requires participating businesses to implement data privacy policies consistent
with the APEC Privacy Framework, such as those on accountability, notice, choice, collection limitation,
integrity of personal information, uses of personal information, and preventing harm. The participating
economy appoints an APEC-approved third-party accountability agent to audit and certify that companies
have compliant data protection policies.

APEC’s CBPR system is attractive to a diverse range of countries in the Asia-Pacific region as it focuses on
core principles and accountability. It recognizes that there is no one-size-fits-all approach to privacy
protections, as different countries have different legal and societal values and approaches to the issue. But
given the globally distributed nature of the Internet, every country’s data governance regime needs to be
interoperable so that both privacy protections and data flows can take place at the same time—objectives that
are not mutually exclusive. What CBPR helps ensure is that a country’s privacy rules travel with the data and
that a company can commit to abide by these rules, wherever it stores the data. CBPR also helps ensure that
these rules are enforced.® For a business, being CBPR-compliant means it is subject to one privacy regime for
data transfers between APEC member economies that have joined the system.

A side-by-side comparison of BCRs and CBPR demonstrates that they are substantially similar in their use of
contracts as a tool for firms to maintain privacy standards in managing data across jurisdictions and in their
participation criteria, both in terms of the underlying privacy principles and the content of the rules
themselves, such as the requirement for privacy staff, privacy training, compliance management, and
independent assurance of compliance.”

However, there are some noteworthy operational differences between BCRs and CBPR.” A major difference
is their scope of operation. BCRs allow intra-company transfers as these are all subject to the same internal
rules and external supervision (in the form of a relevant EU DPA). However, international transfers outside
the company require additional measures. CBPR takes the next logical step by allowing for international
inter-group transfers. That is, in addition to intra-group transfers, one CBPR-certified company in an APEC
member economy can transfer personal information to another CBPR-certified company in a different
member economy. The limitation of CBPR is that transfers can only take place between the APEC economies
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participating in the CBPR system.” Another key challenge is to guarantee internal and external binding-
ness—that is, European data subjects must be able to seek and receive redress if something goes wrong when
their personal information is sent to a CBPR-certified company.”

Existing work between APEC and the EU Article 29 Working Party on developing interoperability should be
expanded. The EU’s Article 29 Working Party and APEC’s Data Privacy Subgroup have met on several
occasions to try and facilitate increased cooperation between the two systems. The most tangible result so far
was the joint release in March 2014 of a referential document on requirements for BCRs and CBPRs which
provides an informal “pragmatic checklist” that identifies the separate and overlapping requirements for
organizations seeking certification under one or both systems.”

In the short term, the EU should propose a formalized work program with APEC to find ways to bridge the
few differences—namely, binding employees, providing notice on CBPR participation, establishing safeguards
for automatic processing, the data retention limitation and restrictions on processing of sensitive data—
through additional undertakings on the part of CBPR-certified companies.” The EU and APEC could
explore using BCRs to bridge the gaps. Both parties could setup a formal mechanism that would allow EU
and APEC privacy regulators to cooperate on joint enforcement activities and to recognize and address
complaints from the other jurisdiction. In the longer-term, the differences between GDPR and CBPR might
even be reflected and addressed in the rules of the CBPR system itself.

The EU should identify compatibility with CBPR as a priority in building accountability-based and truly
global data governance and expand the tempo of engagement and resources dedicated to connecting the two
frameworks. Since the APEC-GDPR checklist six years ago, nothing of significance has happened since. The
EU should use this GDPR review process to recognize that APEC’s CBPR should be at the top of their
agenda and work towards adapting the GDPR’s non-adequacy legal tools to building interoperability with it
given they already share many similarities.

Conclusion

The uneven attention applied to GDPR’s domestic and international impact is understandable to a degree
given the size, complexity, and significance of this initiative to the EU and its member states. However, two
years after implementation, the shortfall in attention to the international impact is evident. The EC should
review every data transfer mechanism as many of these are restrictive and onerous, limited in terms of
outcome and applicability to businesses and their different business models and international operations, and
(legally) fragile. The resulting complexity, costs, and uncertainty affect how firms in the EU use data and
digital technologies to compete and innovate at home and around the world, which ultimately flows through
to the region’s economic productivity. The EC needs to ensure that in the future European firms, and the
European economy, have a better framework to support the growing role played by data and international
transfers of data.

The EC should use this review process to revise its cautious and restrictive approach to data transfers. Instead,
the EC should take on the lessons learnt from the first two years of GDPR and set a new strategy, one that
embraces the opportunity of digital technology, embodies the confidence that comes after enacting its own
comprehensive data protection framework, and reflects the recognition that it has likeminded partners out
there that are willing to work pragmatically and constructively with it in building better data governance
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connections between different data protection frameworks. As for many countries, this approach reflects the
recognition that the global Internet means that countries have no choice but to work together on addressing
shared goals, such as data protection, if they want to maximize the societal and economic value of data.

SECTION 2: COOPERATION AND CONSISTENCY MECHANISM BETWEEN NATIONAL DATA
PROTECTION AUTHORITIES

In February 2020, the European Data Protection Board (EDPB) published the contributions of EU data
protection authorities (DPAs) to a questionnaire evaluating GDPR, in which 14 DPAs declared that they
were not being properly equipped to contribute to cooperation and consistency mechanisms.”

Effective implementation of GDPR hinges on the cooperation between DPAs and industry. Yet the roles and
obligations of DPAs, the lack of resources to guide companies, and complex procedures make such
cooperation difficult. As various barriers to cooperation are negatively affecting business efficiency and
consumer protection, the European Commission (EC) should seek clarification and adjustment of GDPR.

Dual Role

The primary challenge to effective cooperation is the DPAs” dual role as both an enforcer and advisor to
industry. DPAs are vested with investigative and corrective powers to ensure the enforcement of GDPR.
These powers include the ability to suspend data transfers, order erasure of data, and impose fines of up to
€20 million or 4 percent of a company’s worldwide annual turnover (whichever is greater).” Moreover,
companies may face serious reputational damage if DPAs find them to be non-compliant. While DPAs have
such enforcement power, by statute they also have an advisory role. They provide non-legally binding
guidance on the interpretation of the law to companies, publish expert advice on data protection issues, and
establish tools which help businesses understand their obligations.

Wearing these two hats complicates cooperation and ultimately undermines consumer protection. For
example, while the declared purpose of audits by DPAs is to raise awareness among companies, identify room
for improvement, and provide them with further guidance and support, these evaluations may very well lead
to the identification of non-compliance cases, followed by enforcement measures, likely resulting in the
imposition of fines. These audits will certainly galvanize firms to take some kind of action, but these actions
will likely be focused on preventing fines, rather than asking the harder questions about how to make design
changes in their products that would improve data protection for their customers.

Lack of Resources

A second roadblock to cooperation is that DPAs lack adequate resources. For example, the UK’s Information
Commissioner’s Office (ICO) said its staff and services were overwhelmed by companies “over-reporting”
potential data breaches because of concerns over high penalties if they failed to notify the DPA within
GDPR’s tight 72-hour reporting deadlines.”” In addition, a spokesman of CNIL, the French DPA, declared
that “the resources of the CNIL are insufficient” to enforce GDPR.” The new law has led to a significant
increase in privacy complaints and data breach notifications, which national authorities, constrained by their
budgets but obliged to handle every complaint they receive, have struggled to address.” Ill-equipped,
understaffed, DPAs are overwhelmed with companies’ questions, many of which remain unanswered.® The
uptick is likely unsustainable.®' Under-resourcing prevents DPAs from providing efficient guidance and
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focusing on constructive engagement (as they spend much of their resources handling complaints), and
without quick responses, businesses moving through rapid development cycles cannot effectively collaborate
with regulators.®

To alleviate the burden of proof for companies, and relieve DPAs from the over-reporting of breaches, the EC
should consider adjusting data breach notification provisions and reporting obligations: Not every incident is
a data breach, but as GDPR adopts a one-size-fits-all approach to individual harms which the processing
special categories of personal data would cause, organizations err on the side of strictly interpreting
notification rules in case of a data breach, for fear of sanctions. One incident could lead companies to notify
various authorities in various countries within different timelines, each often requiring different types of
formats and timelines. Harmonized guidance would be helpful, and notifications should rely more on

risk assessment.

Some of the delays from DPAs are by design. According to the procedures triggered by the consistency
mechanism—a complex process GDPR creates to harmonize decisions made by DPAs across member states—
the EDPB may be notified in some cases, and produce an opinion on data processing within 8 to 14 weeks.*
In practice, the EDPB will likely have to deal with many more requests than anticipated from concerned
DPAs. For example, firms must provide interstitial privacy notices to users using clear, concise, and simple
language, and data protection professionals have raised concerns regarding consistency in approach and
interpretation across member states and their DPAs, as well as in relation to how they obtain and manage
consent. In addition, companies have no voice in this mechanism, which here again undermines cooperation.
Unable to obtain timely endorsement, companies may also be faced with the financial consequences of delays
in planning.

Lack of Cooperation

A third obstacle is the lack of transparent cooperation between DPAs themselves and mistrust between
regulators. These issues pertain to language barriers, cultural differences, outdated information exchange
systems, and divergent national legal systems in different EU countries.** Member states do not have uniform
interpretations and applications of GDPR, because of diverging priorities, and not all member states are in
compliance with GDPR to date, which further prevents effective cooperation between DPAs and, by making
the law difficult for companies with customers in more than one country to navigate, enhances legal
uncertainty and compliance costs for EU businesses.® For instance, DPA guidance for data protection impact
assessments is not consistent across countries. DPAs may provide their own national lists of cases of when
such assessments are required.®

This fragmentation of methodologies makes it difficult for companies to navigate and comply with
expectations, and creates additional bureaucracy. To prove its activities do not require an impact assessment
in some countries, an organization should indeed document its decision and the reasons for it in various
countries, a significant paperwork exercise which companies with limited resources cannot afford.

Furthermore, there is a tendency from DPAs to interpret GDPR strictly, and to issue national guidelines or

launch national consultations separately on similar topics, which leads to contradictory results and decisions

(such as seen with cookies). As a result, companies are dealing with a complicated environment which makes
innovation risky and obstructs investments.
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The “One-Stop-Shop” System

The “one-stop-shop” system, one of GDPR’s cooperation and consistency mechanisms which establishes the
country where a company is headquartered as the lead regulator in charge of investigations, does lead to
multiples challenges for DPAs, both in terms of interpretation of concepts, approaches, and administrative
procedures as well as in terms of resources.®® As these ultimately affect business climate and efficiency
negatively, the EC should seek to remedy this problem when reviewing GDPR by strengthening
communication between DPAs, harmonize interpretations of vaguely defined concepts (such as "amicable
settlements" or "relevant information”), and harmonize national administrative procedures.®

There are calls for a reevaluation of the one stop shop system. Some argue that this system causes delays and
bottlenecks in legal procedures, and their modification could prod lead authorities to act and wrap up
investigations faster if more authorities could share the burden of data protection.” Indeed, Ireland and
Luxembourg are handling many major cases and the workload of their respective authorities is
disproportionate compared to others. But these calls are prompted by the wrong motives. Although there has
been enforcement of GDPR across the EU with several headline-grabbing penalties such as the one France's
privacy regulator imposed on Google in January, those asking for speedier enforcement through a reform of
the one-stop-shop-system want to see more cross-border cases solved, and more fines and remedies levied at
U.S. tech giants.”

But assessing the successful implementation and enforcement of GDPR based on the amount or level fines
distributed is problematic. This may lead DPAs to rush their investigations and over-penalize, in order to
make examples. Suggesting GDPR lacks teeth would overlook that preparing for GDPR already meant that
many companies had to redirect budgets and investment to set up compliance systems and hire dedicated
staff—which delayed other data initiatives and limited their investments in innovation, dramatically
impacting Europe’s ability to compete in the digital economy.®

Conclusion

Ironically, GDPR was supposed to reduce red tape for companies, but instead it has introduced many new
regulatory complexities. And unfortunately, EU policymakers did not fully anticipate how to best organize the
new relations between DPAs and industry under GDPR.

Yet, efficient collaboration is possible. To overcome the challenges the DPAs’ dual role creates, the EC should
take several actions when reviewing GDPR. The EC should strengthen and emphasize the role of DPAs as
collaborators that raise awareness among companies and support better framework for the governance of data
protection. For example, companies could refer exclusively to the advisory side of DPAs for guidance, through
a legally-binding process which would ensure that they cannot be exposed to enforcement actions (e.g., fines).
Companies would then share information and seek help more freely. Furthermore, policymakers should
formalize that industry will be involved with the DPAs in any early discussions about guidance and have a
role in providing input to the consistency mechanism. The provision of feedback by companies before DPAs

issue guidelines will allow for better resource allocation and help avoid misunderstandings because it will set
expectations for how DPAs will enforce GDPR.

16



The purpose of GDPR is not to punish EU businesses, it is to better protect the privacy of EU residents. But

that goal will not be realized if companies are unable to get accurate and timely guidance from DPAs. As such,

efforts by policymakers to ensure efficient cooperation between DPAs and industry will be to the benefit of

both European businesses and residents.
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