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The methods that law
enforcement use to
access data outside
their jurisdiction are
outdated, and if left
unaddressed, risk
damaging
international comity,
U.S. competitiveness,
and the global
Internet economy.
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In late 2013, U.S. federal law enforcement officials obtained a warrant as
part of an anti-narcotics investigation to seize the contents of an email
account belonging to a Microsoft customer whose data the company
stored in Dublin, Ireland. 1 Microsoft refused to comply with the order,
arguing that the U.S. government cannot force a private party to do what
U.S. law enforcement has no authority to do itself: use a warrant to
conduct a search and seizure operation on foreign soil. 2 This case exposed
the cracks in the foundation of the current framework used by law
enforcement agencies to access digital information and determine
jurisdiction on the Internet. Moreover, attempts to resolve this dispute
risk either hamstringing law enforcement efforts or distorting the global
marketplace for digital services. This report explains the problems with the
status quo, describes the limitations of existing proposals, and offers an
alternative framework to resolve these issues along with a set of
recommendations to operationalize this framework not just within the
United States, but globally.
No matter how the courts ultimately decide the Microsoft case or related ones, there are
potentially negative implications for U.S. technology competitiveness and the U.S.
economy overall. If the court rules for the government and declares that U.S. companies
must provide access to data stored abroad, it will create two problems. First, it could hurt
the competitiveness of U.S. providers selling services abroad, given the perceived risk of
U.S. government access. Data stored abroad by U.S. companies would be treated
differently than data stored abroad by foreign providers since foreign providers with no
U.S. presence would not be subject to U.S. warrants. As a result, some foreign customers
might decide to switch to foreign providers not in the United States, or even be encouraged
or required to do so by their government. Second, it would set a concerning precedent, and
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other governments might similarly require companies operating in their borders, or
subsidiaries of these companies, to produce data stored outside of their borders, including
that of U.S. citizens and residents stored in the United States. This situation could be at
odds with U.S. protections against unreasonable search and seizure—setting up
international conflicts over sovereignty. 3
Conversely, if U.S. courts rule that search warrants cannot be used to obtain data stored
overseas from U.S. providers, foreign governments may try to force U.S. companies to store
data within their country’s borders to make it impossible for U.S. law enforcement to
execute a lawful search and seizure. Such data localization policies would raise costs for
businesses and consumers, especially those adopting cloud-based technologies and services. 4
In addition, data localization policies would make it more difficult for U.S. companies to
compete abroad as they would have to build more data centers in every market they want
to enter. This outcome could also violate the Budapest Convention on Cybercrime, an
international treaty signed by the United States and 51 other parties, which requires
signatories to maintain compulsory access to all data stored by domestic companies. 5
Either alternative would make it more difficult for U.S. law enforcement agencies to get
access to data in the long run, as it would create incentives for data service providers to
keep or move data outside of the United States.
U.S. policymakers should ensure law enforcement agencies can gain lawful access to
information to protect their citizens and uphold U.S. laws, but without disadvantaging
U.S. companies and workers facing global competition. Achieving this will require
modernizing the process by which governments around the world obtain data stored
outside their borders. Existing legal processes and treaties are woefully out of date and
needlessly complex. Countries have mismatched legal assistance treaties, conflicting laws,
and differing norms. Indeed, there is currently no comprehensive framework for how to
successfully navigate cross-border jurisdictional disputes, especially those involving the
digital economy. Such a patchwork of laws and rules may have been somewhat acceptable
before the advent of the digitally-integrated global economy. Now they are not.
No one nation can solve this problem alone. Settling questions of jurisdiction over data will
require global reforms. However, the United States can and should lead the way on these
reforms, and this report offers a path forward.
This report builds from a previous ITIF report offering a framework on how nations
should engage in Internet policymaking given the global nature of the Internet. 6 It makes
specific recommendations for how governments can use this framework to establish policies
for law enforcement to access data. This report also assesses theoretical approaches to
establish jurisdiction over that data, focusing on cross-border law enforcement requests,
and not clandestine intelligence gathering for national security purposes. The framework
herein is not intended for law enforcement requests for metadata (data that describes
information about a communication).
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To operationalize the proposed framework, policymakers should pursue the following
actions:


Modernize the internal processes for responding to foreign requests for legal
assistance;



Work with other governments to draft and adopt model MLAT 2.0 language;



Push back against foreign data-localization requirements;







Update the Electronic Communications Privacy Act (ECPA) to protect domestic
digital communications;
Restrict companies from storing data in countries with conflicting laws that limit
law enforcement;
Engage with other nations to develop a “Geneva Convention on the Status
of Data.”

LEGAL PROCESSES U.S. LAW ENFORCEMENT CAN USE TO GAIN ACCESS
TO DATA
Law enforcement officials investigating crimes often want to gain access to an individual’s
data, such as emails or files. But determining where data is stored can be complicated
because it can be stored in a variety of different ways and locations. Sometimes companies
store customer data in data centers that are located exclusively in a single country. Other
times they store data on servers located in a foreign nation. Similarly, companies store
customer data in data centers located in multiple countries, splitting data across multiple
data centers to provide faster access to data, ensure data is always accessible, and prevent
data loss. 7 In this latter case, law enforcement officials will have more difficulty gaining
access to personal communications data because it is stored in multiple jurisdictions. And,
to make matters more complicated, in addition to the location of data, the location of the
company storing that data and the nationality and/or residency of the person or persons to
whom the data belongs all can vary.
And yet, law enforcement must untangle this complicated web for every case in which it
wants to seek lawful access to data. Law enforcement officials have two paths that they can
use to compel access to data during criminal investigations. First, law enforcement officials
can use domestic legal authorities to access data, such as search warrants and subpoenas.
While U.S. law generally allows U.S. law enforcement to compel companies to turn over
their own business records stored overseas, it is still an open question as to whether U.S.
law enforcement can compel companies to provide their customers’ data through these
processes. 8 Second, in some cases where the evidence is not located within their
jurisdiction, law enforcement officials may work through international processes, such as
treaties for mutual legal assistance or police-to-police cooperation agreements, to access
that data.
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U.S. Domestic Legal Authorizations for Law Enforcement

The primary U.S. laws that govern how law enforcement can compel an individual or
business to disclose private electronic communications data is the Electronic
Communications Privacy Act (ECPA) of 1986 and the Stored Communications Act (SCA)
of 1986, which amended ECPA. 9 ECPA gives law enforcement agencies a variety of legal
tools to seek the contents of stored communications, including subpoenas, court orders, or
warrants. 10 Law enforcement can also use traditional search warrants to acquire physical
devices that hold data, such as a hard drive or computer, but the information may be
encrypted. Notably, U.S. law treats access to digital information differently than physical
information based on how old it is, where it is stored, what technology is used to store it,
and several other factors. These distinctions are often illogical. For example, as originally
specified in ECPA, U.S. law enforcement could use a subpoena, which can be issued
without a judge or magistrate’s review, to compel production of user content, like the text
of emails, stored online after 180 days. Under this law, emails older than six months are
treated differently than new emails. Fortunately, judicial opinions and commitments by the
Department of Justice have effectively superseded this in practice (although this language
remains in the statute). 11 However, this appellate ruling only applies to a portion of the
country and a future DOJ could reverse its opinion on the matter.
There are three main methods U.S. law enforcement uses to gain access to data
domestically. First, U.S. law enforcement can use a SCA subpoena to require persons or
businesses located within the jurisdiction of the court to collect evidence (whether physical
or digital) in their direct possession or control, regardless of the items’ location, and bring
them to court. Recipients can appeal a subpoena in court before it goes into effect. There is
no requirement for a judge or magistrate to review a subpoena before law enforcement
officials issue it. Indeed, of these legal tools, subpoenas have the lowest threshold for a law
enforcement agency to obtain information. However, subpoenas can only compel a
company to disclose specific types of information, such as account names, IP addresses (the
unique string of numbers separated by periods that a computer uses to identify itself while
browsing the Internet) used to create an account, and other basic metadata (i.e. data that
describe information about a communication, such as specific times when a user signs in to
an account). 12 Subpoenas extend extraterritorially because a court case decided subpoenas
can be used by law enforcement to compel an entity to produce documents for law
enforcement, even if they are located abroad and doing so would violate foreign laws. 13 The
U.S. government does attempt to avoid serving subpoenas if doing so would violate
conflicting foreign laws. 14
Second, law enforcement can seek a court order under SCA, which, like a subpoena,
compels access to the same metadata from a person or company but can also compel access
to more detailed information about the use of an account. 15 For example, SCA court orders
allow law enforcement to compel access to IP addresses associated with a particular email
sent from that account and “to” and “from” fields in an email. 16 To obtain an SCA court
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order, law enforcement officials must prove to a judge or magistrate that the requested
information is relevant and material to an ongoing criminal investigation.
Third, law enforcement can seek a SCA warrant from a court, which gives law enforcement
the power to compel the production of stored digital communications. Law enforcement
can serve a warrant directly to a user or can serve a warrant on a business for customer
communications data. Law enforcement can use a search warrant to obtain the same
information as both a subpoena or court order would, as well as the content of private
messages. However, warrants require judicial review and the specific description of the data
being sought as well as the specific location where the search will take place. While courts
have disputed the issue, the Second Circuit Court found in the Microsoft Ireland case that
warrants only apply only to information located in the United States. 17 Furthermore,
warrants require law enforcement officials to prove probable cause that a crime has been
committed and that the search will result in the evidence of that crime, a stricter standard
than most other countries set. 18 For example, French law is less strict for access, giving
investigating magistrates much broader authority to order a search of any place where data
can be discovered without showing probable cause. 19 Therefore, search warrants have the
highest threshold for a U.S. government agency to obtain information.
In December 2016, U.S. federal judiciary's Advisory Committee on the Federal Rules of
Criminal Procedure passed and the Supreme Court approved a change for Rule 41 of the
Federal Rules of Criminal Procedure, which governs how federal criminal prosecutions are
handled in the United States, allowing magistrate judges to grant federal agents a single
search warrant for multiple computers in different locations, including computers outside
their jurisdiction. 20 This change allows law enforcement to get a warrant to compel access
to data that is located in a place outside the jurisdiction of the magistrate in the area where
the crime occurred, such as in a different state. With these warrants, law enforcement
agencies have the authority to use surveillance tools to access data. This rule change helps
law enforcement in two primary ways. 21 First, if suspects in an online crime obscure their
location, federal agents can now obtain a search warrant letting them attempt to remotely
install malware on suspects' computers regardless of where the suspects are located. Second,
if a crime involves criminals hacking computers in five or more districts, the changes allow
judges to issue a single warrant for all affected computers, regardless of where the
computers are located.
In addition to ECPA, national security laws allow law enforcement to compel companies to
release information under limited circumstances. For example, the Foreign Intelligence
Surveillance Act (FISA) can be used by law enforcement for investigations on U.S. soil. 22
FISA allows law enforcement to compel a company to turn over physical and electronic
evidence or conduct surveillance if law enforcement can show probable cause that the
target is a foreign power or agent of a foreign power. While these investigations may focus
on espionage or terrorism, there is no requirement to show probable cause of these crimes
to compel access to this data. Similarly, several federal statues allow the Federal Bureau of
Investigations (FBI) to issue administrative subpoenas, commonly called national security
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letters, to compel access to metadata stored in the United States by U.S. providers for
investigations of international terrorism or clandestine intelligence activities. 23 National
security letters allow the FBI to obtain personal metadata records from Internet Service
Providers, records from financial institutions, and consumer information from consumer
reporting agencies. 24 National security letters often include a gag provision that restricts the
company receiving the order from disclosing it until the FBI makes the determination that
it can be disclosed (the FBI reviews whether to disclose a letter at the close of each
investigation or three years or more after it issues the letter). 25 Although court decisions and
the USA FREEDOM Act have since limited these gag provisions, such as by requiring
prompt judicial review and a “reciprocal notice” requirement, whereby the government
must justify gag orders if the recipient of the letter requests juridical review, it is still an
open question whether national-security-letter gag clauses are constitutional. 26
Cross-border Law Enforcement Assistance Mechanisms

When data is not stored within a country’s borders, law enforcement may pursue other
legal mechanisms to compel access. U.S. law enforcement has relied on three types of
processes to access data stored in other countries: treaties and agreements, letters rogatory
(see below), and police-to-police cooperation.
First, two or more countries may enter a treaty or agreement for legal assistance, which can
take several forms. The first are mutual legal assistance treaties (MLATs), which encourage
law enforcement agencies to provide assistance to their counterparts in other countries. 27
MLATs can be bilateral, multilateral, or regional. The scope of these agreements can also
vary to exclude certain crimes. The United States has MLATs with 63 nations. 28 The U.S.
government also has mutual legal assistance agreements (MLAAs)—another program for
transnational legal assistance—with countries such as China. 29 MLAAs are different from
MLATs because they do not require the advice and consent of two-thirds of the U.S.
Senate, so long as the agreement is not inconsistent with legislation enacted by the
Congress. 30 There are also multilateral treaties with provisions for mutual legal assistance,
such as the U.N. Convention on Transnational Organized Crime. 31 In addition, the
United States has ratified an agreement, known as the Umbrella Agreement, which added
new MLATs or supplemented existing MLATs for each country in the European Union. 32
MLATs, MLAAs, and other agreements reduce the barriers that law enforcement would
otherwise encounter when conducting investigations across borders.
The U.S. government created most MLATs and MLAAs during the 20th century, and the
system is now out of date and does not meet the demands of the digital age. Prior to 1977,
the U.S. government only shared information with other governments through principles
of comity and letters rogatory (discussed below). 33 Law enforcement could directly send
physical evidence across borders to fulfill these requests. In 1977, the need for more
coordination to combat international crimes led the U.S. government to create its first
MLAT with Switzerland to investigate money laundering and tax evasion taking place due
to Swiss banking secrecy laws. 34 Since then, the U.S. government has entered into multiple
differing treaties and agreements that allow for documents to be exchanged between
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borders. But this system was put in place before data moved freely across borders over the
Internet, and has created issues for law enforcement trying to use an antiquated system to
collect digital information.
Because these treaties and agreements are not universal, gaps in the process can leave
countries unable to manage law enforcement requests for data where there is no agreement.
MLAT and MLAA requests must travel through multiple levels of diplomatic and legal
bureaucracy, and are answered at the discretion of the country which receives the request.
In the United States, the U.S. Department of Justice’s (DOJ) Office of International
Affairs serves as the central authority for processing and responding to international
requests for data from foreign countries. 35 Because treaties, such as MLATs, come with
procedural hurdles, law enforcement agencies—especially within the United States—have
complained that these treaties involve a “slow and cumbersome” process that is not
especially well-suited for a fast-paced digital environment. 36 When a foreign government
submits an MLAT request for personal communications data stored with a domestic
company (the process changes for other types of digital content, such as for bank records),
the DOJ first reviews the request, then assigns it to a federal prosecutor—often in a U.S.
Attorney’s Office—to obtain a warrant to compel the company to produce the requested
data. 37 The warrant is then served on the company, which provides the data to the DOJ for
final review before it is sent to the foreign government (figure 1). The DOJ does not have
the resources to adequately handle these requests in an efficient manner. 38 As a result, the
U.S. government takes an average of 10 months to complete MLAT requests. 39 This
situation has led to a backlog of MLAT-related foreign requests that DOJ projects could
grow to as large as 16,000 by 2020. 40
Figure 1: How the U.S. Government Responds to Foreign MLAT Requests for Personal
Communications Data Stored with a Company
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Similar lengthy delays are common when U.S. law enforcement initiates an MLAT request
with another country. These delays result from several reasons, such as a lack of resources
to respond to MLAT requests or limited experience with the evidence-gathering process. 41
For example, the MLAT process between the U.S. and Mexican governments delayed a
civil asset forfeiture case over three years because the U.S. government encountered
“significant challenges” obtaining formal discovery from Mexico, despite appealing to the
Mexican government multiple times. 42 Similarly, the average response time from Ireland to
a U.S. MLAT request for digital evidence is approximately 15 to 18 months. 43 U.S. MLAT
requests may also be stymied by foreign law enforcement’s lack of technical forensic
expertise to access data when complying with MLAT requests. For example, in some cases
it may be easier for U.S. authorities to request foreign law enforcement to ship seized hard
drives to the United States for U.S. law enforcement to directly access data rather than ask
a foreign government to conduct its own digital search. 44 Furthermore, U.S. law
enforcement often finds a lack of willingness from some of its MLAT partners, especially
authoritarian countries, to cooperate with U.S. requests in a timely manner. For example,
despite an MLAT existing between Russia and the United States, it is rare that the Russian
government assists U.S. law enforcement investigations involving Russian cybercriminals. 45
As a result, U.S. law enforcement must target Russian cybercriminals when they travel
outside of Russian borders. 46
Countries that do not have a formal treaty can still provide each other with legal assistance.
If countries do not have an MLAT, treaty, or other agreement, then assistance is usually
made based on reciprocity. These agreements also depend on each country’s domestic laws.
For example, Argentina will provide legal assistance without a formal treaty per its law on
international cooperation in criminal matters and upon condition of reciprocity. 47
Second, in the absence of a treaty or other agreement, a U.S. court can use letters rogatory
to obtain judicial assistance from overseas. 48 Letters rogatory are formal requests for
assistance from a court in one country to its counterpart in another. This differs from
assistance under an MLAT because it is made straight to a court rather than through the
government’s designated central authority. Letters rogatory are available to both
government officials and to individual defendants, but typically are not issued during the
investigative stage of a criminal proceeding. It is usually a year or more before the order is
executed because these letters are customarily transmitted through diplomatic channels;
they can be more unpredictable than MLATs because they are based on relationships or
comity between courts rather than formal agreements. 49
Third, informal international police-to-police cooperation has come to prominence over
the last few decades due to the rise of international crimes, such as financial fraud, hacking,
or child pornography. 50 This form of international cooperation is not usually governed by a
treaty or a statute. For example, Interpol—the world’s largest international police
organization—was not established by an international treaty. 51 Instead, informal
agreements and memoranda of understanding usually govern this form of cooperation. 52
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To participate in police-to-police cooperation, U.S. law enforcement can directly contact
its counterparts in another country to seek information. However, informal police-topolice cooperation is often not available for the content of electronic communications held
by a third-party provider because host countries typically require a judicial process to
compel production of personal communications data.
In addition, domestic laws can affect how foreign law enforcement agencies seek assistance
from the United States. For example, ECPA includes provisions that prevent foreign
governments from seeking the content of U.S.-held communications directly from U.S.
providers without official MLAT requests to the DOJ. (ECPA, by contrast, allows foreign
governments to directly request metadata from U.S.-based providers). 53 In effect, this
means foreign law enforcement has easy access to digital evidence in its own country, but
not digital evidence stored with a U.S. provider. To get access to U.S.-held digital evidence
from U.S. providers to further their domestic investigations, foreign law enforcement
agencies are forced to file MLAT-based requests (if such an agreement exists) to gain access
to the data. Because many multinational communication service providers are U.S.-based,
this situation has hampered many foreign investigations and increased the burden of
MLATs on the DOJ. For example, Brazil’s government arrested a Microsoft employee in
2015 for failing to give local law enforcement Skype data on a Brazilian customer that
ECPA prohibits Microsoft from disclosing. 54 In this case, the Brazilian government did not
go through the MLAT process with the U.S. government, despite an existing agreement,
likely because of the difficulties of using MLAT processes. 55 U.S. law enforcement can help
foreign law enforcement side-step ECPA’s requirement for companies if it engages in a
joint investigation with foreign law enforcement and then shares that information through
police-to-police cooperation. 56 But even in those cases, U.S. law enforcement must obtain a
warrant based on probable cause in order to compel access to the data.
In recent years, several members of Congress have proposed legislation to update ECPA,
modernize the MLAT system, and improve cross-border law enforcement mechanisms. For
example, the Law Enforcement Access to Data Stored Abroad (LEADS) Act, introduced in
the 114th Congress would have required law enforcement to use MLATs to compel the
disclosure of customer content stored outside the United States unless the account holder is
a U.S. person. 57 The LEADS Act also would have strengthened how the DOJ processed
MLATs. Finally, in the 114th Congress, Sens. Orin Hatch (R-UT), Chris Coons (D-DE),
and Dean Heller (R-NV) introduced the International Communications Privacy Act
(ICPA), which would allow law enforcement to use a warrant to compel production of data
stored abroad if that data belonged to a U.S. citizen, a person physically located within the
United States, or if it belonged to a citizen or resident of a country with which the United
States does not have a MLAT. 58 However, for non-U.S. individuals from countries where
the U.S. government has established an MLAT, ICPA would give those governments veto
power over the request. An updated version of ICPA will likely be re-introduced in the
current 115th Congress. 59
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THREE THEORETICAL APPROACHES TO CROSS-BORDER ACCESS FOR
LAW ENFORCEMENT
To assess the value of any proposal for cross-border access for law enforcement, it is useful
to take a step back and analyze the different approaches that countries could use to
establish jurisdiction over data.
Whether law enforcement can use domestic legal authorizations or international
agreements to obtain information should depend on which country or countries have
jurisdiction over the data. There are three main theoretical approaches to resolving this
question of jurisdiction: focusing on either the location of the company storing the data,
the location of the data, or the citizenship or residency of the data subject. Each approach
comes with tradeoffs (table 1). Each of these theoretical approaches assumes countries must
defer to treaties when data is stored outside of the jurisdiction of law enforcement to
remove unilateral claims of extraterritorial jurisdiction. As previously discussed, actual
treaties are laborious and often not used by law enforcement to access data stored abroad.
However, these theoretical approaches assess treaties as if in a perfect, or at least much
improved, world, where response times are short and access to data across borders respected
the jurisdictions of all countries with interest in the data. Further, these approaches are
framed with U.S. laws and proposals as examples, but each approach can apply to any
country. While no real-world proposal fits perfectly into any one of these approaches, they
can help inform the benefits and drawbacks to settling questions of jurisdiction.
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Table 1: Pros and Cons of Different Approaches to Cross-border Access for Law Enforcement

Approach

Pros

Cons
Limits law enforcement’s access
to data stored abroad in countries
without an MLAT.

Make jurisdiction
contingent on the
physical location of data.

Complicates access when data is
distributed across multiple
jurisdictions.

Respects national sovereignty.
Reduces international conflicts for
multinational companies.

Creates incentives for countries to
require data localization.
Allows for countries to create legal
refuges for criminal activity.
Limits law enforcement’s access to
data stored by foreign companies
with no domestic presence or MLAT.

Make jurisdiction
contingent on the
company’s location of
incorporation.

Allows for direct authority over
domestic companies to ensure
compliance.

Allows for conflicting laws from
multiple countries for multinational
companies.

FROM U.S. PERSPECTIVE:

FROM U.S. PERSPECTIVE: Hurts

Gives U.S. law enforcement most
immediate access to data since
most major Internet companies are
based in United States.

U.S. competitiveness because nonU.S.-based companies would have
advantage in the marketplace by
not being subject to U.S. law
enforcement.

Could encourage U.S. companies to
reincorporate in a foreign nation.
Forces companies to comply with
laws of every country where they
have customers.

Make jurisdiction
contingent on the
citizenship or residency
of the data subject.

Limits law enforcement’s access
to data due to inability to
accurately discern the location or
citizenship of the data subject.

Does not create incentives for data
localization or give competitiveness
advantage to any country.

Limits law enforcement’s access
to data from foreign data subjects.
Conflicts may apply when data
subject has multiple citizenships.
Enables authoritarian
governments access to the data of
dissidents abroad.
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Location of Data
One theoretical approach to establishing what country has jurisdiction over data would be
to hold that only the country where the data is physically located has jurisdiction. Under
this kind of system, the U.S. government could compel the production of data using
domestic legal process (e.g., a SCA warrant) if the data were physically stored on servers
within the United States. U.S. law enforcement would need to compel production of all
data stored on servers abroad through international agreements or treaties (e.g., an MLAT).
If there is no agreement or treaty with the country in which the data is stored, then U.S.
law enforcement would not be able to compel production of the data. Figure 2 explores
how this approach would affect investigations in various situations.
Figure 2: How U.S. Law Enforcement Can Compel Access to Data if a Location-of-data
Approach were the Legal Standard

This framework closely follows the Second Circuit’s ruling in the Microsoft Ireland case,
which found that U.S. law enforcement agencies should rely on territoriality, or the
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physical location of the data sought, to determine jurisdiction. 60 This is because, the court
says, the Stored Communication Act (SCA) does not allow its warrant procedures to take
place abroad, as a court’s jurisdiction for warrants only extends to U.S. borders (with some
exceptions). 61 However, courts have created conflicting rulings on this matter, and the
DOJ is appealing this decision to the Supreme Court. 62
The benefit of this theoretical approach is that it respects each country’s national
sovereignty, ensuring that each country can establish its own laws on access to data. Law
enforcement agencies can easily access data within their own borders through domestic
laws, but need to work through treaties and agreements to access data in other jurisdictions.
Moreover, it avoids the problem of competing claims of jurisdiction and thus prevents
multinational companies from getting caught in the crosshairs of conflicting laws.
However, this approach was designed for a world in which law enforcement primarily seeks
access to physical goods or data stored in a single location. Basing a test for jurisdiction
solely on where the data is located is problematic for four reasons. First, this approach
limits law enforcement’s access to data stored abroad in countries where there are no
treaties or agreements. To date, the United States has MLATs with 63 of the 196 nations
recognized by the U.S. government. 63 In addition, the U.S. government is negotiating or
has entered agreements with several other nations, such as a MLAT with Jordan that has
not gone into effect. 64 Where there are gaps, U.S. law enforcement has limited options to
compel production of data stored abroad. However, the other options, such as
international police-to-police cooperation or letters rogatory, are laborious and function
upon condition of reciprocity. Therefore, where a country has no MLAT agreement, there
is limited guarantee law enforcement can access data they need to further investigations.
Second, the location of data can be difficult to determine, which can complicate access and
impede investigations. With the rise of cloud computing, businesses no longer need
maintain their own servers to ensure that their data is private and secure—so they can use
computing infrastructure anywhere in the world. Modern techniques for storing data, such
as sharding, involve breaking up data and storing it in multiple locations, or constantly
moving it between different data centers in different countries. Using the physical location
of data to determine who has access can create significant complexity. For example, if a
company broke the content of a file across servers in five countries, then law enforcement
would have to initiate five separate MLAT requests to view that file. And the company
would not need to stop at five—it could split the message into a hundred pieces, creating a
labyrinthine environment for law enforcement agencies attempting to legally access the
data. As a result, if cross-border law enforcement mechanisms (e.g., MLATs) are not
updated to meet these demands, this approach would limit governments in their capacity
to compel production of data stored abroad because they would be forced to rely on slow
and arduous international treaty processes.
Third, this framework would create an incentive for governments to force businesses to
store data within their borders, a non-tariff barrier to trade called data localization, to gain
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access to it or keep it out of the hands of other governments. For example, in 2016,
Germany enacted a new law forcing companies to store telecommunications metadata in
Germany as it does not trust other countries with the data. 65 While such a requirement
would not prevent citizens from individually choosing to use providers based abroad to
make it more difficult for their government to compel production of their data, it could be
an effective way to force all businesses, including those widely used by consumers, to store
their data on servers located domestically. Moreover, these policies have second-order
effects that represent a barrier to global digital trade because impeding data flows—or
making such flows more expensive—puts foreign firms at a disadvantage to their domestic
competitors. This is because these policies force foreign competitors to build unnecessary
local data centers and incur additional costs that domestic firms escape (because they
already use local data centers). Data localization is particularly problematic because if every
country followed suit it would undermine the significant benefits of cloud computing.
Moreover, data localization by foreign governments would move more data outside the
jurisdiction of the U.S. government.
Finally, if U.S. law enforcement cannot access information stored abroad through
legitimate and straightforward methods—such as cooperation with a foreign country—
then criminals and others may store data abroad with providers in certain countries to keep
it out of sight of U.S. law enforcement. This framework would enable “data havens,”
countries that do not create an agreement for legal assistance with the United States, and
therefore become a legal refuge for criminal activity. This type of problem exists for other
services. For example, several countries have created financial regimes with low taxes, low
interest rates, and little corporate transparency, leading to secretive “tax havens” where
criminals can hide their money from domestic tax collectors. 66 Similarly, the U.S. Trade
Representative has identified several countries with lax intellectual property laws, or
“Internet piracy havens,” that allow intellectual property theft to flourish online. 67
Location of the Company Holding the Data
Another theoretical approach for establishing what country has jurisdiction over data
would be to hold that countries have jurisdiction over domestic companies, and can use
compulsory processes to access data wherever it is located. This approach could turn on a
number of different conditions, such as whether the company is headquartered in a
country, whether it purposely targets sales in a country, or whether it has a legal presence in
that country. This report will focus on the latter.
Under that approach, the U.S. government would require that any company that has a
legal presence within the United States provide law enforcement access to its data using
domestic legal authorizations (e.g., a SCA warrant). Law enforcement would be able to
compel production of data if the company has an established legal presence in the country,
even through a subsidiary. However, for foreign businesses with no legal presence in the
United States, U.S. law enforcement would need to go through international agreements or
treaties (e.g., an MLAT) to compel production of data stored abroad. If the country has no
such agreement or treaty with the United States, then U.S. law enforcement would not be
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able compel production of the data. Figure 3 explores how this approach would affect
investigations in various situations.
Figure 3: Examples of How U.S. Law Enforcement Can Compel Access to Data Through a
Location-of-business Approach

With regard to a company’s location, this is currently the basis for how subpoenas or
ECPA court orders are executed in the United States. Law enforcement serves a subpoena
on a person or business located in the United States, who/which must then produce the
sought-after records regardless of where they are stored. 68 The use of unilateral compulsory
measures, such as subpoenas, is somewhat in dispute when it creates conflicts with other
countries. 69 In the U.S. government’s case against Microsoft, the U.S. government argues
that it should be able to issue a warrant, which some dispute does not have an
extraterritoriality component, on a domestic company to compel production of
information regardless of where it is stored or where the data subject is located. 70 These
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extraterritorial law enforcement authorities are partially a product of ECPA having been
created in the 1980s, long before the Internet and cloud computing made it easy and cost
effective for companies to store their data all over the world.
The location-of-data approach is most similar to the status quo, where some domestic
authorizations are a compulsory process that U.S. law enforcement can use to compel the
production of certain data overseas. This approach allows for a country’s direct authority
over domestic companies to ensure that they comply with legal authorizations for data, no
matter where they store that data or who the data subject is. For example, the French
government would be able to compel production of a multinational company’s records if a
branch of that company is in France, even if that company stores data in another country
that has no agreement or treaty with France. This approach would especially benefit law
enforcement agencies in developed countries, such as the United States, which have many
multinational companies. Given that most major Internet companies with a global
presence are located in the United States, U.S. law enforcement would have easier access to
the data stored abroad if it did not need to comply with international agreements.
However, by relying on the legal presence of companies, this approach would also limit the
extraterritorial reach of countries who try to assert jurisdiction over any company that
happens to be online. Even though online businesses offer their services globally over the
Internet, no organization can realistically comply with the laws of every country, especially
those where the company’s workers have never even set foot, simply because they are on the
Internet and some of their users might be based abroad.
However, basing jurisdiction on where a company has a legal presence would have three
drawbacks. First, it would limit law enforcement’s access to data that is stored by foreign
companies that have no domestic presence and are located in countries with no treaty or
agreement with the requesting country. For example, if U.S. law enforcement sought
records from a Salvadorian company that are stored in Costa Rica, it would not be able to
acquire them, because the United States and does not have an agreement with either El
Salvador or Costa Rica.
Second, this approach would allow countries to create conflicting laws for multinational
companies. In particular, the laws for how a company may respond to law enforcement
requests for data may conflict between two or more countries in such a way that it is
impossible for a company to follow all of them. Brazil’s laws for how the government can
access digital records, for example, directly conflict with provisions in ECPA that restrict
how foreign law enforcement can access data stored in the United States. This conflict has
led to Microsoft being caught in the middle of an international dispute. 71
Moreover, if democratic countries like the United States ultimately adopt an approach that
forces businesses to comply with law enforcement requests on data they store in other
countries unilaterally, then authoritarian governments will similarly insist on extraterritorial
authority. This form of reciprocity is not promising for the protection of civil liberties.
While it is unlikely that U.S. actions one way or the other will be the deciding factor in

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION

|

JULY 2017

PAGE 16

what some nations, especially non-democratic ones, do regarding lawful government access
to content, this approach will embolden them. For example, in 2016, China promulgated
regulations governing the collection and examination of digital evidence for criminal
investigations. 72 As part of these rules, when conducting a criminal investigation, Chinese
police may extract digital data from servers or hard drives that are located outside of
China. 73 Certainty, authoritarian regimes are less likely to use legal processes, such as
MLATs, than democratic countries because they have more control over information and
lack the constraints of civil liberties. 74
Finally, this approach would be highly detrimental to U.S. competitiveness. If the U.S.
government were to enact this jurisdictional framework, it would feed the perception that
the best way to prevent the U.S. government from being able to compel production of data
is to store information overseas with a foreign-based provider, which would not be subject
to U.S. domestic authorizations. Already, the U.S. government’s surveillance programs
have created distrust abroad of U.S. tech companies. 75 Several companies have described
how this loss of trust has damaged their ability to do business abroad. Verizon, for example,
lost a contract with the German government due to concerns over U.S. intelligence
activities in 2014. 76 While U.S. market share in Europe has grown despite these concerns,
countries have used U.S. surveillance as an excuse to justify protectionist measures; the full
cost of this damage of trust is still unknown. 77 It is likely that countries will similarly use
law enforcement access as an excuse to limit market access for U.S. companies. Foreign
concerns over U.S. surveillance already extend to actions by U.S. law enforcement. For
example, in response to the Microsoft case, the former European Union Justice
Commissioner warned that if the U.S. government won the case it may violate
international law. 78 Indeed, while this approach would be beneficial to law enforcement in
the short term, there is no guarantee U.S. law enforcement will keep the same high level of
access in the future, as this approach works directly against the market share of the industry
they rely on for data. In other words, data would migrate to foreign providers.
Some have proposed a modified version of this approach designed to mitigate against some
of these concerns. For example, Professor Jennifer Daskal of American University has
proposed a model where U.S. law enforcement can use domestic authorizations from
companies with a U.S. legal presence—regardless of where data is stored—if they engage in
a comity analysis, which takes into account a foreign country’s interest in sought-after
data. 79 For example, if U.S. law enforcement seeks data of a non-citizen data subject
located outside of the United States, and that domestic authorization (e.g., a SCA warrant)
would violate foreign law, then the reviewing court would analyze factors related to the case
to decide whether to grant that authorization. These factors could include the location of
the data subject, the location of the crime, the possibility of accessing data through other
means (e.g., an MLAT), and others.
Location of the Data Subject
A third approach, that has been discussed as a hypothetical solution but not implemented,
would be to settle questions of jurisdiction strictly based on the location or nationality of
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the data subject. In this case, the U.S. government would be able to obtain data using
domestic legal authorizations (e.g., a SCA warrant) if the data subject is located within the
United States or is a citizen of the United States. This process would occur regardless of the
location of the data or of the company storing the data. Therefore, U.S. law enforcement
would be able to get easier access to offshore data if it regarded a U.S. resident. However,
law enforcement would need to go through international agreements or treaties (e.g., an
MLAT) to compel production of data that belong to foreign citizens or to people outside
U.S. borders, even if it was stored within the United States.
Jurisdiction could be determined based either on the citizenship or the location of the data
subject, or a combination of the two. If jurisdiction is based on citizenship, then the rules
and laws of the country where the data subject is a citizen would apply no matter where he
or she is located. For example, U.S. law enforcement would be able to seek domestic legal
authorizations to acquire data for U.S. citizens from companies located within the United
States, even if those citizens were located abroad at the time of the request. However, if
U.S. law enforcement sought data for foreign citizens—even those located within the
United States—they would need to go through international processes. If the country has
no such agreement or treaty with the United States, then U.S. law enforcement would not
be able to compel production of the foreign citizen’s data.
If jurisdiction were based purely on the location of the data subject, then U.S. law
enforcement would be able to use domestic authorizations to compel production of data on
all data subjects located within the United States (see Figure 4). However, if those data
subjects were located outside the United States, even if they were U.S. persons or their data
was stored within the United States, U.S. law enforcement would still need to use
international agreements or treaties to compel to compel production of that data. If the
country has no such agreement or treaty with the United States, then U.S. law enforcement
would not be able to compel production of the data.

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION

|

JULY 2017

PAGE 18

Figure 4: Examples of How U.S. Law Enforcement Can Compel Access to Data Through a
Location of-data Subject Approach

Some proposals work on a combination of these two tests. At least one legislative proposal
in the United States has echoed this approach. For example, the International
Communications Privacy Act (ICPA) would allow law enforcement to use a SCA warrant
to compel production of data stored abroad if it belonged to a U.S. citizen or a person
physically located within the United States. 80 However, ICPA would require that law
enforcement defer to countries with mutual legal assistance treaties or agreements with the
United States for non-U.S. individuals, giving the foreign government 60 days to object to
the search and seizure. Similarly, Professor Orin Kerr of George Washington University
proposed a variation of this approach, where jurisdiction is based on the perceived location
of an individual. 81 Kerr suggests “the default rule might be that a person is presumed to be
inside the United States unless there is clear and convincing evidence that the user is
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outside the United States” and this standard should incorporate a time element for when
law enforcement is reasonably sure the person was on U.S. soil. 82
An approach based on the location or citizenship of the person would have several
advantages. Mostly importantly, under this approach there would be little incentive for
governments to mandate data localization requirements for companies for law enforcement
purposes regarding wholly domestic cases. 83 If law enforcement was easily able to compel
production of data on persons located within their country no matter where it is stored
there would be no need to ensure it is stored domestically. Moreover, this approach would
ensure a level playing field for all data storage companies because law enforcement would
have equal access to all records on domestic cases, regardless of where it is stored. In this
approach, cases involving crimes committed by foreign citizens would be subject to
treaty processes.
However, basing jurisdiction on user location or citizenship has several drawbacks. First,
because this information is frequently not available, this approach would limit law
enforcement’s access to data. Most online services do not track the nationality of their
customers, nor do they have a means by which to verify this information. Neither is
location easily verified with the kind of rigor that would be desired when dealing with civil
liberties. While Internet service providers usually can tell where their users are located by
tracking IP addresses, this information can be easily obscured through technology. For
example, virtual private network (VPN) services can obscure the origin of Internet traffic.
If law enforcement intercepts this traffic, they would see the IP address of the VPN rather
than the original. 84 Similarly, the onion router (Tor) uses a series of computers distributed
around the world to hide a user’s IP address. 85 Criminals may be motivated to use these
services to avoid law enforcement. In effect, this would allow criminals to choose which
country’s laws they would want to be subject to. In addition, some customers may access
services from multiple countries or from businesses that do not have a physical presence in
the United States but whose services can be purchased over the Internet (and are thus hard
to serve a warrant on). Therefore, if law enforcement is unable to determine the citizenship
of a person or their location, then using this jurisdictional framework would limit their
capacity to solve crime and stop terrorism.
Second, this approach would limit U.S. law enforcement’s access to data from foreign
citizens located in the United States or those located in countries with no treaty with the
United States. This framework would generate the same problem that a jurisdiction based
on location of data would. If there was no agreement or treaty for mutual legal assistance
between two countries, law enforcement agencies would rely on slow letters rogatory or
police-to-police cooperation. And there is no guarantee law enforcement can access data
they need to further investigations of persons located abroad.
Third, this approach would force companies to comply with domestic laws in every
country in which they have customers, even if there is no physical office in that country. In
the Internet age, the costs of monitoring countless legal requirements and responding to

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION

|

JULY 2017

PAGE 20

each law enforcement request for data would be prohibitive for most companies. In
addition, countries would subject companies to excessive costs if they had to routinely
respond to foreign courts, especially when they have no physical location in that country.
Fourth, jurisdictional conflicts may arise when a data subject has citizenship with multiple
countries. Because there is currently no international convention that determines
nationality or citizenship, individual governments determine who is a national of their
country.86 As a result, national laws for citizenship often conflict with one another and
some people have citizenship in multiple countries. If a data subject is a dual citizen, then
there will be a conflict under this approach when law enforcement from one of those
countries attempts to compel production of their data. Moreover, some countries—
especially authoritarian ones—do not allow citizens to renounce their citizenship. For
example, Iran makes renouncing citizenship very difficult and Iranian law does not allow
for dual citizenships. 87 Because the Iranian government does not have an MLAT with the
U.S. government, whose laws would apply to a former Iranian citizen seeking asylum in the
United States who cannot renounce citizenship?
Finally, as suggested by the previous drawback, this approach could have a potential
negative impact on dissidents of authoritarian countries living abroad. With this approach,
countries such as China, Russia, Syria, Turkey, or Iran would have the ability to seek
information on agitators living in exile. As a result, without protections for human rights,
this approach could endanger civil liberties.

A BETTER APPROACH TO CROSS-BORDER ACCESS FOR LAW ENFORCEMENT
While each of these approaches to cross-border access for law enforcement has advantages
and disadvantages, none is without merit. A focus on the location of data protects an
individual country’s sovereignty. A focus on the location of the company storing the data
gives law enforcement agencies additional tools to compel production of data stored
outside their borders. And a focus on the data subject would ensure a level playing field for
different countries trying to compel production of data stored abroad on their citizens.
Combining various aspects of each of these approaches could capture the best of each while
sidestepping their pitfalls.
First, any approach should recognize national sovereignty. Different nations have different
sets of values, priorities, and legal systems. And because Internet companies offer services
over global networks, it is often the case that two or more countries have interests in the
same data. The model approach should not force a particular nation’s policies on the rest of
the world, such as promoting the strict standard of probable cause to gather evidence (as in
the case of the United States) or allowing government access to evidence at the detriment
of personal freedoms (as in the case of nations like China and Russia). Therefore, each
business should be subject to the law of each country in which they have a legal presence.
This principle would ensure that no company can escape complying with a nation’s laws by
simply transferring data overseas.
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Governments should also respect international agreements. Therefore, if the data that U.S.
law enforcement is seeking is not stored in the United States, the U.S. government should
use international agreements (see the discussion of MLAT 2.0 below) to compel
production of the data. If the country does not have a treaty with the United States, then
the U.S. government should seek to establish a treaty but should not interfere with that
country’s sovereignty, especially if it would affect users outside of U.S. borders. 88 This step
would partially restrict the access of U.S. law enforcement agencies to data stored abroad
under some circumstances by forcing them to use established international agreements to
compel production of data. MLATs today do not obligate countries to follow them, and
because of their ineffectiveness, many countries seek unilateral extraterritorial access. For
this step and the previous one to work, countries must fundamentally change their treaties
and agreements, which will not be an easy task, but is a necessary one.
Finally, any approach should recognize the needs of law enforcement to access digital
information stored abroad when no MLAT agreement exists. When U.S. law enforcement
encounters problems seeking data in countries that have no agreement or treaty with the
United States, the U.S. government should use an approach that focuses on the location of
the data subject and location of the company storing the data by going through domestic
legal authorizations (e.g., a SCA warrant) to compel production of the data. For example, if
a U.S.-based person is storing data in a non-MLAT country using a U.S.-based company,
then U.S. domestic authorizations should apply to accessing that data. In other words, U.S.
authorities should be able to compel the company to turn over the data to U.S. law
enforcement providing they go through the proper legal steps. This step will mitigate the
repercussions of a jurisdictional test that focuses on the location of the data by allowing
U.S. law enforcement to further domestic investigations when the territory jurisdictional
test fails. This step should be conducted in good faith in tandem with attempts by the U.S.
government to establish an MLAT treaty with the other country’s government.
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Figure 5: Examples of How U.S. Law Enforcement Can Compel Access to Data Through the
Proposed Balanced Approach

Ultimately, issues concerning cross-border access to data for law enforcement are not a
problem that the United States or any single nation can solve. Questions of jurisdiction
and access to data will require international cooperation. For this proposed approach to
work, the United States and like-minded countries will need to enact some significant
rule changes.
First, MLAT processes will need significant improvements to bring them in line with the
demands of modern investigators. Because the framework is primarily based on the location
of the data, this approach relies on the effectiveness, efficiency, and reach of MLATs and
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other international agreements. However, existing MLATs have significant technological
and procedural issues. Countries should work together to develop “MLAT 2.0”
agreements, increasing the effectiveness and modernizing the processes by which countries
coordinate with one another. This process will involve ensuring countries can easily access
data located across one another’s borders through agreed upon methods, as well as
modernizing how law enforcement agencies can submit and track MLAT 2.0 requests
electronically and reduce response times. Recommendations for these concepts will be
explored in further detail below.
Second, companies with a domestic presence should not store data in countries with
conflicting laws that do not allow them to comply with legal processes to aid in domestic
law enforcement investigations (or foreign ones), whether that is through a treaty (e.g.,
MLAT 2.0) or domestic legal authorization (e.g., a SCA warrant) when no treaty exists.
Importantly, companies could still operate in non-MLAT countries and can choose to store
data in all countries where there are no conflicting laws. This component of the proposal
should be used to incentivize more participation in MLAT 2.0 agreements between
countries and prevent the establishment of data havens that are beyond the rule of law. But
this requirement is not an attempt at data localization, a policy that restricts companies
from transferring data outside of a country’s borders, because companies would be under
no obligation to store data domestically. Countries participating in MLAT 2.0 treaties
should also push back against data localization policies as these would be unnecessary for
law enforcement access, especially for those countries that adopt this framework.
This approach avoids the drawbacks of approaches based solely on location of data,
location of business, or location of person. By first deferring to international agreements
and working in good faith to establish them where none exist, the U.S. government can
push back against other countries’ attempts to compel extraterritorial access to data stored
in the United States. In addition, this approach will ensure that the U.S. government’s
actions do not conflict with its international agreements. All countries should be held to
their commitments, and should not enact policies that conflict with formal international
agreements. Furthermore, this approach gives law enforcement additional power to
investigate crimes and prevent terrorism across borders where there are no formal
international agreements. This approach will help modernize authorizations to better deal
with cross-border crimes.
How This Framework Would Work in Practice
Nations around the world should use this framework to decide what processes to use to
compel access to data stored abroad. As figure 6 illustrates, law enforcement officials should
consider the location of the data, company, and data subject in their decisionmaking when
pursuing criminal investigations.
The first question is where the data sought by law enforcement officials is stored. If the
data is stored in the country, then law enforcement officials should be able to use domestic
legal authorizations to compel production of the data. For example, if the data is stored in
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the United States, U.S. law enforcement should be able to use a subpoena, court order, or
warrant to compel production of that data, whether the company is foreign or domestic.
This step does not assume the citizenship or location of the data subject.
Figure 6: How the U.S. Government Should Evaluate What Jurisdictional Test to Follow

If the data is stored abroad, then the second consideration is whether the law enforcement
conducting the investigation has a modern agreement for legal assistance (MLAT 2.0) with
the country where the data reside. If there is a treaty or agreement, then the country’s law
enforcement should respect that agreement, regardless of the locations of the data subject
or the company that stores the data. For example, if the U.S. government discovers that
data it needs for a criminal investigation is located abroad in a country it has an MLAT 2.0
with, then U.S. law enforcement agencies should work with their foreign counterpart to
compel production of the information. The MLAT 2.0 should obligate countries to
provide timely legal assistance to all lawful cases except under narrow circumstances (e.g.,
an investigation would interfere with national security). This step assumes the company has
a legal presence in both countries, but does not assume the citizenship or location of the
data subject. 89
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Third, if the government does not have an updated treaty or agreement with a country and
there is no easy other method of international cooperation to acquire the data, then that
country’s law enforcement officials should consider the legal presence of the business
storing the data. If the business is only located abroad, then the U.S. government should
defer to the laws of the country hosting the data. However, if there are no conflicting laws
and the U.S. government has jurisdiction over the company holding the data, then U.S.
law enforcement may use domestic authorizations to compel access to that data (see
next step).
Finally, if the business has a legal presence within the United States, the U.S. government
should consider the individual or individuals that are the target of the investigation. If the
data subject is located within the country where the investigation is taking place, then that
country’s government should be able to use domestic legal processes to acquire the data
from the company. For example, if the data subject is in the United States, then the U.S.
government should issue a warrant to acquire the data from the company storing the
person’s data. If the data subject is located abroad, the U.S. government should defer to the
laws of the country hosting the data. If the government cannot determine where the data is
located or the location of the data subject, then if law enforcement has jurisdiction over the
company holding the data, it should use domestic legal authorizations to compel access. To
ensure law enforcement agencies can effectively prosecute crimes and prevent terrorism,
businesses based in MLAT 2.0 countries should not store data in any country that does not
allow them to comply with legal processes in other countries where they do business.
This framework comes with a few caveats and drawbacks. For example, U.S. law
enforcement would find it difficult to acquire evidence from a business with no legal
presence in the United States or data stored in a country that has no treaty or agreement
with the U.S. government. However, we estimate the likelihood of such a fringe case
impeding a domestic criminal investigation to be small. Similarly, as with each of these
jurisdictional tests, this hybrid framework assumes law enforcement can establish the
location of the data, business, and data subject. As we previously explained, current
technology can make identifying these relevant details difficult to accomplish. But as noted
above, there is no perfect solution that optimizes all parameters; only solutions that are
better than others.
How U.S. Policymakers Should Update Processes to Optimize this Approach
To optimize this hybrid approach, the U.S. government will need to update its laws and
processes to better keep up with the demands of law enforcement in the digital age. This
will require updates to ECPA and domestic MLAT processes. These changes should be in
tandem with good-faith efforts to establish model MLAT agreements with all countries
around the world and, more generally, international legal standards for government access
to data. Furthermore, like-minded nations should use this opportunity to push back
against ill-advised data localization policies.
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The U.S. Congress Should Fund, Modernize, and Strengthen the MLAT process

The U.S. government should take the lead in creating a timely and efficient international
framework for allowing foreign governments to request access to data stored within the
United States, pressing other countries to follow suit. Streamlining the response time for
the DOJ to its foreign counterparts will alleviate many of the concerns brought on by the
hybrid approach, including weakening the incentives for data localization.
Since 2000, the number of requests from foreign authorities handled by the DOJ has
increased nearly 85 percent. 90 A 2013 report interviewed several U.S. officials, concluding
that electronic evidence transfers are the most resource-intensive demands on the DOJ’s
Office of International Affairs. 91 In 2015, the DOJ requested an additional $24 million in
its budget to hire additional personnel to handle MLAT requests and train foreign law
enforcement officials about how to meet U.S. evidentiary standards for MLAT requests. 92
The request also sought to expand MLAT responsibilities to the Federal Bureau of
Investigation by creating a dedicated unit managing intake and tracking of MLAT
requests. 93 In 2015, Congress partially funded this request ($20 million). The request
increased to $32 million and 141 positions related to MLAT reform in 2016. 94 But this
request was denied. In 2017, the DOJ requested $10 million for the same purposes,
including the hiring of 97 positions related to MLAT reform. 95 The U.S. Congress should
give DOJ the funding it needs to modernize how it can respond to foreign MLAT requests.
In addition to funding, Congress should direct the DOJ to review and streamline the
process it uses to fulfill foreign MLAT requests. The 114th Congress considered several
pieces of legislation that would improve the effectiveness and efficiency of this process,
including provisions in ICPA. 96 The 115th Congress should pass similar legislation to
improve the MLAT process. For example, Congress should direct DOJ to create an online
submission process for MLAT requests on the DOJ’s website, improving how these
requests are submitted and tracked. Similarly, Congress should direct DOJ to create an
online docketing system for all MLAT requests to allow foreign governments to track the
status of their requests, improving the overall transparency of the system. In addition,
Congress should direct DOJ to consolidate the Office of International Affairs’ and the U.S.
Attorney’s Office’s MLAT review functions for digital communications requests into a
single office. 97 This docketing system should be capable of reporting performance metrics
such as the number of MLAT requests received, the response time for requests, and the
status of pending requests. Finally, Congress should direct DOJ to allow record holders
(e.g., U.S.-based service providers) to provide information directly to the requesting law
enforcement agency through the docketing system, thereby reducing overall response
time. 98 Currently, DOJ reviews all data it receives from companies pursuant to an MLAT
request before forwarding that data to the requesting government (figure 1). However,
because both DOJ and the U.S. Attorney’s office have already cleared this request before
serving it on the company, this step is unnecessary.
By funding the DOJ’s ability to streamline and modernize MLAT processing as well as hire
additional staff, Congress can improve MLAT response time. Cutting this response time
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from 10 months to a matter of weeks would help reduce tensions with other countries that
have MLATS with the United States, making distinctions inconsequential for legitimate
law enforcement requests.
The U.S. Government Should Work with its Foreign Partners and International Economic
Forums to Draft and Adopt Model MLAT 2.0 Agreements

Since 1977, the U.S. government has negotiated 65 MLAT treaties with foreign
governments, including the Umbrella agreement with each member state of the European
Union and the Inter American Convention on Mutual Legal Assistance with members of
the Organization of American States. 99 In addition, the U.S. government has established
bilateral executive agreements on forfeiture cooperation with 20 countries. 100 However, the
various components and standards of the MLAT agreements vary. Furthermore, while the
United States has established the most MLAT agreements, there are still many countries on
every continent with which the U.S. government does not have a treaty. And many other
nations around the world also do not have comprehensive MLAT agreements. For
example, the French government only has these agreements with five other countries,
Australia, Canada, Hong Kong, India, and the United States. 101
To encourage more countries to adopt MLATs with each other, governments must first
standardize and strengthen these agreements. The U.S. government should work with
major economic organizations and forums, such as the European Union, the Organization
of American States, and Asia Pacific Economic Cooperation (APEC) to establish and adopt
model MLAT language, or “MLAT 2.0.” This treaty should create a common process so
that governments no longer need to individually negotiate agreements with one another,
but can sign onto a standard agreement across many nations. The goals of MLAT 2.0 will
be four-fold. First, MLAT 2.0 should create a common framework for when and how
countries can use domestic authorizations to access data outside their borders. This may
include arrangements such as reciprocal recognition of domestic search warrants when
countries meet certain legal standards, to expedite the process. Similarly, the agreement
may include comity analyses or notice requirements as a condition of this reciprocal
recognition. Second, MLAT 2.0 should commit countries to modernizing their methods
for responding to foreign data requests, such as through the processes outlined in the
previous recommendation. Third, countries should commit to complying with their
counterpart’s lawful requests for data in a timely fashion, unless those requests would
violate mutually-agreed upon provisions, such as for national security reasons. Fourth,
countries should report the number of requests they receive, the number of requests they
fulfill, response times, and progress in their modernization efforts. The goal of reporting is
to hold participating nations publicly accountable for their timeliness in adopting and
modernizing MLAT processes, as well as to identify inefficiencies in the process.
Once adopted, each country should push their trading partners to use this MLAT 2.0,
encouraging more countries to adopt improved MLATs with one another. The U.S.
government should then work in good faith to update its MLATs to fit this model and
establish new MLATs with countries where no treaty currently exists. Working in tandem
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with the approach to cross-border law enforcement requests, the U.S. government and
these economic forums can streamline and expand the number of countries with MLATs.
By establishing these model agreements, the U.S. government can build an alliance against
bad actor countries (i.e. data havens), which would reduce the likelihood of U.S. law
enforcement encountering a situation where they cannot compel access to data.
In addition, the U.S. DOJ and U.S. Department of State should host an annual global
workshop on international mutual legal assistance. The workshop should focus on how to
modernize MLAT agreements to update and improve the handling of requests for evidence
by both the U.S. government and its foreign partners. In addition, the workshop can
support training efforts for foreign law enforcement to ensure they can meet U.S.
evidentiary standards, which will improve how the DOJ can respond to MLAT requests.
The U.S. Government Should Work with its Allies to Push Back Against Foreign Data
Localization Requirements and Data Havens

Countries that adopt MLAT 2.0 should also pledge not to impose data localization
restrictions on companies for law enforcement purposes. Indeed, as the Information
Technology and Innovation Foundation has shown in previous reports, there is no benefit
to privacy or cybersecurity based on geographical location. 102 With this approach and an
efficient MLAT process, the same would be true for law enforcement access to data. In fact,
if other countries adopt data localization policies, countries would not be able to fully reap
the benefits of the approach advocated in this report because the more siloed the system
gets the more countries may try to stop their counterparts from accessing data stored
within their borders. Indeed, many governments already see limiting foreign investigations
as a justification for enacting data localization policies. 103 Therefore, all countries using this
framework should actively push back against data localization efforts by other countries
through trade agreements or by establish MLAT 2.0 for their own country.
As part of these efforts, Congress should work with DOJ and the U.S. Trade
Representative to label countries that attempt to circumvent international processes for
providing law enforcement agencies lawful access to data as “data havens.” These countries
would not be those that merely fail to create MLATs with other countries, but rather those
who actively attempt to circumvent lawful investigations, thus creating a refuge for
companies that allow criminal activity. For extreme cases and as a last resort when MLAT
negotiations fail, Congress should consider blocking access to services from countries
labeled as unlawful data havens in the United States. 104
Congress Should Pass Legislation to Update ECPA to Protect Domestic Digital
Communications

The U.S. Congress should pass the Email Privacy Act, introduced by Representatives Kevin
Yoder (R-KS) and Jared Polis (D-CO), which would impose a uniform warrant
requirement for law enforcement to compel access to users’ content, such as emails. 105 This
law would remove unnecessary legal loopholes that treat digital content differently than
physical content. For example, one loophole allows law enforcement to gain access to email
content stored with a cloud provider using a less-rigorous subpoena after just 180 days. If
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the email is under 180 days old, law enforcement must seek a warrant to access it, which
requires a stricter evidentiary standard than subpoenas. While the current DOJ does not
actively enforce this loophole, it could choose to do so in the future. The Email Privacy Act
would close this loophole once and for all. This legislation would ensure ECPA does not
treat data differently based on where and how it is stored, and would safeguard the privacy
of U.S. persons without compromising law enforcement’s ability to prosecute and
solve crimes.
Congress Should Restrict Companies from Storing Data in Non-MLAT Countries That
Prohibit Companies from Complying with U.S. Law Enforcement Domestic Authorizations

In order for the approach proposed in the report to be effective, companies cannot be
allowed to store data outside of the reach of domestic law enforcement. This step requires
that the U.S. Congress prohibit companies from storing data on U.S. persons in countries
that do not have an MLAT with the U.S. government and that have domestic laws
preventing U.S. companies from complying with U.S. requests for data on U.S. persons.
This rule would only prohibit companies from storing data in another country if it passes
conflicting laws that would restrict it from sharing data with U.S. law enforcement when
served with domestic legal authorizations (in lieu of an MLAT). To accomplish this,
Congress should set a deadline of five years for countries to eliminate conflicting laws or
establish an MLAT with the United States, after which this rule would take effect. After the
deadline, U.S. companies would not be able to store data in that country unless given a
waiver by U.S. DOJ if that country is currently in the process of negotiating an MLAT
agreement with the United States or is removing its conflicting laws. Moreover, U.S. trade
negotiators should insist that other nations not use this provision to limit data flows to the
United States if the U.S. government is willing to negotiate an MLAT with the foreign
government.
The U.S. Government Should Work with its Allies to Establish International Legal
Standards for Government Access to Data

The global nature of the Internet makes access to information by law enforcement difficult
to enforce and legal jurisdictions hard to define. As the threat of cybercrime rises and the
importance of trade in digital goods and services in our global economy continues to grow,
there is an increasing need for clarity on these questions, particularly regarding government
access to data outside of its borders.
Therefore, the United States should engage with its trade partners to develop a “Geneva
Convention on the Status of Data.” 106 This would create a multi-lateral agreement that
would establish international rules for transparency, settle questions of jurisdiction,
engender cooperation for better coordination of international law enforcement requests,
and limit unnecessary access by governments to citizens of other countries. This would also
help countries to follow similar rules and procedures for cross-border law enforcement
requests and actions. The agreement would also address the issues of localization and
barriers to data flows. In addition, a multilateral agreement could clarify which country’s
laws take precedence when companies encounter conflicting rules.
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Conclusion
The framework discussed in this report is conceptually simple; it is necessary to ensure law
enforcement has access to the data it needs to further criminal investigations while
respecting the national sovereignty of other countries. The U.S. government should lead by
example by creating a timely and efficient international framework for allowing
governments to request access to data stored within its borders and abroad. This framework
would help meet the needs of law enforcement agencies operating in a digital world and
keep the U.S. tech sector competitive globally by making border distinctions
inconsequential for legitimate law enforcement requests.
Just as aeronautical law evolved to support the expansion of global civil aviation,
international maritime law advanced to support the development of a global shipping
industry, and international space law governs the exploration and use of outer space, so too
should international stakeholders construct a framework to govern how law enforcement
agencies can work together to solve crimes in the global data economy.
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