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OUTLINING AN AMBITIOUS DIGITAL TRADE AGENDA FOR THE UNITED KINGDOM

To become a world leader in the global digital economy the United Kingdom needs an ambitious plan to
advocate for new rules, norms, and mechanisms for cooperation on digital trade, data governance, and
standards related to emerging technologies. It’s overarching goal—building rules-based, interoperable, and
innovation-friendly approaches at the bilateral and global level. This submission focuses on the International
Trade Committee’s inquiry into the United Kingdom’s engagement and negotiations with the United States.
However, each of the policy ideas could be applied to the Committee’s inquiries into trade engagement with
Australia, Japan, and New Zealand. Together, they also relate to the Committee’s broader inquiry into the

United Kingdom’s future trade policy in outlining a vision for an ambitious post-Brexit digital trade agenda.

From a digital trade perspective, the United Kingdom’s sequencing of trade negotiations with these countries
is ideal as they all prioritize digital trade. The United Kingdom’s public statements on digital trade as being a
key benefit of its post-Brexit trade policy reflects its broad alignment. There are also significant economic and
digital trade connections between the parties. The United States and United Kingdom are the world’s leading
exporters of digitally delivered services.! According to a PayPal survey (involving 6,000 online consumers
across six key markets) of cross-border e-commerce, 70 percent of respondents shopped in the United States,
while 47 percent of Australians said they shop in the United Kingdom.? These countries also lead the world in
pushing for new rules and cooperation around digital trade, data governance, and data-driven innovation for

new and emerging technologies.

The UK’s review of domestic and trade strategies is an opportunity for the United Kingdom to join its peers
in building an open, rules-based, and innovative global digital economy. In this context, the Information
Technology and Innovation Foundation (ITIF) has already provided extensive material to UK officials
regarding global digital trade policy developments, especially in regard to where the “gold standard” lies in
terms of new, binding rules.’ These new rules protecting data flows and digital trade are much needed given
the spread of digital protectionism globally. The Committee has already received submissions and heard
testimony outlining the need for a range of specific new digital trade rules. However, that’s not the focus of

this submission (The exception is the idea for new rules to support the UK’s video game sector).

While important, new digital trade rules only get countries so far given how much modern trade involves
behind-the-border regulatory and legal issues. Every one of the UK’s major trading partners are
simultaneously dealing with domestic debates about how to address digital and data-related issues and how to
support the development and use of data and emerging technologies, while also trying to work with other
countries to support their role in trade. An ambitious outcome should involve both new binding trade rules

and cooperation to build interoperable governance of data and digital trade.

This submission provides new ideas about how the United Kingdom should and can do this. In most cases,
these actions involve the UK government identifying and building cooperative mechanisms for key enablers of
digital trade and innovation. Just as the United Kingdom works with its “Five Eyes” partners (Australia,
Canada, New Zealand, and the United States) to standardize operating practices and technical specifications

for defense equipment and operations, it should seek to build out a trade and innovation framework. It



should also do this with other similarly ambitious countries like Chile, Japan, and Singapore. It should
obviously explore joining the Comprehensive and Progressive Agreement for Trans-Pacific Partnership
(CPTPP). If the United Kingdom wants to truly maximize the benefits of digital trade and technologies, it
needs to proactively pursue rules around transparency and good regulatory practices and develop mechanisms
for cooperation on data, emerging technologies, and standards with the same determination it gives to

pursuing lower tariffs for agricultural and manufactured goods.

CONCEPTUALIZING A SUCCESSFUL DIGITAL TRADE STRATEGY

Digital trade provisions and cooperation are an economic multiplier as they support broader, dynamic
economic and trade activity. It’s an effort to achieve an outcome that is more than the immediate and directly
quantifiable sum of its parts. This can make it hard for policymakers to rally around. An ambitious UK digital
trade agenda is not as easy for elected officials and policymakers to explain to local constituents. It can be hard
to explain how a new rule to ensure the flow of personal and other data (which a firm may already take as a
given) is continued thanks to new trade rules that prohibit new restrictions. Likewise, it can be difficult to
explain how new rules and cooperation ensure a firm can seamlessly—using the same tech tools and financial
and payment arrangements—work with a partner they never physically meet on a deal involving digital
content delivered over the Internet to customer in a third country.

Digital trade advocacy also doesn’t lend itself to the economic calculations involved in the econometric
modeling traditionally used to assess the success of trade agreements. While it is hard to draw a direct link
with some shift in gross domestic product, the digitalization of the economy means it'll indirectly appear as it
supports the development and adoption of digital tools that improve economic productivity and firm
competitiveness and innovation. The future of domestic economic competitiveness and international trade
increasingly resides in services, data, and knowledge—all of which are affected by the behind-the-border
measures targeted by an ambitious digital trade agenda.

To this end, the UK’s strategic objective should be to develop an open, rules-based, and innovative global
digital economy. This goal stands in direct competition with the other two main models for digital
development and governance: the restrictive European Union (EU) model and the sovereignty, surveillance,
and control-focused Chinese model. Modern technology, especially the Internet and cloud data storage,
means that each country’s domestic regulatory regime for data (such as for privacy) needs to be globally
interoperable as each country faces the same challenge in applying its laws to firms that may transfer data
between jurisdictions. In this way, the Internet means digital technologies create interdependences between
regulatory regimes. But both the EU and China fail to recognize these central points and instead enact
artificial, geographic and other restrictions on the transfer of data in a misguided and damaging effort to try

and control the Internet.

Instead, the UK should place interoperability at the heart of its model. It’s a better model for global Internet
P % g
governance as it recognizes and allows data to flow between different regulatory regimes on the global
Internet, while ensuring a countries’ data protection rules flow with it. Firms are held accountable for how
g P

they manage data, regardless of where they transfer and store it.* Interoperability is already at the heart of



many countries’ data protection frameworks and internationally agreed privacy principles (such as those from
the Organization for Economic Cooperation and Development (OECD) and Asia-Pacific Economic
Cooperation (APEC)). But it needs greater, explicit support from the United Kingdom and others.

The global digital economy urgently needs more digital free trade champions, especially amidst a global
pandemic where digital services are now essential. Digital trade barriers are not widespread in the United
Kingdom’s first set of negotiating countries. However, ambitious digital trade outcomes in these agreements
would build new global rules and norms that counter those barriers to trade enacted by China, Russia, the
European Union, and others. This is central to the contest between the different models of data governance

and digital development.

Success will depend on whether the United Kingdom and likeminded digital trade allies can work with and
persuade the many undecided countries in the middle—those that have not yet chosen a particular model to
follow—that their model is the best from both an economic and regulatory perspective. This submission’s
ideas will hopefully make the UK’s innovative and digital trade-friendly model more successful, thus

appealing to other countries and thus helping its chances of becoming the global norm.

NOT JUST THE TEXT: USING COOPERATION TO BUILD BETTER GOVERNANCE AND TRADE IN
DATA, DIGITAL CONTENT, AND NEW AND EMERGING TECHNOLOGIES

Usually, international cooperation and trade rules follow well after each country’s domestic debate around
new laws and regulations for new and emerging technologies. New digital trade rules are definitely needed to
prohibit and roll-back the growing range of barriers, but these are insufficient on their own to future-proof (as
much as possible) trade frameworks so that firms can engage in seamless cross-border digital trade and
innovation.” The pace of innovation and competition for every possible advantage in the global battle for tech
leadership means UK trade policy also needs to be dynamic. If the United Kingdom wants to create a truly
innovation- and digital trade-friendly framework, UK policymakers must build cooperation with likeminded
trading partners to ensure the early and ongoing alignment in how they govern data and new digital
technologies.

Cooperation at the early stage of discussions around data and digital issues can hopefully lead to the sharing of
information about how to best address them, while also avoiding policies that act as barriers to digital trade
and data-driven innovation. This could cover data privacy, digital identity, payments, artificial intelligence
(AI) governance, or some other issue. Such international cooperation shouldn’t be left as an afterthought for
years after a policy comes into effect. Unfortunately, this is China and the European Union’s approach to
privacy, data flows, cybersecurity, and artificial intelligence, which means they become country- and region-
specific barriers to digital trade.® It's much harder to retrospectively change or work around these regulatory
differences. Nor should such cooperation be left to multilateral forums, given it’ll likely be held back by the
member with the lowest level of ambition or interest. Therefore, the United Kingdom should build
cooperation with its allies to build shared, interoperable outcomes with its likeminded trading partners on

digital- and data-related issues.



Australia, Chile, New Zealand, and Singapore show how this is done through their respective digital economy
agreements. These agreements often don’t include new binding trade rules, but instead use MOUs and
agreements to cooperate on data innovation, Al, data portability, e-payments, e-invoicing, e-certification,
trade facilitation, data privacy, the Internet of Things, blockchain, smart cities, and digital identity issues.”
These four countries are using these digital economy agreements and MOUs to ensure the regulation of these
digital trade enablers are aligned. It allows the various partners to build a better understanding about
respective approaches to new issues and to provide confidence and clarity around current arrangements and a
connection between regulators as rules and technology change. The end goal is to ensure their respective
approaches are interoperable—thus ensuring firms are able to work as seamlessly as possible across borders in

conducting digital trade.

These digital economy agreements show how truly modern trade agreements are as much about pursuing a
model for digital governance that is international and interoperable as it is about agreeing on new, binding
trade law provisions.® It reflects a holistic approach in addressing both existing barriers while also working
together to prevent new ones emerging as part of changing domestic laws and regulations. As Ravi Menon,
Managing Director, Monetary Authority of Singapore (MAS), has stated, in the digital economy of the future
data connectivity agreements among countries will become as important as today’s free trade agreements. The

United Kingdom would do well to follow this approach.’

Besides trying to prevent future barriers, binding trade law commitments could also apply better regulatory
policies to existing practices that may act as a barrier to digital trade. For example, the U.S.-Mexico-Canada
trade agreement (USMCA) includes a new “good regulatory practices” chapter—the first of its kind for a U.S.
trade agreement—which aims to reduce and prevent non-tariff barriers through increased transparency,
evidence-based decision-making, and whole-of-government internal coordination.'® Chapter-specific
commitments on cybersecurity (article 19.15) and Internet-based value-added services (like platforms, article

18.14) apply the same requirements to these digital trade related goods and services. "

Besides commitments on good regulatory practices, the United Kingdom should use MOUs to build a
framework for cooperation between regulatory agencies involved in data and emerging technologies. Privacy,
financial oversight, and other digital-related regulators may already have MOUs or international meetings,
but due to a variety of reasons—such as a lack of capacity and resources, concerns that trade officials are
infringing on their regulatory sovereignty, and the general perception that they’re domestic, not international,
agencies—they haven’t updated, prioritized, or pursued closer engagement and cooperation with foreign
counterparts. Where necessary, UK policymakers should ensure the country’s digital- and data-related

regulators are engaged internationally.

For example, Singapore is leading the way in how its central bank (MAS) is pursuing agency-to-agency
fintech MOUs with key counterparts in Australia, the United Kingdom, and the United States in order to
support cross-border data flows, innovation, and digital trade in the sector. At the heart of these MOUs lies
the recognition that however fintech evolves, the free flow of data and regulatory access to it will remain
critically important to trade and innovation. The U.S. Department of Treasury is also heading in the right
direction in agreeing to a MOU with MAS and flagging its interest in the issue more broadly.'



Regulatory cooperation around MOUs would ensure respective agencies share information at the earliest
stages of the rulemaking process. It would also hopefully give other countries’ governments and firms a seat at
the table or ability to contribute feedback. Ultimately, it'd hopefully allow regulators to discuss issues,
options, and ways to identify and eliminate differences in regulations—all in the shared interest of facilitating

effective policy, and also trade and innovation.

Cooperation on enforcement—such as on shared privacy, cybersecurity, and financial oversight issues—
should be part of greater regulatory cooperation. The United Kingdom has taken many steps in the right
direction here, but more could be done. For example, on March 5, 2020, the UK’s Information
Commissioner’s Office (ICO) and Australia’s Information Commissioner signed an MOU to share
information and best practices and to cooperate on specific projects and investigations. Following this, on July
9, Australian and British privacy regulators opened a joint probe into Clearview Al in order to examine how
the company’s facial recognition technology uses people’s data.'® Similarly, the ICO already has an MOU
with New Zealand (on spam emails), the U.S. Federal Trade Commission, and Canada’s Office of the Privacy
Commissioner.'* These should be reviewed to ensure they cover the full spectrum of issues and provide a
productive mechanism for information sharing, cooperation, and joint enforcement. Building better
connections between enforcement agencies builds trust and confidence in domestic regulatory agencies that
digital trade agreements and cooperation can help, not hinder, their ability to do their jobs.

MOUs and cooperative arrangements are a dime-a-dozen in trade agreements and economic statecraft. The
only thing that makes them valuable is if the parties find them useful. Australia, Chile, New Zealand, and
Singapore show this is clearly possible between small groups of countries that are similarly ambitious about
digital trade and data-driven innovation. Trade agreements have long included “soft” commitments for parties
to cooperate on certain issues, but with digital technologies emerging as a key driver of trade and innovation
and behind-the-border regulations having a growing impact on trade, these commitments can no longer
represent meaningless gestures where parties simply put issues they couldn’t agree on (as a sort of “too-hard”
basket) or where hard, binding rules didn’t seem to fit. For the United Kingdom to become a leader in the
global digital economy, it needs to change this and push for new and meaningful cooperation and regulatory

alignment on key enablers of digital trade and data-driven innovation.

Open Data and Data Trusts: Unlocking Public and Private Data for Digital Trade and Data-
Driven Innovation

As the United Kingdom and its trading partners pursue national strategies to increase their competitiveness in
Al including via digital trade, they should use data trusts and other data-sharing models to improve the
quality (and the quantity) of the data that is the key input into digital goods and services. This matters
because Al needs good data, not just more data.” For example, in a survey of 179 data scientists, over half
identified addressing issues related to data quality as the biggest bottleneck in successful Al projects.'¢
Therefore, it makes sense for the United Kingdom to use digital trade commitments to encourage others to
adopt open data frameworks for public data and data trusts and other models for the voluntary sharing of

high-quality data.



“Open data” refers to data that is made freely available without restrictions.'” Many governments have begun
to embrace open data to encourage transparency and accountability, increase public participation, and
promote economic growth. In many cases where high-quality data exists, it is dramatically underutilized. To
this end, the United States is working through mechanisms to improve public-private data sharing.'® As of
2018, the United Kingdom ranked 52nd out of 178 in the Open Data Inventory (ODIN)’s global index (of
open data regimes for national statistical offices).”” The United Kingdom should be commended for its
National Data Strategy, which seeks to expand data trusts within government.?” The United Kingdom
recognizes open data is a key barrier to better Al and is already trying to develop a model for “data trusts” to

overcome.?!

However, government data is only a fraction of the data that could be useful for AI development. For
example, many major pharmaceutical companies have begun sharing historical clinical trial data with outside
researchers, including competitors. Benefits include faster drug development, a better understanding of
diseases, and more efficient clinical trials.”? However, many stakeholders lack the mechanisms to share data
while ensuring the protection of this proprietary and sensitive data. This highlights the government’s role in
identifying opportunities at home and abroad (with trade partners) to encourage the development and use of
open data frameworks. If governments don’t take on this coordinating role in identifying, developing, and
supporting these data-sharing models, it is unlikely that organizations in many sectors will create them on

their own.

To be clear, these data-sharing initiatives should be voluntary and should not involve compulsory data
sharing. Only in cases where there is a clear market failure and firms control particular datasets for which they
strictly limit access, should governments step in. Such a situation exists in the real estate and air travel
industries in the United States.” Forcing companies to give up valuable data they have spent considerable
time and money collecting and using to competes makes no more sense than forcing them to give up valuable
patents, trade secrets, employees, or property.?* It would undoubtably boost competitors, but it would also

degrade business’s incentive to make future investments in these areas.

The United Kingdom should push for a specific open data section in its digital trade agreements, starting with
the general recognition that opening up public information for re-use has considerable and widespread
benefits to government, industry, and the public. The United Kingdom should require parties to have an
open-by-default framework for government data in place (without being prescriptive, as each country will
approach the issue in their own way) and demand trading partners should adhere to best practices for open
data, including ensuring it is published in open, machine-readable formats. Given the need to avoid
prescriptive frameworks, the United Kingdom should explicitly reference international agreements that signal
that a country is committed to enacting best practices, such as the G8 Open Data Charter and the Open
Government Declaration (both of which the United Kingdom has signed on to).?

The United Kingdom could also use MOUs and cooperative arrangements with trading partners to identify
opportunities to build data-sharing frameworks between stakeholders in different countries. This could lead to
sector-specific data trusts. For example, the Digital Catapult in the United Kingdom plans to publish model
agreements for start-ups entering into data-sharing agreements.?* The United Kingdom could connect this



model with similar programs in other countries. Doing so would support the development of better physical
and digital products and services. These datasets would be particularly useful for startup or other small

organizations that do not have access to significant amounts of data.

Building Collaboration on Emerging Technologies: High-Performance Computing and
Advanced Manufacturing

Nations are fiercely competing for manufacturing leadership, including through the development and use of
high-performance computing (HPC) systems and other digital tools. Countries should develop national
manufacturing digitalization strategies to support the broader development and use of these technologies.”
However, if they wish to give their firms the best possible support they should also connect centers of
excellence and relevant firms with their international counterparts to share best practices and to build trade

connections.

Small manufacturers, especially, can’t be expected to go-it-alone in this environment and will need help from
their government to establish collaborations with foreign partners and centers of excellence. In this context,
the government can use trade and economic engagement to connect academic, public, and private sector
representatives in the United Kingdom and their trading partners to identify opportunities for industrial

collaboration on new and emerging technologies.

The United Kingdom needs to target these technologies as they’re central to future trade competitiveness in
advanced manufacturers. I'TIF’s report “Why Manufacturing Digitalization Matters and How Countries Are
Supporting It” explains how digitalization is transforming manufacturing globally, detailing what exactly
smart manufacturing is and examining the productivity impacts that digitalized manufacturing promises to
deliver.”® Whether it’s called “Industry 4.0,” as in Europe, the “Industrial Internet of Things (IloT),” as in the
United States, or simply “smart manufacturing,” the application of information and communication
technology (ICT) to every facet of manufacturing is in the midst of reshaping modern manufacturing, and
thus, trade in manufactured goods.”” Smart manufacturing is being driven by the advent and maturation of
many technologies, including: HPC-powered computer-aided design (CAD) and engineering (CAE) software;
cloud computing; the Internet of Things; advanced sensor technologies; 3D printing; industrial robotics; data
analytics; machine learning; and wireless connectivity that better enables machine-to-machine (M2M)

communications.

Digital aspects of advanced manufacturing, such as HPC, deserve special attention within the United
Kingdom as its domestic productivity lags well behind global leaders. UK manufacturing has suffered low
levels of productivity for decades—the Office of National Statistics reported that the productivity gap to other
G7 countries in 2016 was 16.4 percent.** Moreover, a recent UK Innovation Survey found that just over half
of UK businesses are classified as innovative and that fewer UK small and medium-sized enterprises (SMEs)

introduce new products and services than their European competitors. !

However, the United Kingdom is not alone in battling low levels of productivity in the manufacturing sector.
U.S. manufacturing productivity grew just 1 percent from 2011 to 2016, the lowest recorded rate since 1948



(when the statistic was first measured). Even in Germany, which introduced the term Industry 4.0 into the
lexicon, a 2015 survey of 4,500 German SME manufacturers found that less than 20 percent had even heard
of Industry 4.0, much less taken steps to implement it.*> Likewise, a June 2017 survey of 250 U.S. SME
manufacturers found 77 percent reporting that they still had no plans to implement IIoT technologies.®
Given this shared challenge, UK trading partners may be interested in creating new ways to work together on

HPC and advanced manufacturing,

The United Kingdom should use cooperation on defense-related research as a model to replicate for advanced
manufacturing and the use of emerging technologies such as HPC. For example, on defense science and
technology, the Five Eyes Technical Cooperation Program already involves many collaborative research and
information exchanges, including on new and emerging technologies such as autonomy, the electromagnetic
spectrum, advanced manufacturing, and urban environments.* In 2017, the United States added the United
Kingdom (and Australia), to the National Technology and Industrial Base (a legal framework previously
limited to the United States and Canada) to create new opportunities for joint R&D and controlled
technology transfers.®> Early “Pathfinder” projects are already underway exploring how this will open new

avenues for cooperation involving the United States, Canada, Australia, and the United Kingdom.*

UK-U.S. cooperation on defense-related research is even broader. In 2018, there were around 220 formal
science and technology collaboration agreements between the United States and the United Kingdom.?”
Across the breadth of all UK academic research, approximately 10 percent is performed collaboratively with
U.S. universities and approximately 20 to 25 percent of all defense science and technology R&D in the

United Kingdom is carried out collaboratively with U.S. partners.

It will take a concerted, considered effort for the United Kingdom to replicate this type of cooperation for key
emerging technologies with similarly ambitious and interested trading partners, whether it comes to Australia,
Japan, or elsewhere. It’s also a matter of identifying where trading partners prioritize the same technologies
and where there are gaps in existing forums and agreements. The United Kingdom already has many key
pieces in place to do this with the United States.

In September 2017, the United Kingdom and the United States signed the first-ever Science and Technology
Agreement, which commits both nations to strengthening collaboration on research, science, and
innovation.” The agreement sets out core agreements on the treatment of intellectual property, the
confidentiality of data, and export controls.”’ It does not specifically mention advanced manufacturing or
high-performance computing. However, in 2018, the U.S. Lawrence Livermore National Laboratory (LLNL)
and the UK’s governing body for scientific research signed a new three-year agreement to improve U.S. and
UK industries through better use of high-performance computing, research collaboration, and joint economic

promotion. *!

The United Kingdom should bring the various parts together and connect it with each country’s respective
strategies to support advanced manufacturing at home. The United Kingdom should use trade-related
cooperation on advanced manufacturing as the international extension of its domestic “sector deals,”
innovation hubs, and its High-Value Manufacturing Catapult (HVMC). The November 2017 report by the

10



UK’s Department for Business, Energy, and Industrial Strategy (BELS), Industrial Strategy: Building a Britain
Fit for The Future, proposed the establishment of these “sector deals.” In the proposal, individual sectors come
together under clear leadership to negotiate sector-specific deals with the government to boost the sector’s
earning power and productivity. The Industrial Strategy announced several completed “sector deals” focused
on industrial digitalization and Al in the automotive, life sciences, construction, and creative industries.*?
Furthermore, the Made Smarter review called on the United Kingdom to create twelve “digital innovation
hubs,” eight large-scale demonstrators, and five digital research centers focused on developing new

technologies as part of the new National Innovation Programme.*

The United Kingdom’s network of ten Catapult Centers—not-for-profit, independent, physical centers that
focus on the commercialization of new and emerging technologies and that connect businesses with the UK’s
research and academic communities—would be central to new cooperative arrangements with the United
States and other trading partners.* In particular, the HVMC, which is comprised of seven individual centers,
facilitates the application of leading-edge technical knowledge and expertise to the creation of products,
production processes, and associated services that have strong potential to bring sustainable growth and high
economic value to the UK. The seven HVMC centers have capabilities and competencies that span basic raw

materials through to high-integrity product assembly processes.

The seven HVMC centers include: the Advanced Forming Research Centre; the Advanced Manufacturing
Research Center; the Centre for Process Innovation; the Manufacturing Technology Centre; the National
Composites Centre; the Nuclear AMRC; and the WMG Catapult.® Analysts regard the HVMC as a
particular success, as since its inception in 2012, it has tripled the impact of government spending, generating
£655 million of additional income from the industry by working with over 3,000 businesses every year to

% The Catapults work with manufacturing businesses of all sizes (though in

bring new technologies to market.
practice it’s often challenging to engage SMEs), providing them access to leading-edge equipment, expertise,

and an environment of collaborative innovation.?

The United Kingdom could explore how to use current trade negotiations and economic engagement to
deepen linkages between its Catapults and America’s Manufacturing USA network, Australia’s Entrepreneurs
Program, and Japan’s Industrial Value Chains Initiative (IVI) and its Cross-Ministerial Strategic Innovation
Promotion Program focused on Innovative Design/Manufacturing Technologies. As to the former,
Manufacturing USA consists of 15 manufacturing innovation institutes representing public-private
partnerships. They focus on developing advanced manufacturing product and process technologies,
facilitating their commercialization, and developing workforce skills around advanced manufacturing
technologies.® Manufacturing USA plays a pivotal role in revitalizing the U.S.’s industrial competitiveness

and ensuring U.S. leadership across a range of advanced-manufacturing processes and technologies.*

At least four Institutes of Manufacturing Innovation (IMIs) within Manufacturing USA address smart
manufacturing-related technologies and processes. The first IMI, America Makes: The National Additive
Manufacturing Innovation Institute, launched in 2011, focuses on expanding manufacturers’ additive
manufacturing (i.e., 3D printing) capabilities. The Digital Manufacturing and Design Innovation Institute
(since renamed MxD) encourages factories across America to deploy digital manufacturing and design

11



technologies, so America’s factories can become more efficient and cost competitive.*® The Institute for
Advanced Composites Manufacturing Innovation (IACMI) accelerates the development and adoption of
cutting-edge manufacturing technologies for low-cost, energy-efficient manufacturing of advanced polymer
composites for vehicles, wind turbines, and compressed gas storage.’! Finally, the Clean Energy Smart
Manufacturing Innovation Institute (CESMII) focuses on innovations such as smart sensors, data analytics,

and controls in manufacturing that can dramatically reduce energy expenses in advanced manufacturing.”

Cooperation and engagement between the United Kingdom and its trade partners on HPC and advanced
manufacturing won’t lead to new binding rules. Instead, it’ll build the framework to connect relevant
policymakers and private-sector representatives to discuss, develop, and share best practices and connect firms
that may be interested in working together on trade and research opportunities. It may take the form of
government-to-government, agency-to-agency, or public/private MOUs that outline shared interests,
principles, and best endeavors to consistently and proactively work together on shared public policy issues and
in facilitating private sector connections. This project could eventually evolve into formal exchanges and
secondments between respective programs. This would be in line with the use of MOUs on Al, data privacy,
digital identity, and other digital issues between Australia, Chile, New Zealand, and Singapore in their recent

digital economy partnership agreements.”

It would be worth exploring whether the United Kingdom and its partners could identify other issues to
establish a cooperative framework through trade policy to connect firms involved in HPC, such as
environmental science, life sciences, and more. For example, for high-performance computing, the global
COVID-19 HPC Consortium manages a range of computing capabilities that span from small clusters to
some of the largest supercomputers in the world. The UK Digital Research Infrastructure is a member,
becoming the first member with a supercomputer in Europe, joining IBM and the U.S. Department of
Energy, which are co-leading the effort.>* The contribution will involve facilities across the country, including
the Engineering and Physical Sciences Research Council’s ARCHER supercomputer at the University of
Edinburgh, the Science and Technology Facilities Council (STFC) supercomputing facilities, DIRAC and the
Hartree Centre at Daresbury Laboratory, and the Biotechnology and Biological Sciences Research Council’s
(BBSRC) Earlham Institute.

Building Pre-Standardization Cooperation for New and Emerging Digital Technologies

The Committee’s questions show it recognizes the important role standards play in modern trade. Identifying
how to make existing standards and regulatory systems compatible between different regimes is a legitimate,
but complicated, debate and process. However, there is also room for creative cooperation on standards for
new and emerging technologies that is beyond the scope of traditional standards issues (such as mutual
recognition). The United Kingdom should pursue pre-standardization cooperation as part of, and alongside,
its trade agreements to ensure its technology firms have the advantage of basing their technology on the same
foundational, technical elements (in terms of terminology, measurement methodology, and other technical

processes) as other leading tech-driven trading partners, such as Australia, Japan, and the United States. All of
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this can be done well before standards are finalized and part of regulatory systems that are much harder to

change once enacted.

Standards define some specific characteristics for a specific item (which may be, for instance, a material, a
product, a procedure, a process, or a service), to make such an item meet certain well-defined objectives
(which may relate, for instance, to performance or interoperability).” Standards can be physical, reference
material, a measurement protocol, documentary standard, a technical specification, a guidance document, or a
best practice. Standards development work is a collaborative activity that engages a wide array of subject
matter experts from the private and public sectors including industry, government, academia, and standards

development organizations (SDOs).*

Standards are a key tool in the global race for innovation and trade advantage in new and emerging
technologies, whether it’s 5G, Al, data privacy, facial recognition, advanced manufacturing, digital finance, or
other sectors. Given their role, there are two faces to the standards coin: cooperation and collaboration vs.
competition. However, with similarly ambitious, tech-focused, and value-sharing partners, the former can be
important for firms from both parties to help them compete, especially against firms from other countries or

regions that use restrictive standards.

Divergent standards are often an obstacle to spreading technologies and hamper interconnection and
interoperability. Even worse, they can impede the development and deployment of new technologies if
stakeholders don’t coalesce around one widely agreed upon approach. For example, it may lead to reduced or
hedged investments across new and emerging technologies as tech firms (and investors) wait and see which
standard prevails as the dominant one. Standards unique to a country (such as China) or region (such as the
European Union) make it more difficult and costlier for foreign firms and their products to be sold in those
markets as they need to reconfigure preexisting design and production processes to suit those specific
standards, and pay royalty fees for providing products using the local standard. This disrupts the global,

generally standardized production processes on which many foreign companies rely on to compete.

China provides a clear example of how country-specific standards can act as a barrier to trade for high-tech
goods and services.”” As ITIF’s report “The Middle Kingdom Galapagos Island Syndrome: The Cul-De-Sac
of Chinese Technology Standards” argues, China has made the development of indigenous technology
standards, particularly for ICT products, a core component of its industrial development strategy.’® Similarly,
Richard Suttmeier’s “A New Technonationalism?: China and the Development of Technical Standards”
details the early 2000s battle over China’s efforts to promote its own wireless communications standard

WAPI (wireless authentication and privacy infrastructure).>

Most recently, in 2018, China introduced a new standardization law that will likely favor local firms and
goods and services, as it references “indigenous innovation” while failing to reference either its WTO
commitments (therefore raising questions about WTO compliance) or its acceptance of existing international
standards (as approved by the various SDOs).* Indicative of China’s approach, a report by the German think
tank Mercator Institute for China Studies (MERICS) shows Chinese standards for basic smart manufacturing

correlate with about 70 percent of relevant international standards—which falls to around 53 percent for key
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smart manufacturing technology standards, and to 0 percent for standards relating to cloud computing,
industrial software, and big data.®’ China pursues indigenous (i.e., China-specific) technology standards
because it believes it will advantage China’s domestic producers while blocking foreign competitors and

reducing the royalties Chinese firms pay for foreign technologies.®

The United Kingdom clearly recognizes the role and value of international standards: 85 percent of British
Standards are developed in international and European processes.® While the United Kingdom and its
national standards body (BSI) have long been engaged in European and international standards bodies, the
challenge to prosecute this in the future will get more difficult after Brexit. It can’t bank on its partners in
Europe and the European Union adopting an approach that best suits its objectives as it relates to new and
emerging technology. China is also fast emerging as a major player in international standards, which is
potentially concerning given it takes a different and restrictive approach to standards at home.* The United
Kingdom should review its current approach and consider how it'll deal with digital standards after Brexit—

both within its trade agreements, but also parallel to it.®

Pre-standardization cooperation is a creative, forward-looking way for the United Kingdom to work with
likeminded partners on the early alignment of key terminology and concepts, technical details, and policy
discussions. There are existing forums and cases to show the value of pre-standardization cooperation on new
and emerging technologies. For example, in 1982, regulatory agencies and laboratories from G8 countries
(now the G7) and the EU came together as part of the Versailles Project on Advanced Materials and
Standards (VAMAS) to develop standardized terminology, reference materials, and testing and measurement

protocols for new materials (physical, chemical, material, electronics etc.).*

As part of the inter-laboratory testing (also referred to as round robin testing) processes, VAMAS stakeholders
sent samples to multiple labs to test draft protocols they’d developed to see if the results from different
participating laboratories got the same results and to identify where the protocol didn’t work and how to
correct it. VAMAS stakeholders had an MOU with the International Organization for Standardization (ISO)
to help feed their pre-standardization cooperation into the formal standards-making process.”” This MOU has
greatly benefited both organizations, as is evident by the strong cooperation between VAMAS Technical
Working Areas addressing nanotechnology-related measurements and the ISO Technical Committee 229
(Nanotechnologies), which is chaired and supported by BSI. VAMAS continues to work on a range of
physical materials, with an expanded membership, including Brazil, Mexico, South Africa, Australia, India,
and China.®® Its work was (and remains) immensely useful as it allows the final, consensus standards to be

based on the same terminology and measurement and testing procedures.

Other examples of pre-standardization work involve researchers from Germany, Japan, and the United States
working together on electrokinetic measurements and quantification of coarse particle content (such as those
uses in advanced materials, thermal coatings, and drug carriers).® Another example involves standards-related
collaboration between the U.S. National Institute of Standards and Technology’s (NIST) and the European
Commission’s Joint Research Center (ECJRC) for the development of reference materials for nanotechnology
and health-related measurement standards.” Another recent example involves nanomaterials and measuring
toxicity at the nanoscale.”
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Pre-standardization cooperation is a technical and scientific, not political, process. Given standards are a key
part of the battle for innovation advantage between the United States, China, the EU, and others, it can be
much harder to cooperate and coordinate on standards for more mature technologies as they become
increasingly tied to political objectives, built up infrastructure, sunk investment costs, and enacted (and thus
hard to change) laws and regulations. For firms and other stakeholders, pre-standardization work can be easier
than final-stage formal standards development as they’re not already heavily invested in existing standards
guidance. Trying to change standards for mature technologies can be problematic given the cost and
complexity involved in ensuring future and backward supply compatibility (i.e., retooling design and
production processes to suit a new standard). This is why pre-standardization cooperation could be a more
pragmatic objective for standards cooperation as it is technically focused and done at the early stages of
technological innovation, before potential uses and outcomes have been politicized or broadly adopted and

deployed by firms.

The United Kingdom should work with trade partners and their stakeholders (those involved in technology
standards, whether from government, academia, or the private sector) to identify opportunities for closer,
more active cooperation on pre-standardization discussions for new and emerging technologies. Such
collaboration should be driven by the goal of helping support scientific discovery—rather than simply
fulfilling a politically driven commitment made in a trade agreement. I'd ensure their respective stakeholders
are engaged with likeminded partners at the earliest stages of technological innovation in discussing and
working toward common foundational elements for potential future standards. It could involve identifying
use cases for the technology at the heart of the standards process and associated ethical, societal, and

governance concerns.

For firms and other stakeholders engaged in cutting-edge research, such early-stage cooperation gives them an
opportunity to inform discussions, learn from peers, and help inform potential standards and policy
objectives. Pre-standardization cooperation also accelerates the formal standards development process.
Standards that are informed by these pre-standardization efforts would obviously benefit participants given
it'd align with their products and processes. So even if, for whatever reason, countries created and adopted
different standards on the same product, they at least would have a common foundation, which inevitably
means there would be considerable similarities. For firms, this reduces the cost and complexity of using the
different standards in products developed for multiple markets, which is where significantly different

standards become a barrier to trade.

These general outcomes could be flagged in a pre-standardization section of UK trade agreements. There may
be existing fora or agreements that parties could revise through better direction, support, and coordination
from respective governments and stakeholders. But in cases where existing forums or agreements don’t exist or
are insufficient, the United Kingdom and its trade partners (and relevant stakeholders) could use formal

MOUs to create a framework for pre-standardization cooperation.”

The UK has many centers of excellence that could contribute to such an effort on pre-standardization
cooperation. BSI is already engaged in developing and advocating for new standards on emerging technologies
at home and at international bodies.” Unfortunately, NIST’s UK counterpart—the National Physical
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Laboratory (NPL)—was a major driver in the VAMAS project, but it has become increasingly disconnected
from it and has mostly walked away from any leadership responsibilities in the project (though NPL staff are
still active in various VAMAS projects). Hopefully this doesn’t reflect on, or impact, the UK’s interest and
ability to engage with others on pre-standardization issues and that other government agencies and non-
government stakeholders can step up, such as the Alan Turing Institute and the Centre for Data Ethics and

Innovation.

The United States should be a key partner for the United Kingdom on pre-standardization and broader
cooperation on standards for new and emerging technologies. For example, the two countries signed a new
mutual recognition agreement (MRA, signed in 2019) to replace the MRA between the U.S.-EU Telecom
MRA, which means both sides recognize their respective conformity assessment bodies (which relates to
standards).” A first step would be for the United Kingdom to map existing agreements, fora, and
coordination mechanisms and identify gaps and areas for pre-standardization cooperation. For example, BSI
and the Institute of Electrical and Electronics Engineers (IEEE, a U.S.-based standards organization) have
already set up the Open Community for Ethics in Autonomous and Intelligent Systems (OCEANIS)
initiative with other leading standards bodies around the world.”

The United States has built a framework that could be used for a more-targeted, active approach to pre-
standardization cooperation on new and emerging technologies. In particular, the Trump Administration’s
Executive Order on Maintaining American Leadership in Artificial Intelligence tasks NIST with developing a
plan for federal engagement in the development of technical standards (including international standards) and
related tools in support of reliable, robust, and trustworthy systems that use Al technologies.” NIST has
released a plan for the development of standards for artificial intelligence, including the goal to work with
likeminded countries on development of Al standards and related tools.”” Together, this framework and
strategy provides a platform for NIST and other U.S. agencies to potentially work with their UK counterparts

to identify shared priorities in standards for new and emerging technology.

The United Kingdom could focus on a range of data and digital-related issues in pursuing pre-standardization
cooperation with the United States and other likeminded trade partners. NIST has already done a range of
work that could form the basis for a broader agenda to work together on digital and data-related pre-
standardization discussions. Indicative of the strong relationship and shared interests, there’s already
considerable alignment between the United States and United Kingdom on cybersecurity standards. NIST
has led efforts to develop globally accepted standards, guidelines, and practices and to advocate for its
Framework for Improving Critical Infrastructure Cybersecurity—seen by many as the global standard of best
practices for cybersecurity.”® Since its publication in 2014, the Framework has been updated, translated into
various languages, and adapted by government and industries across the globe.” NIST has had an active
engagement strategy.® The UK has introduced several corresponding pieces of law which mirror the
framework, including its minimum cybersecurity standard and networks and information security directive.®

This is indicative of the potential for greater UK-U.S. collaboration and cooperation.

But this should be expanded to other areas, including Internet-of-Things (IoT) systems and devices, and data-
related issues. The development of Al standards—particularly technical standards—is at a very early stage in
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both countries and elsewhere around the world. For example, most national Al strategies refer to the
development of standards for ethical and trustworthy Al. But technical standards to support this goal are still
in early stages of development. The United States is trying to fill this gap. It'd be beneficial to UK firms and
stakeholders to be involved to ensure they able to inform and align their technology with the U.S. process,
given it'll shape a large part of the global market. Likewise, U.S. stakeholders would benefit by feeding into
UK thinking around standards and regulation.

The United Kingdom could collaborate with NIST and others on establishing a framework to characterize
and measure the trustworthiness of Al systems. For example, terms like “algorithmic transparency” and
“algorithmic bias” do not yet have a technical definition.® Moreover, the UK and the United States could
collaborate on building and using common datasets to develop and test measurement and testing protocols.
These programs would provide Al developers in the United Kingdom and United States (and other key
trading partners like Australia, Canada, Japan, and New Zealand) with useful guidelines for designing and
testing Al systems, allow for the comparison of Al systems, and inform future legislation and regulatory
actions.®® Getting this guidance in the early stages of technological development would help UK researchers
developing cutting-edge products as i’d ensure they’re broadly in line with future regulatory and legal

requirements.

The United Kingdom could also work with NIST and others to develop shared, representative datasets of
faces to serve as a more reliable resource for organizations developing facial recognition technology.® It could
involve best practices for producing explanations or justifications of decisions made by Al systems.® NIST is

working on both these issues (including via workshops) in a domestic context.®

The United Kingdom and its trade partners could also ensure that their respective stakeholders have
conducted a technology trend assessment as part of pre-standardization cooperation. For new and emerging
technologies at the very early stages of technological development, such assessments highlight certain aspects
of a new technology that might conceivably become an area for standardization work in the near-to-medium
term.®” For example, a 2019 proposal at the International Telecommunication Union (ITU) for pre-
standardization work on quantum information technology included the evolution and applications of
quantum information technology for networks, terminology, and use cases; mapping connections and impact
on existing standards and terminology; and identifying its relationship to existing standards and standards-
setting forums (so as to avoid duplicative work).*® Close cooperation between the US, UK, and the European
Commission made sure this work was propetly scoped and within the expertise of ITU’s Telecommunication
Standardization Sector (known as ITU-T).

NOT JUST A GAME: PURSUING TRADE RULES TO HELP THE UK'S GAMING SECTOR

The UK’s video games industry is the largest in Europe, supporting tens of thousands of jobs. It’s a fast-
growing sector both domestically and globally.® Due to COVID-19, record numbers of people have
downloaded games for console, smartphones, and computers. In 2018, games represented 50 percent of the
UK entertainment market, and for the first time, outsold music and video combined.”® As of June 2018, there

were 2,261 active game companies in the UK working on e-sports, mobile, PC, and console games and virtual
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reality and augmented reality games. The United Kingdom is home to world-class development studios like

Rockstar Games, which, with Grand Theft Auto V, developed the most financially successful media product
of all time, selling over 95 million units and earning over $6 billion in global revenue.”* Rocksteady Studios

and Ninja Theory are other success stories.” Digital trade is critical to this sector—UK games companies

generate 75 percent of their revenue from international sales.”

The United Kingdom needs to ensure that its video game firms and products do not face opaque, arbitrary,
restrictive, and discriminatory content review processes that act as barriers to market entry—like they do in
China. In trying to design an ambitious and comprehensive digital trade strategy, the United Kingdom needs
to reflect the worst policies that exist, and in many cases, these come from China. As ITIF details in its
written submission to a U.S. Senate hearing on “Censorship as a Non-Tariff Barrier to Trade,” China is a
world leader in digital protectionism and in using censorship and content moderation concerns in broad,

discriminatory, and restrictive ways.”*

Having transparent and predictable access to China’s video games market would be a huge win for the United
Kingdom’s video games sector, as it overtook the United States as the world’s largest video-games market in
2016.” As an industry, video games are now worth three times as much as movies globally.” However, China
is a daunting market for foreign firms—93 percent of total spend on Apple’s iOS mobile operating system in
China is spent on Chinese games, which is more localized than any other country, including Japan or South
Korea.”” No doubt, UK firms had this in mind as they participated in a 2015 Ukie (the UK video game trade
association) trade mission to China.’® Even without restrictions, UK firms would have their work cut out
given local preferences, complex distribution systems, and how successful Chinese game developers and
platforms have been. Still, they should have the opportunity to compete on the same terms as local

developers.

China’s use of censorship affects both market entry and operations in China and the cross-border provision of
digital services and products. Like other digital goods and services, video games are susceptible to non-tariff,
behind-the-border laws and regulations. The Great Firewall of China represents a rare case where UK digital
exports face a barrier at the border. Otherwise, behind this clear market access barrier, UK firms face a
complicated, opaque, and changing regulatory framework tied to content moderation that together makes for
a restrictive and challenging business environment. Indicative of this, the International Intellectual Property
Alliance reported that the ability of foreign firms to compete in the Chinese marketplace for all audiovisual
content was even more drastically curtailed during 2019, with licensing opportunities on all distribution
platforms significantly hampered, through opaque regulations, obscure content review processes, and a “soft
ban” on new or never released U.S. imports.” Ever-changing political sensitivities in China make it even more
challenging for firms to know what is and isn’t allowed in their games. Nor would UK video game firms want

to face arbitrary bans, like the one India has enacted against several Chinese video games.'*

As part of this China’s State Administration of Press and Publication’s (SAPP) administers an opaque,
unpredictable, and restrictive Chinese censorship regime that affects video game’s approval and distribution.
In 2018, China stopped all game license reviews, which severely affected domestic and foreign firms and game
distributors (due to a restructuring of departments and new rules for video game oversight).'”" While the
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actual content being censored is often not political (such as intimacy, pornography, and violence), the criteria
is often vague and unevenly enforced. For example, "anything that harms public ethics or China’s culture and
traditions" and "anything that violates China’s constitution" are both prohibited in Chinese videogames. This
provides Chinese government agencies with vague and broad means to restrict games with few, if any, limits.

Once SAPP started reviewing game licenses again after a nine-month hiatus, it quickly approved nearly 1,000

games, but only 30 foreign games.'"

United Kingdom digital trade policy needs to proactively prohibit these types of barriers, even if they’re not
evident in their initial round of trade negotiations. This includes new rules to embed regulatory best practices
so that content review processes have a clear criterion, transparent review process, and predictable timeline for
review. Any licensing, permit, registration, or notification procedures related to video games should also be
freely available, transparent, and non-discriminatory. This would be similar to new provisions in the USMCA
trade agreement on the regulation of value-added services (like Netflix, Skype, and others), as countries have
used regulations to target and discriminate against these new Internet-based services. It would also be
consistent with common commitments about regulatory best practices in trade agreements. Together, these

commitments would provide a clearer, more predictable market for UK video game firms and products.

MANAGING DIFFERENT DATA REALMS: LIMITING EU RESTRICTIONS, BUILDING DIGITAL FREE
TRADE, AND CONFRONTING CHINA-LED DIGITAL PROTECTIONISM

The United Kingdom faces a major challenge in carving out its own approach to data-driven innovation and
digital trade while managing the different, and often conflicting, data realms in the European Union and

China.

Along a sliding scale of cost and restrictiveness, there’s the United States’ and the Asia-Pacific Economic
Cooperation’s Cross-Border Privacy Rules (CBPR) risk-based approach to data governance and digital trade,
the European Union’s onerous and restrictive precautionary principle-based General Data Protection
Regulation (GDPR), and finally, China’s sovereignty-based model of digital control and protectionism.'*
The United Kingdom should work toward adapting to and joining the first, while managing and limiting the
impact of the second, and directly countering and confronting the last. This will be challenging for UK

policymakers wanting to develop a genuinely vibrant, data-driven economy and digital trade agenda.

The United Kingdom’s ability to define its own digital trade agenda will be largely defined by whether the
European Commission does (or does not) grant it an “adequacy” decision to allow EU personal data to be
transferred to the United Kingdom. Without an adequacy determination, the United Kingdom would be
deemed a “third country” for data transfers under GDPR, which would limit the ways in which EU personal
data could move to the UK (such as via binding corporate rules, standard contractual clauses (SCCs), and

explicit consent from the data subject).

Given its prior EU membership, the United Kingdom seems well placed to be deemed “adequate,” but given
the European Union’s opaque and unclear assessment process and ever-changing criteria, this is far from

guaranteed.'* Slides from an EC presentation in January 2020 show it is positively disposed to granting an
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adequacy determination.'” However, it is by no means assured, given potential concerns about the UK’s
Investigatory Powers Act 2016 and the fact that the UK has stated it will not incorporate the Charter of
Fundamental Rights of the EU (Articles 7 and 8 of this Charter constitute fundamental privacy rights and
data protection rights).'” Furthermore, the European Data Protection Board has preemptively cited a
potential UK-US CLOUD Act agreement to facilitate the exchange of law enforcement data as an issue that
could prohibit any onward transfer of EU personal data to the United States.'””

Given its trade and economic engagement with the European Union, adequacy is obviously important for the
United Kingdom post-Brexit. But beyond adequacy, the United Kingdom should avoid following the EU’s
restrictive and misguided approach to governing data privacy, digital trade, Al, and other emerging digital
technologies. ITIF and the Center for Data Innovation’s research shows that GDPR hurts Al development,

fails to increase trust, and increases compliance costs and risks.'%

The United Kingdom should also avoid the European Union approach to data privacy and digital trade for
international reasons (as well as domestic ones). There are two key reasons why the GDPR poses a broader
risk to the open, rules-based, and innovative global digital economy that the United Kingdom should want to

help build.

First, the European Union does not pursue meaningful digital trade rules within the text of trade agreements.
Its model text for trade negotiations highlights the role and value of digital free trade and prohibits barriers to
it, but subsequent provisions outlining exceptions to these rules render them worthless as they allow a country
to enact barriers if it’s done in the name of privacy. It reads: “Nothing in this agreement shall affect the
protection of personal data and privacy afforded by the Parties’ respective safeguards.”'® Giving countries the
unrestrained ability to enact whatever they want in the name of privacy is bound to be misused for

protectionism. If this becomes the global norm, the global digital economy will be further fragmented.

Second, the European Union’s reliance on “adequacy” determinations represents a misguided, untenable, and
unrealistic approach to manage data privacy concerns around the world." Its pursuit of a harmonized
approach to data privacy around the world is misguided and unrealistic as only a small number of countries
meet the restrictive and ever-changing criteria to be deemed adequate, and unfairly forces other countries to
adhere to its interpretations of adequate privacy measures. The EC has granted adequacy to a range of mainly
small countries which are former colonies, yet leaves off many major, developed countries, such as Australia,
Singapore, South Korea, the United States, and others. As of September 2020, the EC has granted adequacy
to Andorra, Argentina, Faroe Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand, Switzerland,
and Uruguay.'" It only grants partial adequacy to commercial organizations in Canada. This list has barely

changed in recent years, with only the addition of Japan.

On the assumption that the EU deems the United Kingdom as adequate, it then becomes an issue of whether
it can develop mechanisms that limit the geographic impact this entails by pursuing agreements that allow
UK firms to transfer EU personal data to other countries—the so-called onward transfer. For example, the
EU-Japan adequacy determination does not allow firms to onward transfer EU personal data (absent the use

of some other legal tools, such as SCCs or binding corporate rules (BCRs)).
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Onward transfer agreements would alleviate—to some degree—the EU’s misguided focus on geography as it
relates to global data privacy governance. TechUK’s paper “No Interruptions: Options for the Future UK-EU
Data-sharing Relationship” proposes a hub-and-spoke model for the governance of EU personal data in the
United Kingdom. It suggests the UK negotiate an agreement with the United States that is substantially
similar to the EU-U.S. Privacy Shield Framework to satisfy EU concerns over the onward transfer of EU
personal data from the UK to the United States.''? The model TechUK paper refers to the Swiss-US Privacy
Shield (which came into effect seven months after the EU-US Privacy Shield) as a model. However, its legal
validity is in question after the Court of Justice of the European Union’s (ECJ) recent decision to invalidate
the EU-US Privacy Shield framework.'® So there’s no certainty that the EU would agree to such agreements
between third-countries to manage EU personal data. The central focus on managing EU personal data is a

clear example of how EU policy will influence post-Brexit UK digital trade policy.
Beyond the challenge of managing EU personal data, the broader United Kingdom digital trade strategy

should be based on building interoperability in data governance (as mentioned earlier). Interoperability is a
preferable and realistic goal for the United Kingdom (as compared to the EU’s drive for a harmonized
approach to data privacy) as it is based on the recognition that due to legal, social, cultural, and other factors,
each country will design and enforce data privacy in different ways, but that these can be based on
internationally agreed principles, such as those at the OECD. Rather than tell firms where they can store or
process data, countries should hold firms accountable for managing data they collect, regardless of where they

store or process it.

As per ITIF’s report “Principles and Policies for “Data Free Flow With Trust,” the accountability principle
within this interoperability framework is based on the fact that a firm with “legal nexus” in a country’s
jurisdiction has to abide by its data-related laws (even if the company transfers data abroad). Focusing on this
key legal nexus concept would cover the behavior of many firms that attract regulatory scrutiny. Just as a
global bank or manufacturer with branches or plants in a given nation is subject to that nation’s privacy and
security laws and regulations, foreign technology (or any other) firms cannot escape from complying with that

nation’s laws by transferring data overseas.

While it doesn’t get the attention that the EU’s GDPR gets, this accountability- and interoperability-based
approach to data governance is shared by many nations and firms, including for data privacy. For example,
the majority of companies in the United States must disclose certain data-privacy practices and adhere to
those requirements, even when processing data outside the country, as they remain responsible for the data
regardless of where it is processed. U.S. companies mitigate these risks by stipulating requirements in relevant
data-handling and processing contracts they implement with other companies. For example, foreign
companies operating in the United States must comply with the privacy provisions of the Health Insurance
Portability and Accountability Act (HIPAA), which regulates U.S. citizens’ privacy rights for health data—
even if they move data outside the United States. And, if a foreign company’s affiliates overseas violate
HIPAA, then U.S. regulators can bring legal action against the foreign company’s operations in the United
States.
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The accountability principle is also embedded within many data-transfer mechanisms that countries and firms
use, such as model contracts, BCRs, the EU-U.S. Privacy Shield, and the APEC CBPR.""* But given the rise
of the EU and China models, countries that support the free flow of data and digital free trade need to do a
much better job of explicitly calling for it and of enacting provisions that embed it in their trade agreements
in order to make it the preferred global standard. It’s implicitly built into the trade rules within the
Comprehensive and Progressive Agreement for Trans-Pacific Partnership’s e-commerce chapter, the Pacific
Alliance’s digital trade provisions, and the various digital economy partnership agreements involving Australia,
Chile, New Zealand, and Singapore.'” The United States has started explicitly calling for this in its trade
agreements. USMCA explicitly references APEC CBPR and calls for greater cooperation to further build the
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global interoperability of privacy regimes."'® So does the U.S.-Japan Digital Trade Agreement.

The United Kingdom should do the same in its future trade agreements. Thus far, this realm is largely
defined by countries in the Asia-Pacific and Latin America. The United Kingdom should join and support
their efforts. In doing so, it'd help differentiate itself from the EU approach, in which it is currently anchored.
Together, the United Kingdom and these other countries could together better advocate for their
interoperability-based model.

Beyond the Text: Help UK Firms Manage Different Data Realms

While the challenge of managing differentiated data realms is not new, nor unique to the United Kingdom,
Brexit does bring it into stark contrast as it’s transitioning from a situation where firms didn’t have to do
anything different to be compliant with GDPR. But now the United Kingdom is outside the EU and has
different data governance and digital trade interests. The UK government needs to help its firms navigate the
transition in dealing with the costly and difficult task of complying with different country/region data-related

requirements.

Survey results from Japanese firms dealing with GDPR and China’s new Cybersecurity Law (CSL) are
indicative of the challenge UK firms face. The report “Effects of Regulations on Cross-border Data Flows:
Evidence from a Survey of Japanese Firms” provided new and valuable firm-level insights into the impact of
GDPR and China’s CSL on Japanese firms."'® Regarding CSL, it also covers firms affected by similar
restrictions in other countries, such as Vietnam, India, and Russia. The survey (conducted from April to
August 2019) covers 4,000 medium- and large-sized firms, which is far larger than other surveys that studied

the impact of data-related restrictions on foreign firms.

The survey’s first major finding is that 5 percent of firms (around 200) said their cross-border data transfers
are impacted by GDPR, while 8 percent of firms (around 320) reported the same with CSL. This headline
finding on the impact is relatively large given the firms affected are likely to be the most global, innovative,
and digital-intensive (which is what the authors think as well). If the impact of these data-governance laws
affects the largest and most globally competitive firms in an economy, then the broader implications for
economic productivity and innovation could be considerable. Additionally, the authors argue that, because
approximately 20 percent of respondents said they were uninformed about the regulations, the impact may be
even greater as these firms may be unaware of the relevant laws and the adverse effects these regulations will
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have on their business (for example, China’s CSL is still relatively new in that implementing regulations

continue to be drafted, enacted, and enforced).

Another interesting finding is that GDPR acts as a de facto data localization measure in that 30 percent of
firms surveyed moved the location of their data storage to inside the EU. This was despite an EU-Japan
adequacy agreement to cover EU personal data. However, this is not completely surprising, as the large
financial penalties and considerable uncertainty about how GDPR will be enforced compels firms to be overly
cautious in how they manage data. More broadly, it highlights that such uncertainty will likely lead to costs

beyond the direct financial costs associated with compliance.

For China’s CSL and other countries with similar restrictions (India, Indonesia, and Russia), the impact on
affected firms is considerable. The percentage of firms changing, shrinking, or even stopping their business in
China is nearly 5 percent, which is far higher than what’s been observed so far in the case of GDPR.
Meanwhile, around 28 percent of firms have shifted data storage and processes as a result of these regulations,
while another 8.7 percent have outsourced such services to local providers—something the Chinese

government presumably had in mind when drafting the CSL."*

A major part of the challenge for UK firms is that, like many other non-EU firms engaging with GDPR, is
that it represents the strictest approach they’ll deal with, so they often build to that standard and use it for
data from non-EU countries. While understandable from a legal compliance perspective, it also detracts from
the broader benefits firms could reap from using personal data from other markets for trade and innovation
that isn’t allowed in the EU. This means that if the United Kingdom wants to pursue an ambitious digital
agenda it'll essentially need to split it in two: between EU and non-EU data realms. Put another way, its
freedom of movement to do something new and different will be restricted to whatever proportion of non-EU
data its firms collect and setup systems to treat separately. It’s therefore in the United Kingdom’s interest to
examine what domestic support it needs to provide to help its firms establish differential systems for data
governance, especially if it is considering broader use of international standards, certifications, and
interoperability-based frameworks and mechanisms (such as APEC CBPR) to manage global data governance.

As part of this approach, the UK would need to help its firms to manage personal data from different realms
to maximize its ability to engage in broader digital trade and data-driven innovation with the rest of the
world. This would involve policy guidance, legal expertise, and financial support from UK government

agencies and cooperation with industry associations and individual firms.

UK firms would essentially need to develop the technical tools and policies to “ring-fence” EU personal data
from personal data from other countries. There is no silver bullet (in terms of automated systems) for firms to
do this. This will likely involve a suite of data mapping and tagging tools, third-party auditing and advisory
services, international standards and certification mechanisms, and specialist cloud-based services. It'll also

likely require government support to help firms understand, adopt, and use all these tools.

Data mapping is a system of cataloguing what data a firm collects, shows how it’s used, where it’s stored, and
how it travels throughout the organization and beyond.'* Specialist data compliance and consultancy firms

state that initial data mapping is the biggest issue in their work with clients as they don’t have the tools or
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know-how to identify and capture all the data that requires specific legal, technical, and administrative
management. But it’s a critical step to legal compliance. For example, data mapping facilitates GDPR’s
mandatory requirement to maintain a written record of data processing activities, to show the basis for
processing personal or sensitive data, to help perform data protection impact assessment, to manage data
subject access requests, and to enable regulatory authorities the ability to understand the extent of third-party

access to organizational data.'”!

However, data mapping and tagging can be technically, administratively, and legally complicated. For
example, personal data can apply to several types of data, which make it possible to identify (whether directly
or indirectly) a person. Firms also need to identify every database, which is not always straightforward.
Software developers could be using copies of a database in development sandboxes (a testing environment for
new computer code). Different business units may have their own databases. The firm, and units therein,

could have backups, including on legacy systems or on their own cloud services.'*

On top of cloud storage costs, firms may pay for third-party services to ensure data privacy compliance (as
basic cloud service providers do not have visibility into the types of data customers use in the cloud). These
services may also provide data mapping tools to provide visibility of data, data movement, and cloud-based
content control applications (thus allowing the firm to assert control over data). These services may allow

firms to respond to requests from data subjects for data retrieval and the ‘right to be forgotten.’

Data mapping and management tools are often part of the suite of services and advice that specialist legal
compliance, consultancy, and auditing services provide to firms to ensure they’re in legal compliance. Firms
increasingly use these outside advisors to provide advice, audits, and certifications to validate what they’re
doing complies with local laws. Many firms also use third-party audits and certifications to adopt
international standards (such as from ISO) and to join APEC CBPR. For non-U.S. and EU markets, firms
tend to rely on ISO standards for data controllers and processes, such as ISO 27701.'% In particular, large
firms use these auditing and advisory services as they have the resources to do expensive and complicated
company-wide assessments and changes to how they manage data. They’re also the ones most likely to be
asked by their clients (if they’re data-related intermediaries, like cloud storage providers) about how they can
prove they manage their data in compliance with specific jurisdictions.

But this can be costly, time consuming, and difficult, especially for SMEs. This is why there are only dozens
of companies certified under APEC CBPR, as compared to the thousands of firms registered under the former
EU-U.S. Privacy Shield (which only costs a few hundred dollars for most firms, as it allows firms to self-
certify that they’re in compliance).'** The APEC CBPR certification cost varies by firm and country, but it
can easily cost thousands, if not tens of thousands of dollars. It can also take a few months to complete. This
is why Singapore has waived or lowered fees for firms wanting to be certified, especially SMEs. It states that a
third-party assessment costs between $730 and $5,900.' There are advantages in paying and going through
APEC CBPR certification as it can also lower the cost and time involved in obtaining BCR certification in the
EU and otherwise being in alignment with local privacy laws (given the overlap between the various legal
requirements). One firm said that its APEC CBPR certification lowered the cost of getting the BCR by 90

percent. '*
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There is little-to-no material publicly available on how these data compliance issues impact how firms use
audits, technical tools, and certifications to take advantage of new trade rules to engage in digital trade.'” It
highlights the need for further research and shows how the United Kingdom needs to consider playing a
direct role (including financially) to encourage the adoption of particular tools, standards, and certification
mechanisms in the future if it wants its firms to maximize the use of new commitments it pursues in trade
agreements. It should also work with Australia, Japan, New Zealand, and the United States on this issue given
their firms are facing the same challenge and similarly want to develop the tools and mechanisms to support
digital free trade as part of a interoperability-based model.
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