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The Information Technology and Innovation Foundation appreciates the United States
International Trade Commission’s (USITC) invitation to provide a post-hearing written submission
regarding its investigation into foreign censorship as a non-tariff barrier (NTB) to trade and its
impact on U.S. firms and trade.

OVERVIEW

Censorship is becoming a growing barrier to trade as countries around the world enact overly
restrictive and discriminatory laws and regulations around digital content they identify as
“objectionable.” For the United States, a lot is at stake. The United States is a world leader in
both the broad set of services that make up the global digital economy and the creative sectors
that make movies, TV shows, video games, e-books, and other content.

The focus of the USITC’s investigation should be government action. Trade policy targets policies
and practices that act as a barrier to trade. Whether individuals and firms create content (or not)
and engage online is obviously related to the impact of censorship, but from a trade policy
perspective, what matters are the laws, regulations, and practices that affect trade.

This post-testimony written submission highlights key forms of censorship as an NTB, ideas for
potential methodology, country and sectoral profiles, and the harms caused by censorship as an
NTB.

WHAT DOES CENSORSHIP AS A NON-TARIFF BARRIER LOOK LIKE?

U.S. firms and their increasingly digital goods and services are susceptible to censorship-related
barriers to trade in the form of both at-the-border and behind-the-border laws, regulations, and
practices. The Great Firewall of China represents a rare case where U.S. digital exports face a
barrier at the border. But Internet “throttling” and blackouts are other examples of broad, major
economy-wide barriers. Meanwhile, behind these clear market access barriers, U.S. firms face a
complicated, opaque, and changing regulatory framework tied to content moderation and
information control that together makes for a very difficult and different business environment in
China, India, Turkey, and elsewhere around the world. For example, censorship is both explicit
and indirectly involved in making China an especially difficult market since, in many cases,
requirements are unwritten and enforcement is often arbitrary. This is in large part a conscious
decision to avoid World Trade Organization (WTO) sanctions which would be much easier to put
in place if the rules are on paper.

U.S. firms and their increasingly digital goods and services are susceptible to NTBs in the form
of both at-the-border and behind-the-border laws and regulations.

Censorship as an NTB takes on a few key forms, such as:
e At-the-border blocking of access to websites with legal content, such as China’s “Great
Firewall.”
e Arbitrary, opaque, and discriminatory content review processes for TV shows, movies,
apps, software, video games, social media services, and other digital content.
e Quotas on certain foreign content, such as movies.



e Arbitrary, opaque, and discriminatory licensing and control over Internet, content
distribution, Internet access, and Internet connectivity services, such as Internet
“blackouts” and not granting licensing to video-on-demand streaming and virtual private
network (VPN) services.

e Forced local data residency requirements (known as data localization) for “content
moderation” frameworks that are in large part driven by censorship as governments want
to remove content and speech they deem politically sensitive.

The full scope and impact of censorship-related barriers are broad, given it can be a behind-the-
scenes factor in any of the examples above. For example, censorship is obviously a major factor
in China’s decision to prohibit foreign firms from operating in key sectors (for example, by not
giving them licenses or allowing foreign equity stakes in local firms) and through onerous,
unpredictable, and discriminatory content-review processes, such as for video games and movies.
Also, the full impact can be hard to estimate as it is not just decisions that block direct market
access but also entails decisions to punish U.S. firms for speech or action taken outside of a
market. For example, China blocked NBA basketball games due to some remarks by an NBA
coach in the United States. This is indicative of the fact that the Chinese Communist Party (CCP)
is increasingly assertive in punishing foreign firms for actions or speech that occurs outside of
China. But likewise, ever-changing political sensitivities in China, India, Indonesia, Turkey,
Russia, and elsewhere make it challenging for U.S. firms to figure out what they need to do to
enter and compete in a market.

THE CHALLENGE OF DEFINING, IDENTIFYING, AND MEASURING CENSORSHIP AS A NON-TARIFF
BARRIER:

There’s a sliding scale of implications that trade policy makers are dealing with in managing
censorship as a trade issue. There are only a few clear-cut categories of data/content (such as
those associated with child pornography) that pretty much every country recognizes should be
removed or blocked. However, in the vast middle is a broad range of digital content related to
political, social, and cultural issues where countries differ in terms of what is “objectionable”
and what is not. Analyzing censorship and its impact on trade is therefore challenging and
requires nuance.

There is a need to differentiate between good-faith efforts by countries to address legitimate
issues about digital content, such as those targeting child pornography, violent extremist
material, copyright-infringing material and services, and other issues where many countries
mutually recognize there are problems. For example, a growing number of countries allow firms
to obtain legal injunctions to get Internet service providers to block their users from accessing
certain websites involved in the mass distribution of copyright-infringing material (detailed in a
separate section below). This is not censorship, any more than not letting people yell fire in a
crowded theatre is censorship.

Not every website should be freely accessible. Some argue that even the legitimate blocking of
content helps totalitarian governments justify their own content blocks. These nations don’t need
additional justification. Moreover, there is a stark difference between a government that uses
transparent means within an independent legal system to block access to illegal content and one



that is engaging in censorship to control its population. Furthermore, just as supporting bans on
the importation of ivory does not make one a protectionist, supporting website blocking for sites
dedicated to piracy does not make one an opponent of a free and open Internet. However, when
countries (such as China, Iran, and elsewhere) block access to Internet services due to the
political and social nature of the content, this is censorship. Likewise, many countries have
frameworks to review digital content as part of classification schemes (e.g., to designate what is
safe for children). This is not censorship. However, when countries use purposely opaque (and
politically motivated) assessment criteria and processes or make arbitrary decisions to block
foreign services and content (such as is the case in China, Nigeria, and India), this is censorship.

Similarly, not all countries have a constitutional right, and broad legal protections, for free
speech like the United States. Differing legal, social, cultural, and political values and systems
mean that countries take different approaches to determine what discourse is or is not protected
online, even in other democratic countries. Certain discourse and content that is legal in the
United States may be illegal in other countries, such as content related to hate speech. While
this may raise valid human rights concerns, it’s less of a trade issue, as these cases tend to be
narrowly focused and within a broader legal framework where U.S. firms have transparent criteria
and legal redress to manage country-specific differences.

This highlights the importance of a careful assessment of the underlying motivation behind
digital content restrictions when analyzing content moderation versus censorship and considering
the trade impact. While censorship may be a primary motivation for many of these policies, by
making life hard or simply keeping U.S. firms or content out of the market, the government gets
the added benefit of protecting local firms from foreign competition.

Important factors and characteristics for the USITC to consider when assessing a potential
censorship related policy that has a trade impact:

A. What is the publicly stated motivation for the policy (e.g. content moderation) and is this
the same as the application being reported by firms, trade associations, NGOs, and U.S.
government officials (based off their own discussions with government officials and
others)?

a. Even if the stated motivation is fair and genuine (such as updating content
moderation frameworks for violent material), it may still be an unnecessary and
inadvertent barrier to trade. It then becomes an issue for the U.S. government and
firms to identify in what specific ways the proposal is a barrier to trade in that
some of the legal and regulatory requirements may be unnecessary,
disproportionate, and/or overly burdensome.

i. For example, are the timeframes that countries set for firms to respond to
requests to remove content reasonable? Firms need sufficient time to
assess the legal merits of each and every request against local laws and
regulations to ensure that the request is fair and valid. Firms need in-
house lawyers and others to assess the content and whether it abides by
local laws.

B. How was the policy development process carried out?



a. Was the policy development process opaque with limited or no engagement? Was
engagement superficial rather than genuine and substantive? Was the policy
suddenly announced or enacted? These are all indicators that a country is
pursuing a policy for censorship-related reasons. It wants to avoid scrutiny and
criticism from local firms, NGOs, and foreign firms and trading partners.

b. The alternative: was the process open to genuine public consultations (including
from U.S. firms and U.S. government representatives), held over a reasonable
period of time, and did it result in local government officials using the feedback
to make changes to reduce the impact on trade?

C. How specific, detailed, and transparent are the criteria that countries use to define what
exactly they want firms to remove? Is the process that governments use to enforce their
criteria clear, consistent, and contestable?

a. Countries use vague and broad definitions of “public morals” and “national
security,” as part of censorship frameworks as they want to retain broad authority
to intervene in digital content, free speech, and associated issues. This is usually
a clear indicator that a country is using these broad powers for censorship and
with little to no regard for the impact on trade.

i. If U.S. firms never get clear guidance on exactly what types of content are
objectionable, it is tough for them to address this type of content as part
of trying to operate in a market. But it becomes a clear barrier if firms
never know what exactly is objectionable, which is so often the case in
China.

b. If countries are engaged in good-faith efforts to develop a framework for a type of
content they deem objectionable, but they do so in a clear, specific, detailed, and
non-discriminatory manner, then it is not as clear a trade barrier to U.S. firms.

i. Again, not every country has constitutional protections for free speech like
the United States. The United States may well disagree with the types of
content that certain countries want removed (such as those related to
religious issues), but it is up to the U.S. government to make the case to
the local government about its views on freedom of expression, etc.

The Potential Use of WTO Trade Law Principles to Assess Censorship-Related Trade Barriers

The USITC’s assessment of censorship-related trade policies could also use core principles of
WTO trade law—proportionality and necessity—to help identify and assess relevant policies.
Trade law allows countries to enact censorship for a range of reasons, such as pornography,
gambling, and faith-based objections, but these must be necessary and proportionate. For
example, the use of these principles could well be the basis for a WTO dispute case based on the
claim that China’s approach to censorship is overly broad, restrictive, and discriminatory, as it
can unfairly restrict the domestic and cross-border supply of a service.

For as long as there has been international trade rules, there have been exceptions, including for
countries to enact censorship measures to protect public morals. Back in 2006, academics like
Tim Wu from Colombia University realized that countries were not considering the trade law



implications of overly broad online censorship.! A 2009 WTO trade dispute (initiated by the
United States) represents the clearest example of how trade law can address issues like
censorship. This case involved trading rights and distribution services for audiovisual
entertainment products. China sought to justify restrictions on foreign firms involved in importing
and distributing books, movies, and other “culturally sensitive” materials because it wanted to
protect public morals and control content. China claimed that control of cultural content is a
matter of fundamental importance, which was recognized as legitimate by the WTO dispute
panel.? However, the panel’s overall verdict indicated that China’s desire to control online
content does not enable it to ignore WTO rules.3

The European Center for International Political Economy (ECIPE) report Protectionism Online:
Internet Censorship and International Trade Law presents a detailed and convincing case that a
WTO dispute panel might rule that China’s permanent blocks on search engines, photo-sharing
applications, and other services are inconsistent with the General Agreement on Trade in
Services (GATS) provisions, even with the exceptions for morals and security.* Less resourceful
countries, without means of filtering more selectively, and with a censorship system based on
moral and religious grounds, are more likely to be able to defend broader censorship blocks in
the WTO. But the exceptions do not offer a blanket cover for the arbitrary and disproportionate
censorship that still occurs despite the availability to the censoring government of selective
filtering.

Article XX of General Agreement on Tariffs and Trade (GATT) and article XIV of GATS contain
many relevant rules that govern the potential use of censorship. GATT permits governments to
take measures “necessary to protect public morals.” GATS permits measures “necessary to
protect public morals or to maintain public order.” However, Article XX of GATT outlines that,
“subject to the requirement that such measures are not applied in a manner which would
constitute a means of arbitrary or unjustifiable discrimination between countries where the same
conditions prevail, or a disguised restriction on international trade.”

However, as ECIPE explains, trade law sets limits to a country’s use of censorship for moral
reasons. The conditions under which these provisions can be applied tend to be quite strictly
applied.® GATS article XIV is even annotated by a footnote stating that the paragraph may only be
invoked where a “genuine and sufficiently serious threat is posed” to a “fundamental interest” of
society.® They need to be deemed “necessary” when evaluated under a factor-based test.

Such factors include:
e the relative importance of the objective pursued by the measure;

e the contribution of the measure to that objective;
e the trade-restrictiveness of the measure; and
e the existence of “reasonably available” alternative measures.’

Given it has never been tested in a WTO dispute, it is unclear how the necessity test relates to
the footnote under article XIV. This would be an extremely difficult question for a WTO dispute



panel to answer once faced with questions about how to assess and respond to the threat from
certain online content.®

As it relates to proportionality, a WTO dispute panel would take into consideration the
capabilities of the state in considering whether a measure was reasonable and whether there is a
genuine alternative for the desired level of protection. The burden of proof is on the complainant
to prove such a measure actually exists.® On this factor alone, it seems clear that active filtering
is far less trade-restrictive than a total, permanent ban of a site and service. There’s also the
related aspect of proportionality and discrimination in that censors in China tend to block entire
foreign websites, while a domestic site may simply be asked to remove individual pages.

The growing importance of digital content to trade makes it important to challenge and
(hopefully) rectify China’s overly expansive use of censorship as an NTB. It also highlights some
useful criteria and principles to assess censorship-related measures in determining what is
necessary and proportionate versus what is not. A case brought before the WTO over censorship
would inevitably prompt a debate about sovereignty and the scope of trade-related issues under
the WTO, but it's a fair debate given the original negotiators of GATT and GATS envisaged limits
to how countries could use public morals and other exceptions as disguised forms of
protectionism. There needs to be a debate about where and how to draw the lines against
disproportionate, arbitrary, and opaque censorship. As ECIPE notes in conclusion, although the
dispute settlement mechanism of neither the WTO nor other trade instruments could be used to
eliminate Internet censorship, they might limit the use of its more commercially damaging
forms.!° Either way, ECIPE’s assessment provides some useful analysis for USITC to use to
assess censorship-related trade measures around the world.

Blocking Content: The Need for a Nuanced Assessment

Policymakers need a framework to understand the benefits of Internet openness that is more
nuanced than the conventional wisdom that “more is better.” Indeed, calls for “no online
censorship” and that “all Internet packets should be treated the same,” or statements that
“information wants to be free,” imply policymakers should always pursue Internet openness as a
goal in itself.!!

However, the relationship between an increase in Internet openness and the benefits of the
Internet is not linear. For example, allowing child pornography online would technically increase
the openness of the Internet. This level of openness, however, creates severe drawbacks.
Moreover, some policies that reduce Internet openness, at least in the minds of hardcore net
neutrality advocates, such as the prioritization of Internet traffic for first responders, are
desirable.!? Lastly, the social benefits of Internet openness can vary depending on each nation’s
different cultural values.

On the global Internet, there are universal goods and bads, as well as local goods and bads.!® A
universal good related to Internet openness is an increase in trade. A universal bad is something
most, if not all, nations consider bad, such as the sale of widely banned drugs online. In
contrast, a local good or bad is something wherein there is no international consensus. For
example, some nations value freedom of speech more than others and thus protect hate speech,



thereby increasing freedom of expression and Internet openness—while countries such as
Germany have made certain hate speech illegal.'* In addition, some nations value privacy more
than others. Certain elements of privacy regulations, such as the right to be forgotten, can reduce
Internet openness and value. These differences in cultural values mean a framework that only
tries to maximize openness cannot universally work.

A more useful approach is one that strives to differentiate between different scenarios. That
legitimate and fair efforts by governments to block illegal content online is not censorship, such
as child pornography, violent extremist material, and copyright infringing material. There will be
other cases where country-specific differences (in religious, cultural, and social norms) mean
that they will block some content and discourse that may be legal in other countries, but if this is
done in a clear, transparent, and predictable way, then it is not so much a trade barrier. There
will be other cases where governments enact opaque and unnecessary, overly broad and onerous,
and discriminatory regimes to block content, in which case, it is a barrier to trade.

Practically, the goal should be to achieve a mostly open Internet by maximizing universal goods,
reducing universal bads, and creating a high level of technical openness. At the architectural and
protocol levels of the Internet, there is a need for commonly shared global standards to prevent
the Internet from being balkanized.'®

Many nations block the flow of data on the Internet that falls under the category of “universal
bads,” such as child pornography and the sale of drugs. Many nations also block access to
content that falls under the category of “local bads”—content that some, but not all, nations find
offensive enough to block. For example, India blocks access to certain pornographic websites in
order to “protect social decency.”!® Some nations block access to content most other nations
would not block, such as from independent media organizations. For example, between
December 2018 and March 2019, Chinese authorities shut down more than 140,000 blogs and
deleted more than 500,000 articles.’

Of course, it's incumbent on the U.S. government to push China and other countries to improve
their approach to human rights and freedom of expression, which thus creates clearer and more
open market access for U.S. firms that provide associated goods and services. Blocking
legitimate websites clearly reduces Internet openness and the economic and social benefits the
Internet provides. However, this argument may not be persuasive in nations that consider the
blocked content to be a local bad, such as the Iése majesté laws in Thailand that forbid insulting
the country’s royalty.'®

Website Blocking for Copyright Enforcement is Not Censorship

A growing number of countries allow copyright holders to get Internet service providers (ISPs) to
block access to websites involved in the large-scale distribution of pirated material as these sites
are typically based in foreign jurisdictions with weak/non-existent intellectual property rules and
enforcement (there would be other legal remedies if these services were hosted domestically).
This is not censorship.
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Website blocking is not antithetical to a free and open Internet. Even the most vocal supporters
of Internet freedom recognize that it is legitimate to remove or limit access to some materials
online, such as sites that facilitate child pornography. At the same time, some governments can
and do cast too wide a net against Internet content, taking down or limiting access that is not
illegal, but only upsetting to those in power. The key issue about Internet freedom, therefore, is
not whether the Internet is and should be completely free or whether governments should have
unlimited censorship authority, but rather where the appropriate lines should be drawn, how they
are drawn, and how they are implemented. An assessment as to the impact of censorship as an
NTB needs a nuanced understanding of Internet policymaking in countries around the world. Not
everything blocked online should be considered censorship.

According to a 2018 Motion Picture Association (MPA) submission, at least 42 countries have
either adopted and implemented, or are legally obligated to adopt, measures ensuring that ISPs
block access to copyright-infringing websites.!® Some countries have had measures in place and
used them for some time, others have the means to block websites but have not done so, while
others are moving to enact website blocking. For example, in the European Union, at least 17
member states (including the United Kingdom, France, Belgium, the Netherlands, Germany,
Denmark, Norway, Ireland, Sweden, ltaly, Spain, Portugal, and Greece) have enacted website
blocking, while others have relevant laws in place, but have not used them (such as Bulgaria,
Croatia, Cyprus, the Czech Republic, Malta, Poland, and Romania).

Countries allow fair and legitimate blocking of websites engaged in copyright infringement given
how easy it is for copyright-protected material—including books, movies, music, photos,
software, and video games—to be copied and shared online across jurisdictional borders. This
makes it challenging for rightsholders to protect their works online as they do offline. Intellectual
property rules are territorial, while the Internet is not. Studies show that blocking regimes that
target these large-scale piracy sites (not sites that accidentally host pirated material) are an
effective tool in reducing piracy and increasing the consumption of legal content and services.?°

Critics claim that website blocking will set a negative precedent if used by democratic countries
and will weaken the moral authority of democratic nations to criticize totalitarian governments for
limiting Internet access unrelated to intellectual property. They claim that these governments
would point to democratic nations’ use of website blocking to justify their Internet censorship.
But the U.S government has not abandoned its long practice of banning the use of U.S. mail to
send illegal products because it fears giving an excuse to foreign governments to censor their
mail. Likewise, the U.S government has not changed laws that limit the ability of newspapers to
publish information that is libelous because it fears it will give comfort to nondemocratic nations
that want to control information access.

Likewise, the U.S. government has not abandoned laws requiring child pornography to be
blocked because it thinks it gives carte blanche approval to dictatorships that want to block
dissenting websites. Governments’ responses to rioters who engage in wholesale property
destruction and violence isn't based on the fear that they encourage totalitarian governments to
use police to suppress citizens. In short, there is no comparison between a country that uses
detailed and transparent legal means, supported by an independent legal system to administer
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such rules, to enforce intellectual property rights online and a country censoring political speech
online.

Some opponents of website blocking have seized upon reports of governments misusing
intellectual property enforcement measures for unrelated means, such as the Russian police raid
on advocacy groups and opposition newspapers in the name of searching for pirated software.?!
However, such cases are rare and would not stand up to the type of scrutiny that is involved in
the hundreds of cases where website blocking has been used to fight online piracy in recent
years. Online intellectual property enforcement is far from alone in being a public policy that
could be misused to pursue unrelated and illegitimate objectives. In each case, what matters is
the actual intent and the integrity of the process involved in administrating these policies.

“Throttling,” Internet “Blackouts,” and Other Measures that Impact Internet Connectivity
Governments limit and shut down access to the Internet and specific Internet applications for
many reasons, including those related to censorship. For example, to quell antigovernment
protests. In such instances, shutdowns can slow the flow of information regarding government
wrongdoing.??

This has obvious trade implications in that U.S. firms depend upon reliable communication
networks to function and provide goods and services directly to consumers. For example, in
2021, Facebook reported that its services were interrupted 84 times in 19 countries in the
second half of 2020, compared to 52 disruptions in eight countries that took place during the
first half of the year.

One of the most frequent reasons why governments block Internet access is to slow or prevent
protests—particularly violent ones. Two common ways governments engage in application blocks
and shutdowns is by directing ISPs to temporarily block specific URLs, and to require providers to
completely shut down their services.?* The length of the shutdowns varies widely. Algeria, for
example, has shut down mobile and fixed-line Internet access for as little as one hour.?® In
contrast, Cameroon blocked access to social media and messaging applications in its Anglophone
region for several months in 2018.%°

In many of these cases, the goal of governments is to ensure or restore public order.?” Indeed, a
spokesperson for the Bharatiya Janata Party, one of India’s two major political parties, stated that
shutdowns are acceptable in cases “where rumor-mongering or motivated misinformation could
lead to the incitement of violence.”?® There are numerous examples of governments shutting
down the Internet to stop protests or the spread of violence. For example, in 2015, the
government of Rajkot, a city in the Indian state of Gujarat, suspended mobile Internet services
for 10 hours after a politician threatened to hold a protest at a cricket stadium in which India
would be playing South Africa.?® In addition, real-time network data revealed that Irag shut down
access to the Internet for roughly 75 percent of individuals in the country during anti-corruption
protests in October 2019.3° As with attempting to restrict cheating, shutting down Internet
services in order to prevent or slow protests is economically costly. For example, India shut down
mobile Internet services for more than a week in 2016 in the city of Rohtak to stop the spread of
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rumors that could have exacerbated street protests.®! The Brookings Institute estimated that this
shutdown cost India $190 million in GDP.32

Internet shutdowns and social media blocks are an ineffective way for governments to prevent
nonviolent protests. Indeed, research suggests Internet shutdowns and application blocks can
actually cause protest participants to substitute violent tactics for nonviolent action that relies on
effective communication and coordination.33 For example, an analysis of network shutdowns in
India, which include both the cutting off of access to the Internet and other telecommunication
services, found riots increase in intensity over the first three days of a shutdown. This research
suggests that, contrary to the goals of many governments, reducing Internet access does not
quell violent unrest—and at worst, may intensify unrest.3*

Censorship may be just one of several motivations for governments to throttle or block Internet
access. Governments have also blocked Internet services to protect the revenue model of legacy
telecommunications industries. For example, in 2016, Saudi Arabia banned applications that
had voice and video calling functions because domestic telecom operators were losing revenue
from individuals choosing to use the cheaper and often-free Internet-based communication
services.®® Saudi Arabia and Morocco are not alone, however. Several nations, including Qatar,
have strict licensing requirements that limit the number of VolP services available to the
public.%®

Policymakers should understand that even temporary Internet disruptions can have significant
economic effects. Like electricity blackouts, these Internet disruptions reduce productivity and
result in the loss of time-sensitive transactions. For example, shutdowns have caused businesses
to lose contracts by preventing them from being able to pay their suppliers and maintain contact
with their clients. As a result of lost contracts, businesses have had to fire employees.®” Internet
shutdowns also create inefficiencies. For example, shutdowns in African countries have forced
individuals to travel across borders to send emails, costing them money and time in the
process.3® Shutdowns can also have social costs. For example, medical professionals rely on the
Internet to order supplies and treat patients, so shutdowns hamper their ability to overcome
medicinal shortages and provide care and medicine to all the individuals who need it.%°

For example, Morocco's telecommunications firms blocked access to applications such as Skype,
Facebook, and WhatsApp for roughly 10 months in 2016. Morocco’s Telecommunications
Regulatory National Agency only allows commercial exploitation of IP telephony service through
licensed operators; however, Internet-calling applications are often free or relatively cheap.*® The
Moroccan government supported the ban, stating none of the VolP services had the required
licenses—which represented a policy for a more closed Internet, as these Internet apps should
not require a license. Brookings estimated this disruption cost Morocco nearly $1.8 million per
day.*

Several organizations have quantified the economic costs of Internet shutdowns and blockages,
which can range from blocking access to certain mobile applications to cutting off access to the
entire Internet. For example, Deloitte estimated that a shutdown of the Internet and all its
services would cost well-connected nations nearly $24 million for every 10 million inhabitants
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per day.*? The Brookings Institution, ICRIER, and the Collaboration on International ICT Policy in
East and Southern Africa (CIPESA) have each created formulas to demonstrate the costs of
Internet shutdowns.*® While the formulas vary, they each use a nation’s or region’s GDP and level
of connectedness or size of their digital economy to estimate the costs of shutdowns.** Brookings
examined 81 Internet shutdowns and major Internet application blockages that occurred between
July 1, 2015, and June 30, 2016, and found these disruptions cost at least $2.4 billion in GDP
globally.*® Similarly, ICRIER examined mobile and fixed-line Internet shutdowns in India
between 2012 and 2017, finding 16,000 hours’ worth of disruptions cost the nation's economy
$3 billion.*® Finally, CIPESA found the 176 days of total Internet shutdowns between 2015 and
2017 in 8 different African nations cost $218 million.*’

Restrictions on Virtual Private Networks have Trade Implications

Countries like China, Russia, and others increasingly target not just online content and discourse
but the tools that people and firms use to connect to the Internet, such as virtual private
networks (VPNs). China and other’s censorship and information control efforts extend to
restrictions over all forms of connectivity, including how U.S. firms use VPNs to allow intra-firm
networks and operations and cross-border sales and service.

In the last few years, China has tightened regulations and restrictions around these VPNs, which
seriously affects the reliability and quality of connections to the global Internet for China-based
U.S. firms and their staff. China has a track record of targeting individuals (consumers) wanting
to use VPNs (such as by shutting down Chinese VPN providers). As mentioned, China targets the
development and distribution of these services, often via intermediaries such as app stores and
cloud storage providers.*® Interestingly, periodic clamp downs on VPNs (which are relaxed
afterward) show that Chinese authorities realize that there is some need for balance in how they
restrict VPNs as they are used by government officials, academics, researchers, and others as a
lifeline for must-have global services (such as allowing Chinese government officials to access
and use Twitter or for researchers to access academic literature).

Restrictions on VPNs are also a barrier to the cross-border sale, development, service, and use of
software. U.S. software firms are reportedly finding it increasingly difficult to license and sell
software to users in China (or existing customers that want to use the same software when setting
up in China, such as multinationals) that rely on VPNs as these connections are increasingly poor
and unreliable. Similarly, some U.S. venture capital firms and software developers are reportedly
avoiding China-based investments or partners as poor connectivity with the global Internet makes
it uncertain whether the firm would be able to scale globally even if their software product is
valuable.

Many U.S. and foreign firms use VPNs for corporate purposes to connect locations and services
inside of China with the rest of the world and to protect their communications from hacking and
government surveillance.*® These firms typically use their own global VPN infrastructure to
connect users and business units around the world (such as via Multiprotocol Label Switching
(MPLS)). In 2018, China started managing and limiting the connections that U.S. firms use so
that they maintain oversight of this connectivity. It enacted new regulations that forced firms to
buy and use expensive licensed VPN services, which are from one of China’s three state-own
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telecommunication firms: China Telecom, China Unicom, and China Mobile.®® The Ministry of
Industry and Information Technology said these restrictions are in accordance with goals and

provisions set out by the government created Cross-border Data Telecommunications Industry
Alliance.%!

These restrictions were especially disruptive to businesses that depended on their VPNs for
access to cloud services and data security. They can also be more expensive and unreliable,
while exposing communications to government surveillance. Indicative of this, the Financial
Times reported that an American non-profit group and a British company told them that their
company-built VPNs had been blocked, disrupting their ability to do business.®? It also reported
another representative from an American Fortune 500 company as saying that it had become
increasingly difficult to access blocked websites from their Beijing office, which similarly uses a
corporate VPN.5%3

With these restrictions in place, U.S. firms have a few options to maintain connectivity with the
rest of the Internet—each with their own disadvantages. Firms can use a managed IPSec VPN
(one of two common VPN protocols) from one of the Chinese telecommunication firms. But this
means that all outbound traffic is forced through the Great Firewall. This allows the provider to
block restricted traffic (which of course is hardly ideal for firms) and causes connectivity
performance issues (i.e., delays in websites loading).** Where firms setup private connections
(such as private leased VPN lines), Chinese regulations state that “the basic telecom operators
shall establish a centralized user archive and specify that the lines are leased for the purpose of
internal office use only and shall not be used to connect data centers or service platforms at
home or abroad for telecommunication services.”®°®

Otherwise, a foreign firm may use an authorized MLPS circuit from within China to connect
outside (such as to Hong Kong or Singapore), where it then connects into the firm’s existing VPN
network. However, this is very expensive, takes a long time to deliver, and is bandwidth-
constrained. A typical Chinese MPLS circuit is somewhere south of 20 MB of bandwidth, and it
could cost $15,000 to $20,000 for a single circuit.®® Similarly, “where multinational companies
lease international private lines to build their own office networks, qualified third parties
(including enterprises with licenses for domestic IP-VPN services and fixed-network domestic
data transmission services) may be entrusted to provide outsourcing services such as system
integration and maintenance and management.”®” Some providers have recently developed a
software defined wide-area network (WAN) that is supposedly compliant with China’s new
regulation, which provides supposedly seamless and high-speed access between intra-China and
international networks.®® But these still provide the Chinese government with access and
oversight over these data transfers.%°

At the heart of these restrictions is the Chinese government’s drive to control content it deems
illegal. It tries to create a very narrow and controlled lane for business-specific connections,
while strictly prohibiting the potential use of these connections for broader dissemination to the
public. Beyond the examples above, this approach extends to those few, limited, and restricted
U.S. cloud providers in China. China restricts and manages how cloud service operators connect
their China-based cloud service platform servers with the overseas network, which must be done

15



through the international Internet service portal approved by the Ministry of Industry and
Information Technology (MIIT), rather than private lines, VPNs, or other channels.®® No matter
the connection, the Chinese government wants to have visibility of the network and the data.

These restrictions give Chinese authorities the capability to oversee and control flows of
commercial information and data, but it does not mean that they’re necessarily examining
company traffic (if there’s no specific reason for China’s government to focus on a firm’s
communications). Obviously, firms with sensitive intellectual property may have legitimate fears
about how these rules raise the risk of inadvertent disclosures given China’s aggressive and
comprehensive cyber theft of trade secrets. There are other ways and tools for U.S. firms to
mitigate this risk, such as encryption. However, the U.S. government and firms should be
concerned as China’s restrictions over commercial connectivity services that are needed for day-
to-day trade and business operations are unique, complicated, and act as yet another regulatory
hurdle for U.S. firms to clear in seeking to simply enter and operate in China.

Using the Growth in Virtual Private Network Use as a Proxy to Measure the Value of Digital Market
Access

One way to begin understanding the value of a mostly open Internet and the costs of unnecessary
content blocking is to analyze the growth in VPN use when governments block access to certain
Internet-enabled services (see figure 1). While it is challenging to use growth in VPN use to place
a precise value on a more open Internet, the decision of individuals to use a VPN in order to
access blocked Internet services demonstrates the services have value. As a result, policies that
block access to websites, applications, or VPNs reduce both the openness of the Internet and its
value. High-level aggregate data obtained from Pango, an Internet privacy and security company
that also offers a VPN service, allowed for the tracking of the increase in the number of daily
connected users in countries in the days before and after bans of websites or mobile
applications, which led to a better understanding of the value of certain Internet services.

For example, on April 15, 2019, India’s supreme court refused to stay the Madras High Court
ban on TikTok, an app that allows users to create and share videos.®! The court ruled that TikTok
could expose minors to sexual predators, pornographic content, and cyberbullying.®? Google and
Apple subsequently removed the app from their respective app stores by April 17.% On April 24,
the Indian court vacated its original order after TikTok appealed the decision, stating it had
removed inappropriate content.®* Between April 17 and 24, the number of individuals in India
using Pango’s VPN more than doubled (figure 1).%°
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Figure 1: Hotspot Shield VPN by Pango usage hefore and during India’s ban of TikTok, April 15-24, 2019.5¢
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Similarly, on April 21, 2019, Sri Lanka banned the social media networks Facebook, WhatsApp,
and Instagram for nine days to stop the spread of misinformation following terrorist attacks that
Killed or injured hundreds. Over the first four days of the ban, Pango’s number of daily connected

users more than tripled (figure 2).6’

While it is possible other variables besides bans could have caused that increases in the number
of daily users, it is important to note Pango’s number of daily users was relatively static in each
of the preceding weeks. Consequently, these examples likely show that users, when faced with
attempted blocks of Internet-enabled applications, value those applications enough to use a
technical workaround. The surge in downloads of TikTok once the application was available again
provides further evidence of the value of the application to users. It was the 90th most
downloaded app in the Google Play Store in India the first day it was available following the ban,
and the 15th most downloaded only a day later.®®

17



Figure 2: Hotspot Shield VPN by Pango usage hefore and during Sri Lanka’s bhan of social media, April 21-30,
2019
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These examples provide possible ideas to use proxies to develop indicative estimates of the
impact that censorship-related trade barriers cost U.S. firms. These examples also provide clear
evidence that specific foreign (U.S., Chinese, and other) major tech services are used (and
valued) in local markets. Obviously, efforts to provide a more-specific indicative estimate would
benefit from firms providing some indicative estimate as to the economic value of users in
certain markets, such as via the value of advertising (and other revenue) earned in a market over
a year. With these metrics, a model could then provide a very indicative estimate of the impact
on a per day/week/month cost to a U.S. firm being blocked.

Data Localization as a Cudgel for Censorship

Countries use data localization as a cudgel to force foreign firms to provide easier access to data
for surveillance and political purposes and force compliance with censorship requirements.
Commonly mixed into this rationale is the specter—both real and imagined—of foreign
surveillance as a rationale for data localization when it actually enables their own surveillance.

Digital authoritarian governments—Ied by China and Russia—see physical access to data centers
as a critical enabler of surveillance and political control. Data localization enables political
oppression by bringing information under government control and allowing the government to
identify and threaten individuals, impacting privacy, data protection, and freedom of
expression.®® China retains broad and vague legal authority in its laws to potentially access data
for national security, public interest, and political purposes.’® The lack of an independent
judiciary and the opaque nature of these laws make it hard to judge how China uses these broad
powers.’! Yet, this doesn't stop these countries from referring to “data privacy” as a motivation
for localization.”?
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Countries are using data localization as a cudgel to force them to require firms to comply with
restrictive content moderation and censorship requirements. China is clearly the world leader in
using data localization for both surveillance and censorship. Pakistan and Vietnam are
considering similar approaches. Meanwhile others, like India, are enacting such short time
frames for firms to respond to content takedown requests that it creates a de facto localization
requirement as firms would not be able to respond otherwise.”®

Data localization is central to Vietnam’s evolving online censorship and surveillance regime.
Vietnam’s Law on Cybersecurity requires online firms to store personal and other types of data
and to establish a local office in Vietnam.’* Its motivation is broad and vague, to protect national
security, social order and safety, social ethics and the health of the community.”® Draft decrees
implementing the law reduced the number of conditions that trigger data localization from four
to three and changed the different types of data that need to be stored in Vietham. However, it
expanded the range of added services that must store data locally. On top of this, Vietnam
enacted other regulations on the control of content, data localization, and data retention
requirements for social networks and information aggregation websites (presumably covering
search engines).”® This forces firms to: have a license; have at least 1 server in Vietnam for
inspection at any time required; to store detailed information about users and their activities; to
setup a filtering system to identify illegal content; and to remove illegal content within three
hours.

According to statements from Ministry of Information and Communication officials, foreign
companies’ compliance with censorship and content moderation requests has increased from 20-
30 percent of the time to nearly 80-90 percent.”” Even before Law on Cybersecurity came into
effect, Vietnamese government officials claimed that Google and Facebook responded to
thousands of requests from the government to remove illegal content.”® However, Facebook, for
example, states that it has only received a few dozen requests for data and that it has only
granted access to half of those requests.’”®

Pakistan is taking a similar approach. In November 2020, Pakistan released (draft) rules (the
“Removal and Blocking of Unlawful Online Content”) that grant the government broad authorities
to pressure companies to block content that is critical of the government and facilitate broad
access to user data.® An earlier draft of this law was leaked (after already being approved by
Pakistan’s cabinet) and subsequently suspended following severe criticism from local and
international human rights organizations and tech sector representatives. 8 As is often the case
with restrictive content moderation frameworks, there has been a lack of transparency and
genuine consultation with civil society and businesses.®

Broad data localization requirements remain part of the latest draft.® It also forces service
providers to setup a local office and designate a local representative.®* It also makes it mandatory
for service providers and social media companies to retain information including traffic data
linked to blocked content. It only gives service providers 6 to 24 hours to comply with
government requests to remove or block content, which is far too short for companies that deal
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with millions of users and massive amounts of content to review the request and determine
whether it is de facto illegal under local laws.

Pakistan’s draft rules go well beyond content moderation, impacting data privacy.®® This draft
side-steps Pakistan’s Prevention of Electronic Crimes Act 2016 (PECA), of which, Section 37
already gives the Pakistan Telecommunication Authority (PTA) broad powers to block and remove
content online. The new draft allows PTA to avoid safeguards in PECA, intervene on behalf of law
enforcement agencies, and ask social media companies to directly provide data to law
enforcement. In addition, the draft rules require service providers to provide decrypted and
readable information about subscribers and their activity and content when required. Failure to
provide decrypted data can lead to a $3 million fine. Forcibly breaking the encryption is a direct
attack on data privacy and security as it is an essential tool for both.

Foreign social networks, search engines, and other internet services face far greater legal and
financial risks if they do not restrict illegal content and respond quickly to takedown requests
from the government. Compliance should not be surprising. The onerous and restrictive nature of
Vietnam’s framework means that it is likely that only large firms will be able to enact the IT and
legal compliance framework to provide services in Vietnam.

THE IMPACT ON THE UNITED STATES

The impact on U.S. trade, competitiveness, and innovation is many, varied, and significant. U.S.
firms have already lost billions of dollars in sales in key sectors due to these practices, and this
number will only increase as protected Chinese firms grow and expand globally and as other
countries emulate its approach or adopt their own. Tech firms and content creators losing access
to foreign markets reduces their global market share and revenue, which reduces their ability to
support R&D, content creation, and associated U.S.-based operations.

From a potential methodological perspective, the USITC could assess the potential trade-related
impact of censorship related policies along a spectrum of scenarios: full, unbridled censorship
that acts as a clear and major barrier to market entry and operations to scenarios whereby U.S.
firms have a clear understanding of local requirements for local “bads,” yet there are specific
provisions within this local market that are unnecessarily broad or restrictive.

Similar to ITIF efforts, the USITC could also estimate the trade impact when U.S. firms and
products are completely excluded from a market (such as China), but it is still difficult as local
market factors (like differing consumer preferences) mean that U.S. firms may not have the same
market share as at home or in neighboring markets. However, an indicative estimate is still
significantly valuable and worthwhile.

Scenarios that involve arbitrary and ad hoc changes, such as Internet blackouts, may require the
USITC to take a different approach, such as using key market metrics and VPN use as a proxy.
However, it's challenging to assess the individual and cumulative impact of U.S. firms and
products being temporarily banned (as in Internet “blackouts”) or when certain content (whether
TV shows or video games) are only temporarily blocked or are delayed in being released. However,
the impact of each market barrier adds up in similar ways as how increases in tariffs or slow and
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costly import customs clearance deleteriously affect trade in physical goods. An alternative idea
would be for the USITC to develop generic scenarios that model actual situations U.S. firms have
faced in Sri Lanka and elsewhere by using reasonable assumptions about market size, shares,
and value to estimate the digital economy impact over varying lengths of time (1 week, 1 month,
and 1 year).

ITIF's research on the impact shows that whatever way you look at it, especially in China, the
economic impact is not trivial. A host of U.S. industries and firms, in sectors ranging from
Internet services to cloud computing, video games, and movies, have likely lost hundreds of
billions of dollars in revenues due to Chinese censorship and related market restrictions.
Importantly, these revenues would have supported innovation and job creation in the United
States, while limiting Chinese firms’ ability to grow and capture global market share.

While it is not possible to calculate an exact figure, ITIF conservatively estimates (based on
market-share comparisons) that Google, which withdrew from the Chinese market in 2010,
subsequently lost $32.5 billion in search revenue from 2013 to 2019, while Amazon and
Microsoft’s cloud services (laaS, which is restricted in China) lost a combined $1.6 billion over
the two-year period from 2017 to 2018. As the China market continues to rapidly grow, these
losses will also grow significantly. And it is important to remember that this was all during a time
when China was already running significant trade surpluses with the United States.

If U.S. industries lose market share to unfairly competing firms supported by their innovation
mercantilist governments, it means two things. First, sales fall. This is true because global sales
are largely fixed, and if a mercantilist-supported competitor (unfairly) gains market share, then
the market-based competitor loses share. Second, because profits decline more than sales, it
becomes more difficult for the market-based innovator to reinvest revenues in the next generation
of products or services, meaning that the mercantilist-supported entrant has an advantage in
creating the next generation of products.

Related to this, the U.S. International Trade Administration (ITA) estimated in 2016 that every
billion dollars of services exports supports over 6,700 jobs.® This study uses input-output
analysis to measure the relationship between exports and jobs for 1999-2015. The ITA model to
estimate this impact could potentially be adjusted to assess the impact that censorship-related
barriers have on U.S. employment based on lost market revenue. The ITA's subsequent report
“Jobs Supported by Exports Methodology” could also be useful in this regard.®” The USITC
could also review the Internet Association’s use of ITA methodology for its estimate for the
number of jobs supported by digital exports.® Other studies, such as “Estimating the
relationship between exports and the labour market in the UK,” review the ITA and other
methodologies in making their own estimate.®°

U.S. Content Creators

The U.S. movie industry’s role in the U.S. economy is large and inevitably affected by restrictions
in China and other countries. In 2019, the movie industry’s exports totaled $16.3 billion, which
was a surplus of $9.4 billion. The movie industry directly supports 892,000 jobs and another
1.6 million jobs indirectly. These jobs are in producing, marketing, and manufacturing motion
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pictures, television shows, and video content and in distributing motion pictures, television
shows, and video content to consumers (e.g. television broadcasters, cable and pay TV
companies, and online video services). Half of these direct jobs pay higher salaries ($86,000)
than the national average ($57,266).%°

This trade impact of China’s censorship and market restrictions (detailed separately below) has
grown over time. Before COVID-19 hit, China was on track to overtake the United States as the
world’s largest movie market in 2020.° While U.S. movie-ticket sales (pre-COVID) remained
relatively flat, China’s sales have more than tripled since 2011.%2 China has become an
important market delivering profits that support Hollywood's blockbuster franchise offerings.
Overseas box office revenue is what often turns somewhat new and ambitious films (like
Interstellar or Life of Pi) into blockbusters. The Hollywood releases that break out in China are
generally the same ones that succeed globally.®® While China cannot be counted upon to bail out
big-budget movies that bomb in the United States, Hollywood wants to (at least) be able to count
on potential revenue to justify the budgets that keep the industry growing.

The problem is that as China’s own filmmakers get better (due in part to Chinese government
support and protection), U.S. content creators have an even harder time competing for the
limited attention and ticket spending that they're allowed. In 2019, China’s box office was
dominated by local films—eight of the 10 top-grossing films were domestic movies—which is a
worrying sign for Hollywood.

Let there be no doubt: China sees the movie industry as a strategic industry of the future, not
only for the export revenues it will bring in, but for the opportunity to export the Chinese
Communist Party worldview. This is why restricted market access, and calls to limit U.S. access
in China, only speed the process by which China gains global market share at America’s expense.

The U.S. Video Game Industry

The U.S. video game industry is huge and growing. Restrictions in China have a major impact,
and if they’re replicated elsewhere, it'll only grow larger. The U.S. game industry is creating high-
paying jobs, driving advanced technology development, supporting entrepreneurial efforts,
overtaking other entertainment industries, and spreading the wealth to many different states.®* A
2019 report estimated that the gaming sector directly generated economic output of $40.9
billion and provided direct employment to 143,045 people.®® Employees in the industry earn an
average compensation of about $121,000 a year. There are over 3 billion people who play video
games worldwide. The future of the U.S. video game industry is therefore increasingly dependent
on sales in other countries.®

U.S. Cloud Services

Given their central role in facilitating the storage and dissemination of digital services and
content, cloud services are often the target of censorship-related restrictions, especially in China
(detailed below). However, censorship is usually just one of many motivations, including digital
protectionism. What is at stake in pushing for fair cloud market access in China is the U.S. cloud
sector’s ability to earn the revenue that drives ever-greater R&D and business operations in the
United States, and globally. Not only are U.S. firms losing out on market access and revenue due
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to China’s protectionism, but they are also losing market share and revenue in third-country
markets as Chinese firms use their protected home market to expand globally, and other
countries or regions (such as Europe) seek to emulate China’s approach. U.S. cloud firms are in
an ongoing race for innovation advantage as their Chinese competitors also commit ever-growing
amounts of money and effort to fund the R&D that will define their respective competitive
positions in the future.

U.S. policymakers need to support U.S. cloud firms as their innovative capabilities help drive
America’s long-term economic growth. For instance, at least half of America’s economic growth
can be attributed to scientific and technological innovation.®” However, such innovation does not
fall like manna from heaven. Rather, innovation is a product of complex national innovation
systems, supported by a thoughtful and comprehensive set of innovation-enabling public policies
that collectively impact the capacity and ability of both private and public actors to effectively
innovate.

The U.S. cloud sector can be characterized as an innovative industry, which exhibits a few
specific characteristics. First, the rapid and regular development of new processes, products, or
services—many of them disruptive in nature—is critical to their competitive advantage. Their
success depends not on making a particular good or service cheaper, but on creating the next-
generation product. Second, the marginal cost of selling the next product or service is
significantly below the average cost of producing it in innovation-based industries. The digital
content and services industry is perhaps the most extreme example of this. In some cases, the
first version of a service costs hundreds of millions of dollars to create, while additional digital
copies are produced at virtually no cost. Finally, innovation industries depend more on
intellectual property—particularly science- and technology-based |IP—than other industries. For
example, software depends on source codes.

Chinese digital protectionism undermines the three key factors needed to maximize innovation in
the U.S. cloud sector:

1. Ensuring the largest possible markets: For innovation industries with high fixed costs in
design and development, but lower marginal costs of production, large markets are
critical because they enable firms to cover those fixed costs—so unit costs can be lower
and revenues for reinvestment in the next generation of innovation higher. This is why
firms in most innovation industries, like cloud services, are global.
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2. Limiting nonmarket-based competition: Large markets enable firms to sell more. But if
larger markets come with larger numbers of competitors, total sales per firm can remain
the same, or even fall. Conventional wisdom holds that this competition is good for
innovation. However, many studies have demonstrated that innovation and competition
can be modeled according to an inverted “U” relationship, with both too much and too
little competition producing less innovation.® Chinese industrial policy has allowed less
competitive firms to enter and grow thanks to protectionism. Not only this, but China
supports their global expansion.

3. Ensuring strong intellectual property protections: Firms in innovation-based industries
depend on intangible capital, much of it intellectual property. Strong intellectual property
protections are needed to enable inventors to realize economic gains from their
inventions— further giving them the ability to reinvest those profits into the next
generation of innovative activities. However, if competitors are able to enter into or
remain in a market because they obtain an innovator’s intellectual property for less than
the fair market price (through either theft or coerced transfer), they are able to siphon off
sales that would otherwise go to innovators. This could ultimately drive innovators out of a
particular market or out of business entirely.

U.S. cloud firms deserve attention as they are among the most innovative in the world. Google,
Amazon, Microsoft, and others invest more in R&D than nearly all other firms. In 2020, Amazon
invested $40.4 billion, Alphabet (Google's parent company) invested $27.3 billion, Microsoft
invested $19.3 billion, Apple invested $18.8 billion, IBM invested $6.3 billion, and Oracle
invested $6 billion.?° It is not only the total amounts of R&D that’s important to consider, but
also where they were directing it: in targeting cybersecurity, cloud computing, Al, analytics, 5G
and 6G, and mobility.

For example, Google just announced plans to invest over $7 billion in new operations and data
centers across the United States, creating at least 10,000 new full-time jobs in America in
2021.1%° Google will expand data centers in Nebraska, South Carolina, Virginia, Nevada, and
Texas, and the company will establish its newest cloud engineering site in Durham, North
Carolina. Google’'s 2020 U.S. Economic Impact Report outlines how its services (such as Google
Search, Google Play, YouTube, and Google advertising tools) helped provide $426 billion of
economic activity for more than 2 million American businesses, nonprofits, publishers, creators,
and developers. 10!

But Chinese cloud firms are spending more on R&D to close the technological gap with U.S.
competitors. In 2020, Huawei invested $20 billion in R&D, while Alibaba invested $7.4
billion.192 China's top 100 Internet companies increased their R&D investments by $21.9 billion
in 2019, which is a 45 percent increase in R&D spending compared to 2017.1% Huawei boosted
its R&D expenditures from $12 billion in 2018 to $20 billion in 2020, with R&D investments
now accounting for approximately 20 percent of the telecommunications giant's overall
revenue.!0*
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The U.S. cloud sector’s world-leading innovation is also clear in terms of intellectual property
(figure 3).1%° Alphabet, IBM, Intel, Microsoft, and Apple are among the world’s leading
developers of valuable patents, with IBM leading U.S. companies for the 26th year in a row with
a total of 9,100 patents in 2018.1% Of those, more than 2,000 were related to cloud computing.
Other areas of patenting activity include Al, blockchain, quantum computing, and security.!?’

Figure 3: Top owners of cloud computing patents (2010-2018, global, IPlytics analysis)°®
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U.S. cloud firms’ global operations and research network support all this R&D spending and
patenting. Market access is one driver of where U.S. firms setup Al R&D labs, but it’s far from
the only one. For example, in 2019, AWS established an [oT labs in Shenzhen (and Taiwan). It
also operates an Al R&D lab in Shanghai. However, research shows that U.S. tech firm’s global
research operations still greatly benefit R&D in the United States. A Center for Security and
Emerging Technology (CSET) report shows that Amazon, Apple, Facebook, Google, IBM, and
Microsoft have Al R&D labs and staff around the world.!°® For the four companies where CSET
could find information on labs—Facebook, Google, IBM, and Microsoft—they found 62 labs
conducting Al R&D. While most of these labs (68 percent) were located outside of the United
States (with 10 percent in China, with six labs), 68 percent of Al staff at these companies are in
the United States.!1°

Global R&D networks are also necessary to access local talent. A Microsoft Research
representative told CSET, “some of the people we are hiring today in China and India are the
exact same people we would normally be hiring in Redmond, Boston, or NYC, but today they are
not able to get visas to immigrate to the U.S.”!!! This is indicative of the need for the U.S.
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immigration system to make it easy for highly-skilled workers to migrate and work in the United
States.!!? But it also shows how global research and market operations benefit R&D in the United
States.

THE WORLD LEADER: CHINA’S USE OF CENSORSHIP AS A NON-TARIFF BARRIER TO TRADE
China is by far the worst offender in using censorship as a barrier to digital trade. U.S. firms have
lost significant revenue by being blocked or inhibited from accessing and operating in the
Chinese market. Within the Chinese context, censorship means broad, discriminatory, and
arbitrary control over data, digital content, distribution platforms, IT infrastructure, and the
respective firms involved in each. China uses opaque, discriminatory, and arbitrary content
moderation and control rules to severely limit or fully prohibit foreign firms and their digital
products from accessing multiple sectors of the Chinese market. Chinese protectionism in these
sectors has already inflicted significant costs on U.S. trade and firms, and the threat will only
grow with the continued proliferation and acceptance of these practices. While censorship is far
from China’s only (digital) protectionist tool, it is a key one that has led to a generation of
Chinese consumers unaware of the vast differences between their Internet consumption and the
rest of the world’s.

China’s Direct Blocking and Throttling of U.S. Firms

The impact of China’s censorship and blocking of U.S. firms varies along a spectrum: from a
minor, periodic constraint on service access to a severely degraded connection that essentially
makes it unviable from an operational or commercial perspective to a complete block. China has
gradually been ratcheting up the restrictions so that it is more often at the restrictive end of the
spectrum. Frequent blocking and unlocking of websites (and VPNs) can make it hard for firms to
have confidence they will have the communication services they need for day-to-day operations
and international trade.!'3 U.S. firms also report that pushing all traffic through the Great
Firewall adds transmission delays that can significantly degrade the quality of the service, to the
point where it's commercially or operationally unacceptable (thus cutting off market access).!'4

In a similar way, China has “throttled” access to foreign websites to make them so slow as to be
unusable. Throttling is often a precursor to being blocked completely. For example, before
Google was fully blocked, it was throttled for a long time, which had the effect of making it
appear as if Google's search engine was slow and buggy. Furthermore, in 2007, China
temporarily re-directed all China-based requests for Google, Yahoo, and Microsoft to Baidu.!'®
The case of Microsoft’s Bing is typical. When it was blocked in January 2019, Bing was the only
major foreign search engine left in China. News reports quote anonymous sources that stated
that China Unicom, one of China’'s major state-owned telecom companies, had received an order
from the government to block Bing for “illegal content.” !¢ Attempts to access cn.bing.com from
China resulted in a (nameserver) connection error. As of December 2018, Bing held a 2 percent
market share in China (far behind Chinese industry leader Baidu, with 70 percent), but it
enjoyed a niche market for English-language searches.!!’

Most of the foreign online services, apps, or intermediaries that China blocks are rarely revised

and lifted. Firms that have their web services temporarily blocked typically find that this is
simply a prelude to a total and permanent block. The impact of being blocked is cumulative in
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its trade impact; for many services that are already blocked, if they add innovative new services
and products, the block is automatically extended. For example, China’s initial blocking of
foreign search engines has expanded to encompass many email, cloud storage, and other
services. This shows that even if there was a specific politically or socially offensive article to
prompt a block, the extension of this block to new services makes it much more impactful from a
trade and economic perspective.

The status of a range of key U.S. and foreign firms and services blocked or throttled in China:

® Amazon

= Twitch (a live video streaming service) has been blocked since September

2018.118

Local marketplace Amazon.cn shut down in 2019, due to a small market share
(not due to being blocked). Amazon focuses on “cross-border commerce.”!1°
China is among the small number of countries where Amazon Prime Video is not
available.1?°

Box.com

There appears to be a soft block on Box’s cloud and sync services. Users who have
Box pre-installed (e.g., travelers) can generally use the service, or through a
China-specific link. Box appears to work best for those who are visiting rather than
long-term residents. 2!

Dropbox

First blocked in May 2010.122 Temporarily restored in February 2014, but then
blocked again in June 2014.123

Facebook (further details below).

Main Facebook website was blocked in 2009. Instagram was blocked in
September 2014. WhatsApp was blocked in September 2017.124

Operates an online advertising unit for Chinese customers to target foreign
markets. In 2018, China was the second-largest source of foreign revenue for ad
spend on Facebook.1?®

Google (further details below).
= Temporarily blocked in 2002, but was later re-opened. However, Google decided

to withdraw its search engine from China in 2010 and direct all traffic to
google.com.hk (which is blocked in China).!?® Google also operates an online
advertising unit in China.

YouTube was blocked on-and-off in the late 2000s before being permanently
blocked in March 2009.

Also blocked: Gmail, Google Drive, Google Docs, Google Play, Google Translate,
Google Calendar, Google Picasa, Google Groups, Google Keep, Google Voice,
Google Wallet, Google Earth, Google Earth, Google Chrome homepage, Google
Code, Google Blogspot, and Google Feedburner.?’
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® Microsoft (further details below).
= Microsoft OneDrive was blocked in 2014128
= Bing was the last major U.S. search engine blocked in China in January 2019.12°

® News services

»  The Washington Post, The Guardian, Bloomberg, The New York Times, Reuters,
The Wall Street Journal, BBC Chinese, Chosun Chinese, and Google News are all
blocked in China.!

® Qther search engines:

= DuckDuckGo, Baidu Japan, Baidu Brazil, Yahoo Hong Kong, and Yahoo Taiwan
are all blocked in China.!3!

® Pinterest
= Blocked in 2017.132

" Reddit
= Blocked in August 2018.133

® Slack
= Access has been inconsistent for years, despite not being completely blocked.!3*

= China, along with a number of countries have recently blocked certain online
services, including AWS, which hosts Slack, making it very difficult for such
services to access those markets.!3

® Snapchat

= Unclear when first blocked, but Snap has a small research office in China despite
the block.!3¢

" Twitter
= Blocked in June 2009.1%7

Google has been one of the major casualties of China’s approach to censorship and digital
protectionism. It entered China in 2006 with a local search engine, under an arrangement with
the government that required it to purge search results on banned topics.*®® In a first for Chinese
users, Google placed a notice that content had been removed when users searched for it, but this
apparently wasn’t popular with regulators.!3° From 2006 to 2010, Google China fought
skirmishes with the Chinese government over content restrictions.!*° Google struggled to comply
with ever-tightening censorship requirements and a far-reaching hacking attack (known as
Operation Aurora) that targeted everything from Google’s intellectual property to the Gmail
accounts of Chinese human rights activists.4! So, in 2010, Google shut down its search engine.
China’s state-controlled media quoted a State Council Information Office official saying that
“Google has violated its written promise it made when entering the Chinese market by stopping
filtering its search service and blaming China in insinuation for alleged hacker attacks.” #4?
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At this time, Google trailed its main Chinese rival, Baidu.com, with 33 percent market share to
Baidu’s 63 percent.'#* China has since blocked the full suite of Google services (as listed above).
In August 2018, media reports suggested that Google was working on a secret prototype of a
new, censored Chinese search engine, called Project Dragonfly.!* In mid-December 2018,
Google suspended its development efforts, in part due to political opposition in the United
States.!*5 China has gone so far as to block Google Scholar, a benign search engine for academic
literature that many researchers rely upon. Lack of access to this service clearly inhibits China’s
broader innovation goals.'4¢ Media reports stated that Google Scholar was on a priority list to be
allowed back through the Great Firewall, but this hasn’'t happened.!#

Since 2010, Google has maintained only limited connections and entry points into China. It has
an active business distributing online ads for desktop computers and mobile applications, and
Chinese makers of smartphones use its Android mobile device software. Google has setup a
research center that focuses on Al, but the focus will be on developing Al for global products.!4®
In 2018, Google’s revenue in Greater China (which includes mainland China as well as Hong
Kong, Macau, and Taiwan) grew more than 60 percent to more than $3 billion.'#° In 2018,
Google indirectly accessed China via a $550 million investment in prominent Chinese online
retailer JD.com. As part of this, Google and JD.com formed a strategic partnership where the
latter connects its supply chain and logistics expertise with the Google Shopping platform. %0
JD.com also setup a Google Express site in March, 2019.1%! Together, the partners aim to
compete with Amazon and Alibaba, especially in fast-growing south east Asian markets.!%?
However, the Google Shopping portal is blocked in China.

Facebook’s main social network site was blocked in 2009, followed by Instagram in 2014, and
Whatsapp in 2017. But this has not stopped Facebook from repeated attempts to access the
market.!53 In 2016, Facebook started developing software tools for third parties to use to abide
by censorship laws as it relates to stories and topics that may appear on the social network.!%* In
2017, Facebook developed a photo-sharing app called “Colorful Balloons” that was released
through a separate local company (without providing the firm’s name).!® In 2018, there were
media reports that Facebook had gained approval to open a subsidiary in the Chinese province of
Zhejiang, which Facebook said it would use for research. But then the registration disappeared
and references to the subsidiary were partly censored in Chinese media. Media reports state that
the approval was rescinded after a disagreement between officials in Zhejiang and the
Cyberspace Administration of China, claiming the latter had not been consulted more closely.!%
This incident underscores how much of a challenge it is for Facebook—a global social network—
to get into China in any meaningful way. It also highlights how U.S. firms seeking to enter the
market must navigate multiple, often opaque rules and laws within a system in which cities,
provinces, and national government agencies all vie for influence and can make key decisions.

Facebook is now limited in how it can operate in China. Facebook has setup an experience center
through a Chinese advertising partner (Meet Social), where potential customers learn how to
advertise on Facebook to access customers elsewhere around the world. In 2019, Meet Social
reportedly expected $1 billion to $2 billion in ad sales on Facebook and Instagram.'*’ In total,
Facebook’s revenue from Chinese-based advertisers reached an estimated $5 billion in 2018, or
about 10 percent of its total sales.!®
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Apple has major operations in China. In the 2019 financial year, Apple earned $44bn in revenue
in Greater China, mostly from selling iPhones.!%° However, to do so it had to agree to store
Chinese user data in the country and to remove offensive apps, such as news and VPN apps,
from its app store. Apple removed 805 apps in China from 2018 to 2019.1%° Most recently,
Apple removed the app game “Plague” following the coronavirus outbreak.!®!

While standard iPhone services like iMessage work in China, many paid offerings that help Apple
generate revenue from services related to its devices aren't available in China. Only six months
after launching in China, Apple closed the iTunes Store (Apple Books, Apple TV, Apple News,
and iTunes Movies) in April of 2016.12 While the Chinese government initially approved Apple’s
introduction of the services, a few months later the State Administration of Press, Publication,
Radio, Film and Television demanded it be closed.!* China’s blocking extends to newer services
like Apple TV+ video streaming, the Apple Card, Apple Arcade, and the News+ subscription.!¢*
While China is a huge market for Apple and its smart devices, the company’s ability to earn from
associated services is severely constrained. This puts a sort of cap on its current and future
profitability.1®

China’s Cloud Market Access Restrictions

Despite U.S. firms being world leaders in cloud services, China’s discriminatory and restrictive
market access and licensing regime means that there are very few U.S. cloud providers in China.
For most U.S. cloud service firms, it's essentially closed. Given U.S. cloud firms can’t provide
these services on a cross-border basis (largely due to restrictive Chinese policies), the only option
to access the Chinese market is to establish a contractual partnership with a Chinese partner (in
order to get the necessary licenses), which includes handing over valuable technology,
intellectual property, know-how, and branding.'¢® U.S. cloud providers have no direct relationship
with customers in China and no ability to independently develop their business, or those of their
partners. Companies’ efforts to build business thus inevitably build up the Chinese partner, who
may well become a future global competitor.

This is exactly China’s goal. As U.S. cloud firms have told USTR during Special 301
investigations, China uses a restrictive, yet ambiguous, licensing process to benefit Chinese
cloud computing businesses and pressure technology transfer. China first tacitly permits foreign
investors to partner with licensed Chinese cloud service providers to gain market access, and
then, once key technology and know-how is injected into these partnerships, China resolves the
regulatory ambiguities that necessitated these arrangements in favor of the Chinese partner,
resulting in the transfer of technology to the Chinese partner.'®” These are just some of the
reasons why U.S. firms want greater, clearer market access (and not through joint ventures).

China’s cloud market has become more restrictive over time. In 2015, China released regulations
for several services it considers value-added telecommunication services (VATS). By categorizing
Internet-based services (e.g., cloud computing, big data, and other information services) as
telecommunication services, and not as “computer and related services,” it has much greater
freedom to restrict market access to foreign tech firms. This is because China made
commitments as part of its accession to the WTO in 2001 to provide nondiscriminatory treatment
and market access to foreign firms in “computer and related services.” 1% This category of
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Internet-based computer services includes email, voicemail, online information and database
retrieval, electronic data interchange, enhanced facsimile services, code and protocol conversion,
and online information and/or data processing.!®® Essentially, China’s approach is a technical
work-around to avoid its commitment to open its market for Internet-based computer services to
foreign competition.

China then introduced a requirement for telecom and ISPs to apply for licenses for each
subcategory of VATS services, raising the potential for government agencies to discriminate
against foreign firms.1’° For example, China’s new subcategory, “Internet-based resources
collaboration services,” means that providers of cloud computing application services including
laaS and PaaS have to apply for multiple licenses, given some firms and services cross over into
multiple categories. As SaaS is considered too close to information services, which China is
extremely sensitive to for censorship reasons, it is essentially closed and considered separately as
part of its service and licensing requirements.

In 2016, China made another set of significant changes to its licensing and regulatory regime
that further discriminated and restricted U.S. technology firms involved in cloud computing, big
data, and other information services. In October 2016, the Ministry of Industry and Information
Technology released the “Notice on Regulating Business Behaviors in the Cloud Service Market,”
which outlined how foreign cloud companies are forbidden from working via local partnerships in
any capacity beyond “technical assistance.” It is not specified what is allowed under “technical
assistance,” but based on current practice, it means that U.S. firms are only allowed to license
their goods (software and hardware) to their (forced) local partners and show them how to use
them. The notice further specifies several activities that cloud service providers cannot perform,
such as sign contracts directly with end users. In March 2017, 50 U.S. lawmakers complained
about these new rules in a letter to China’s ambassador to the United States, stating that the
change would force U.S. companies to essentially transfer ownership and operations of their
cloud systems to Chinese partners (which is essentially what it did).!”! USTR’s 2018 broad-
ranging investigation into China’s acts, policies, and practices related to technology transfers,
intellectual property, and innovation noted, “According to numerous submissions in this
investigation, an important example of how ambiguity in China’s administrative licensing process
is used to pressure technology transfer arises in the field of cloud computing.” 72

China’s discriminatory licensing process and restrictive JV requirements keep many leading U.S.
cloud firms out, and, of those few it lets in, it strictly controls how they operate. As of 2009,
although there were over 20,000 local companies licensed to provide VATS in China, only 30 or
so licenses were issued to foreign companies, including five U.S. companies.?’® More recent
industry estimates state that only around 5 percent of VATS licenses go to foreign firms. As
USTR notes, although not explicitly stated in rule or policy, China appears to apply an economic
needs test to new entrants in this sector to avoid “unhealthy competition.” 1’4 By that, they mean
fair competition. This section analyzes the role of China’s growing cloud market in the global
market and the operations of some of the few U.S. cloud service providers in China.

The global nature of cloud computing and China’s large and growing digital economy means that
forgoing China’s market is simply not a commercially viable option for U.S. cloud firms.
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Furthermore, many of their multinational customers demand globally available services. This is
why a few large U.S. firms have run the gauntlet and setup operations in China, all within the
confines of its strict conditions. For example, Microsoft partnered with 21Vianet (in 2014), SAP
with China Telecom, and IBM with a group of local companies.!’®

China’s market restrictions have forced U.S. cloud service firms to use a few different models to
enter and compete in China, each with their own advantages and disadvantages (in terms of
capital intensity, compliance burden, and the range of services they're able to offer).
Furthermore, of the few U.S. firms that do operate in China, they essentially must develop
separate local services and infrastructure to their global operations. U.S. firms operate their
China data center services (such as laaS and PaaS) separately from their global cloud services.!7®
Either way, U.S. firms are severely restricted in what they can do, often being constrained to
arrangements whereby they license their products to their local partners, who set up and run the
data centers and cloud services and manage relations with end users.

China has broad data localization requirements that make it illegal, or uncertain and very
difficult, for U.S. cloud firms to transfer data out of China.’’ It also prohibits them from
providing many cross-border cloud services and creates technical and operational issues for U.S.
cloud firms, such as being able to seamlessly transfer data in and out as part of software
updates, debugging, technical upgrades, and other cross-border services. China would need to
provide broad digital market access to make it meaningful for U.S. cloud firms given the critical
role of value-added services that U.S. firms deploy alongside their cloud services, whether this is
consumer-facing services (such as email) or enterprise-facing (such as VPNs and data analytic
services).

Generally, China’s market is broken down into three components for U.S. firms to target:
domestic firms, multinational companies, and Chinese firms expanding into overseas markets.
Basically, U.S. cloud firms are competing to accelerate the globalization of Chinese firms, while
empowering foreign multinationals in terms of their cloud needs in China. U.S. firms are more
competitive in these two categories given they have larger global operations for these firms to
use, but Chinese firms are rapidly expanding global operations, meaning this advantage will
diminish.

In 2014, Microsoft launched its Azure cloud services in a partnership with 21Vianet, which was
the first international public cloud service to become generally available in China. Microsoft
plans to expand its partnership, effectively doubling its cloud computing capacity in China.!’®
Microsoft Azure’s partnership is not a JV, but a licensing agreement, with Shanghai Blue Cloud
Technology Co., Ltd., which is wholly owned by 21Vianet. This licensing model is reportedly what
the Chinese government prefers, as it gives the local partner even greater control over data center
operations. For Microsoft, it provides a local partner to then sell and service a broad range of
software (especially its Office 365 portfolio) and to compete in the otherwise excluded SaaS
market. In 2018, Microsoft’s Office 365 (which is a type of SaaS) became a leader in China’s
SaaS market.1”? However, since Azure is laaS, Microsoft is limited in what it can do. 21Vianet
independently operates, provides, and manages the delivery of Microsoft cloud services. It also
provides subscription and billing services, as well as support.'® However, indicative of China’s
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huge market potential, even with these restrictions, Microsoft has reported growth of over 100
percent in some quarters. Also indicative of the critical role that cloud market access plays in
allowing firms to offer a broader range of services, Microsoft has over 17,000 local IT system

integrators that use its services.

Amazon Web Services (AWS) has had a tortured experience in China. For example, in April 2019,
Amazon closed its Chinese e-commerce marketplace.'® In January 2021, a Beijing court ruled
that AWS cannot use its AWS logo in China as it belonged to a Chinese company.'®? Furthermore,
China forced Amazon to sell part of its China operations to its local partner to comply with new
laws (further explained below).

However, despite very restrictive access, AWS remains engaged and is expanding services to
seize as much market share as it can. AWS has data centers in Ningxia, Beijing, and Hong Kong.
China is the only country outside of the United States with three AWS regions. AWS partners with
Beijing Sinnet Technology Co. to operate the AWS China cloud-computing service in the Beijing
region. In November 2017, AWS sold the hardware for its cloud computing operation to Sinnet
for $300 million, reportedly to meet Chinese regulations which forbid foreign companies from
owning or operating certain technology for the provision of cloud services.!8 Amazon made the
sale in advance of Ministry of Industry and Information Technology (MIIT) plans to force firms to
apply for a new operating license by the end of 2017. Since then, AWS has also partnered with
Ningxia Western Cloud Data Technology Co (NWCD) to operate data centers in Ningxia.'8* Similar
to Microsoft, AWS provides technology, guidance, and expertise to NWCD and Sinnet, while
NWCD and Sinnet operate and provide AWS Cloud services to local customers.!&

What this means is that AWS China operates apart from AWS'’s global regions. AWS China uses
local management console and account systems for billing and support charges, which use their
own authentication for access to AWS services in China. AWS customers need to access AWS
services in mainland China and Hong Kong using respective portals, which are not the same as
those they'd use to access AWS services elsewhere around the world. Furthermore, AWS has
more than 175 fully-functional, global services for its customers to use; however, many are not
available in the China region.!® Even within China, some service offerings differ. While AWS
services are generally available in both the Beijing and Ningxia regions, some services are only
available in one of the two regions. For example, AWS loT Analytics is limited to businesses in
the Beijing region.

AWS'’s operations in China continue to expand and evolve to grow market share. In 2019, AWS
added a new Asia-Pacific region in Hong Kong. In March 2021, AWS announced it is expanding
its partnership with NWCD to provide 130 percent more cloud capacity, and that it’ll open a
third cloud zone as part of its Beijing-based operations.!®” AWS also seeks to close a gap in
offering new services. For example, it launched AWS Marketplace China in 2020, with more than
200 third-party software offerings. Similarly, AWS is expanding its Partner Program (who are
specialist third parties that use AWS to build solutions and services for customers) through
strategic partnerships with well-known domestic and foreign IT providers such as KPMG,
Capgemini, Deloitte, Digital China, Ultrapower Software, and Futong. It has also designated 43
local partners as AWS Competent, which shows they are especially adept at using AWS services.

33



Like other U.S. cloud firms in China, AWS is targeting Chinese firms expanding into overseas
markets such as CIMC, Globalegrow, Cheetah Mobile, Midea, OnePlus, and Huya. For example, it
only took AWS five days to complete the global deployment and migration of all of OnePlus’s
overseas shopping sites onto a global system to support its overseas businesses.!®® As another
example, AWS only recently announced that it will provide global cloud services for Chinese tech
firm Huami (a wearable computing device vendor with operations in 70 countries and regions).

In 2015, Oracle (the largest enterprise software company in the world) partnered with Tencent to
provide its SaaS, PaaS, and laaS services.!®® Oracle provides the technology that powers its data
centers, while Tencent Cloud provides service for consumers. Oracle has operated in China for
about two decades, owns 14 branches, five R&D centers, and has nearly 5,000 employees in the
country. Oracle's Asia Pacific arm accounts for about 16 percent of the company’s total
revenues. In 2019, Oracle closed its R&D center in China.®®

Google Cloud does not operate in mainland China. In mid-2020, Google reportedly considered a
new initiative (called “isolated regions”) that would have allowed it to try and re-enter China.
Google considered allowing third parties to control and manage its cloud services—such as via a
locally owned company or a government agency (which it does not currently do)—in no small part
due to China’'s market restrictions (as well as those in Europe).'®! This follows reported talks
between Google and a Chinese firm in 2017 about the potential to setup a partnership to provide
cloud services in China.

China’s Cloud vs. the Global Cloud

Censorship related restrictions have a direct impact in both a given market and in other markets
around the world. China's restrictive approach to cloud services at home, alongside the global
expansion of Chinese cloud firms, reflects this. China is the world’s second-largest cloud services
market. COVID-19 only accelerated its rapid growth, as China directed economic stimulus
spending into supporting digital adoption.

China’s cloud services market is worth tens of billions of dollars and is growing rapidly. !°2 For
example, China’s SaaS market alone grew 13-fold from an estimated 3.5 billion yuan in 2013
(nearly $500 million) to 47.3 billion yuan (nearly $6.7 billion) in 2020 (see figure 4).1% Total
cloud spending was worth an estimated $5 billion in the third quarter of 2020 alone.** As figure
4 below shows, China's cloud market is growing rapidly. In the first quarter of 2020, China’s
cloud infrastructure spending increased 67 percent year on year to $3.9 billion, maintaining its
No. 2 position behind the United States, according to data from Canalys.!®® China’s spending
accounted for 12.5 percent of the world’s total ($34.6 billion) investment on cloud infrastructure
in the first quarter of 2020 compared to 10 percent in the same quarter in 2019.1% In the same
time period, International Data Corporation (another commercial market analysis firm) reported
that China' s SaaS market segment grew 57.6 percent year-over-year, while the PaaS segment
expanded 64.6 percent. The sum of these two markets increased by 58.7 percent year-over-
year.!®’
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Figure 4: China’s software-as-a-service (SaaS) cloud market (billion yuan, 2013-2017).'9
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China’s cloud market retains enormous growth opportunities. Chinese firms spent around 14
percent of their total IT budget on cloud services in 2017—more than double the amount spent
in 2013. However, even with this growth, China still lags behind global peers in terms of cloud
expenditure. In the United States, for instance, cloud spending accounted for around 29 percent
of the total IT budget in 2017, up from around 14 percent in 2013 (figure 5). This is indicative
of the enormous growth potential that remains.
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Figure 5: China vs. U.S. cloud expenditures (percent of total IT budget)'®®
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The absence of U.S. firms has allowed local Chinese firms to grow and seize the majority of
China’s domestic cloud market, which is dominated by local providers, such as Alibaba Cloud,
Tencent, JD Cloud, Huawei, and Baidu, as well as niche players like ChinaC, ChinaCache,
ChinaNetCenter, Kingsoft Cloud, Qingcloud, Qihoo 360 Technology, Qiniu and UCloud, among
others. In China, in the first half of 2020, Alibaba Cloud, Tencent Cloud, Huawei Cloud, and
China Telecom together held around 44, 14, and 14 percent market share, respectively,
according to Canalys. Amazon was the fifth-biggest cloud provider with around 7 percent;
altogether, foreign firms make up around 20 percent of the market.2%°

Indicative of the importance of the cloud sector to Chinese tech firms, Alibaba's revenue from
cloud operations grew 50 percent during the quarter ended December 2020 to $2.47 billion,
accounting for around 7 percent of the company’s quarterly revenue. Signaling the market
opportunity, Chinese firms (often supported by government policy) are investing huge amounts in
new data centers. For example, in May 2020, Tencent Cloud stated it plans to invest $70 billion
in digital infrastructure to expand its cloud computing, Al, blockchain, and cybersecurity
capabilities over the next five years. Similarly, in April 2020, Alibaba Cloud stated it planned to
invest around $29 billion over the next three years on cloud infrastructure.20!

The main saving grace for U.S. cloud firms is that the U.S. laaS and PaaS market remains
significantly larger than China’s, and it is also growing quickly (20+ percent a year).?°> The global
public cloud services market grew 6.3 percent in 2020 to $257.9 billion, up from $242.7
billion in 2019 (figure 6).2°% SaaS remains the largest market segment and is forecast to grow to
$104.7 billion in 2020 due to more firms shifting from on-premises license software to
subscription-based SaaS models, in conjunction with the increased need for new software
collaboration tools during COVID-19. The second-largest market segment is cloud infrastructure
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as a service (laaS), which was forecast to grow 13.4 percent to $50.4 billion in 2020.2%
Indicative of the pace of growth, between 2018 and 2019, global public laaS and PaaS markets
doubled in size (see figure 6).2° But whereas U.S. firms can obviously compete for a share of the
growing demand for cloud services at home and in most other countries around the world, it can't
in China, which represents a large part of the global market.

Figure 6: Worldwide public cloud service revenue and forecast (millions of U.S. dollars)2°¢

2019 2020 2021 2022

Cloud Application Infrastructure Services (PaaS) 37,512 43,498 57,337 72,022
Cloud Application Services (SaaS) 102,064 104,672 120,990 140,629

Cloud System Infrastructure Services (laaS) 44 457 50,393 64,294 80,980

On a global basis, Amazon’s worldwide market share of the public cloud has held relatively
steady at around 38-40 percent, while Microsoft, Google, and Alibaba have all steadily gained
market share (see figure 7).2%” These four leading providers generally account for around 70
percent of the worldwide market for laaS and PaaS. These leading firms are followed by
Salesforce, IBM, Oracle, Tencent, and a large group of companies with minor market shares (see
figure 8). The rest of the market is comprised of hosted and managed private cloud services,
where IBM is the market leader alongside companies like Rackspace and OVH.?%¢ (See the next
section for a competitive analysis of Alibaba Cloud and Tencent Cloud).

Figure 7: Global public cloud services—market share trends (Public 1aaS and Paa$S).2%°
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Figure 8: Global cloud provider's competitive positioning (laaS, Paa$S, hosted private cloud, third
quarter, 2020)2'°
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Censorship Is One of Many Barriers to Trade in Cultural Content in China

China’s Communist Party has centralized, strengthened, and expanded the censorship
mechanisms it uses in an attempt to protect itself at home and abroad. U.S. content creators
face major market access and operational issues that are directly and indirectly related to
censorship. The Great Firewall and explicit censorship review process is just the tip of the
iceberg in terms of market restrictions U.S. content creators face in China, which are often part
of a complicated and often opaque legal, political, and bureaucratic process. Indicative of this,
the International Intellectual Property Alliance reported that the ability of U.S. producers to
compete in the Chinese marketplace for all audiovisual content was even more drastically
curtailed during 2019, with licensing opportunities on all distribution platforms significantly
hampered, through opaque regulations, obscure content review processes, and a “soft ban” on
new or never released U.S. imports.?!! This has effectively prevented access by U.S. content
creators and distributors to one of the largest consumer markets in the world.

The impact of China’s censorship and market restrictions on U.S. movie exports has grown more
costly over time. Before COVID-19 hit, China was on track to overtake the United States as the
world’s largest movie market in 2020.2'2 While U.S. movie-ticket sales (pre-COVID) are relatively
flat, China’s have more than tripled since 2011.2!2 China has become an important market
delivering profits that support Hollywood’s blockbuster franchise offerings. Overseas box office
revenue is what often turns somewhat new and ambitious films (like Interstellar or Life of Pi) into
blockbusters. The Hollywood releases that break out in China are generally the same ones that
succeed globally.2!* While China cannot be counted upon to bail out big-budget movies that
bomb in the United States, U.S. content producers wants to (at least) be able to count on
potential revenue to justify the budgets that keeps the industry growing.
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The impact of China’s censorship and market restrictions on U.S. video game makers is similarly
clear. China’s rapidly expanding video game market already accounts for 33 percent of total
global revenue for PC and mobile gaming, but foreign games make up only a small minority of
the games approved by censors. In 2019, of the 1,570 games approved, an overwhelming 88
percent (1,385) titles were domestic, a phenomenon not seen in other countries where titles by
major U.S. and Japanese developers have a large share of the market. The justifications for
blocking games can be as arbitrary and vague as “overly obscene or immoral” content and
“cultural content.” The lack of a clear criteria and a transparent approval and appeal process
gives Chinese officials a free hand to block foreign content not just in their rapidly expanding
gaming market, but also in the equally enticing Chinese movie and TV markets.

Discriminatory and Opaque Content Review Processes: Video Games, Movies, and TV Shows

The formal content review process that every video game, movie, and television show undergoes
in China is based on vague and non-transparent criteria, which are applied inconsistently,
creating an unpredictable and burdensome market access restriction.?!> Similarly, U.S. firms are
prohibited or limited from entering multiple key sectors in China due to opaque, discriminatory,
and often arbitrary content regulations and moderations.

Reviewers may require various changes, such as edits in the script, obfuscated translation, and
title changes. Sometimes the censors simply don’t respond, thus denying access. Furthermore,
U.S. content creators must submit full seasons of television shows (rather than as episodes are
developed), which also delays distribution, instead of allowing advance registration and rolling
approval for content as it's finalized. U.S. films are also often locked out from prime release
dates.

In a similar way, the State Administration of Press and Publication’s (SAPP) opaque,
unpredictable, and restrictive Chinese censorship has affected the approval and distribution of
video games. In 2018, China stopped all game license reviews, which severely affected both
domestic and foreign firms and game distributors (due to a restructuring of departments and new
rules for video game oversight).?® While the actual content being censored is often not political
(such as intimacy, pornography, and violence), the criteria is often vague and unevenly enforced.
For example, "anything that harms public ethics or China’s culture and traditions" and "anything
that violates China’s constitution" are both prohibited in Chinese videogames. Once SAPP started
reviewing game licenses again after a nine-month hiatus, it quickly approved nearly 1,000
games, which included 30 foreign games.?!’

Having clear and predictable access to China’s video game market is a huge issue as China
overtook the United States as the world’s largest video-game market in 2016.2'8 As an industry,
video games are now worth three times more than movies globally.?!° China’s rapidly expanding
video game market already accounts for 33 percent of total global revenue for PC and mobile
gaming, but foreign games make up only a small minority of the games approved by the
censors.??°

However, the impact of Chinese restrictions are clear. In 2019, of the 1,570 games approved, an
overwhelming 88.2 percent (1,385) of titles were domestic, a phenomenon not seen in other
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countries where titles by major American and Japanese developers enjoy the majority of the
market share.??! The justifications for blocking games can be as arbitrary and vague as “overly
obscene or immoral” content, “cultural content,” or even displaying any on-screen text not in
simplified Chinese.??? These rules give Chinese officials a free hand to block foreign access to
the rapidly expanding and lucrative gaming market.

This isn't to say that China would be an easy market to compete in. China is a daunting market
for foreign firms—93 percent of total spend on Apple’s iOS mobile operating system in China is
spent on Chinese games, which is more localized than any other country, including Japan or
South Korea.??® This shows that even without restrictions, U.S. firms would have their work cut
out given local preferences, complex distribution systems, and how successful Chinese game
developers and platforms have been. But they (again) should have the opportunity to compete on
the same terms as local developers.

China Use of Quotas and Revenue Sharing Limits to Restrict U.S. Market Access and
Profitability

China uses explicit quotas to limit U.S. market access to their theatrical film sector. Since 1994,
China has placed a quota (at that time it was 10) on the number of foreign films that can be
shown in Chinese theatres. In 2002, the quota increased to 20. In 2009, the United States won
a WTO trade dispute challenging China’s restrictions on foreign films (that they only be imported
through a few government-designated intermediaries) at the WT0.2%* In 2012, the United States
and China negotiated an increase in the quota from 20 to 34.2%° The 2012 agreement also allows
foreign movie makers to keep a bigger share of the box office takings, increasing from 13 percent
to 25 percent, a rate that is significantly lower than in market-based economies.

This quota mainly affects the major U.S. studios, as a few dozen foreign independent films also
get approved for release each year. Both sides agreed to re-negotiate the quota five years after
the 2012 revision, but there hasn’t been any further progress because the issue succumbed to
the broader U.S.-China trade war.??® The formal quota comes on top of an unofficial policy of
manipulating the market to ensure Chinese movies account for a 60 percent box office share.??”
On top of all of this, studios have had problems getting paid for what they are allowed to
distribute in China. For example, a Motion Pictures Association-requested audit of the Chinese
box office in 2016 showed that Chinese cinemas underreported box office numbers by 9 percent,
which, given the revenue sharing arrangement, meant U.S. studios were underpaid by about $40
million.228

China’s Use of Distribution Restrictions

Quotas and censorship are far from the only issues facing Hollywood. The International
Intellectual Property Alliance reported that the ability of U.S. producers to compete in the
Chinese marketplace was drastically curtailed during 2019, with licensing opportunities on all
distribution platforms significantly hampered, through opaque regulations, obscure content
review processes, regulatory delays, and a “soft ban” on new U.S. imports.??® The former State
Administration of Press, Publication, Radio, Film and Television (SAPPRFT) prohibits the cross-
border supply of online video services, foreign suppliers from qualifying for a license to distribute
content domestically (theatrical distribution is dominated by two state-owned firms), and the
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foreign majority ownership of firms engaged in the production and publication of audiovisual
content.?° China also has ‘blackout’ periods when foreign films aren’t allowed to be shown—
even if they've been approved—such as Chinese New Year.

Investment Restrictions Keep U.S. Streaming Services and their Content Out of China

China uses investment restrictions and regulations to preclude U.S. streaming services from
operating in China and from providing services on a cross-border basis. According to Mathew
Alderson, a partner at Harris Bricken Attorneys & Consultants in Beijing, “The operation of a VOD
[video on demand] service by Disney+, or any other foreign streamer, would require a major
change to the negative list [the official set of foreign investment guidelines that precludes cross-
border VODs].”23! SAPPRFT and other Chinese regulatory authorities have also taken actions to
prevent the cross-border supply of online video services (no doubt, they'd inevitably cite some
censorship-related rationale if pressed), which may implicate China's WTO commitments relating
to video distribution.?32

SAPPRFT also required that all video platforms be state-owned, thus preventing foreign suppliers
from qualifying for a license to distribute content. At the same time, several Chinese companies
(including Alibaba) appear exempt from some requirements.?3* Furthermore, China doesn’t allow
foreign firms to hold a majority share in entities engaged in the production and publication of
audiovisual content.

The measures block leading U.S. streaming services from entering the Chinese market. Disney’s
subsidiary Hulu, as well as its own streaming service Disney+, are unavailable in China.
Ironically, the Marvel Cinematic Universe franchise (also owned by Disney) includes some of the
most successful foreign films to be distributed in China.?3*

HBO is able to distribute some content in China, although its streaming service HBO Max is
blocked. HBO partners with domestic Chinese media giant Tencent, allowing the company’s
content to be streamed through Tencent’s services, but also subjecting HBO to arbitrary
censorship. A recent flashpoint came when HBQO’s main website was blocked by Chinese officials
following a John Oliver segment criticizing Chinese President Xi Jinping.23®

Netflix, the world’s largest streaming service, made a similar arrangement to allow its content to
be streamed in China, but the company had to leave the market in 2017. In order to bypass the
ban on cross-border VODs, Netflix partnered with iQiyi, a subsidiary of Chinese streaming giant
Baidu. This partnership was not renewed in 2017, with iQiyi CEO Gong Yu citing “the
verification system and users’ tastes” as the principal reason, further adding that iQiyi has
“partnered more with the six traditional major studios, in the U.S. and other regions,”
eliminating Netflix from the equation.?3¢

U.S. Firms in China Show the Difficulty in Navigating China and the Value of Market Access
There are U.S. digital and tech firms that have succeeded in entering and navigating China’s
market restrictions, including those directly and indirectly relating to censorship. The cases
below highlight how difficult this is and why it’s important that U.S. policy fight for greater,
clearer market access given the revenue it provides these firms. Also, it provides potential
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datapoints and case studies to use to estimate the cost of censorship for select firms and

sectors. These cases (and others like them) show that foreign firms can successfully compete
against Chinese competitors even when there are local requirements related to data and content
that are significantly different to other major markets. They’ve found an equilibrium between the
laws of their home market and Chinese laws, while still being successful. These experiences
provide a blueprint, and perhaps a cautionary lesson, for other foreign tech firms wanting to enter
China, as well as policymakers regarding what approach is most effective for both trade and
human rights.?%’

Airbnb

While Airbnb is not directly involved in censorship related activities and content, it's indirect
involvement and compliance and cooperation with local laws and government agencies has
contributed to its success in China. It’s among the few clear examples where a foreign
technology firm can be successful when given the opportunity to compete on fair terms. For
Airbnb, China is a critical source of both outbound customers (Chinese tourists travelling
overseas) and local hosts for domestic and foreign tourists. As of October 2016, more than 3.5
million Chinese travelers used Airbnb listings around the world.?3® Airbnb faces stiff competition
from Chinese rivals, such as Tujia.com and Xiaozhu.com, forced to comply with the same
requirements. Airbnb used these outbound Chinese tourists and its global network (which its
local competitors don’t have) to build up its domestic operations in China. In 2018, Airbnb
reported that 91 percent of total nights booked within China were booked by locals.?° The
company has also introduced premium services and expanded into many second and third-tier
cities.

Airbnb setup local operations to both abide by local laws and to ensure its services were tailored
to the market. In 2016, the company setup a new business entity to manage operations in China.
It has moved to store its data in China and has cancelled bookings during politically sensitive
events (such as China's National People's Congress).?*° In March 2018, Airbnb stated that it
would comply in sending customer details to Chinese government authorities, in order to abide
by local regulations that require foreigners to register their accommodation with police (hotels
have done this for a long time).24! Listings and foreign operations are not affected by these
requirements. In November 2019, Airbnb’s China president Tao Peng highlighted that localizing
its platform is the key to success in China. It has changed its local name (to Aibiying in Chinese)
and doubled its staff (to 500) in Beijing, in part to build a customized version of its platform to
better suit local preferences, including the use of WeChat Pay and Alipay.?*? Airbnb wants to find
a home in the notoriously difficult and cloistered market, and thus far, it has done a pretty good
job of doing so0.243

GitHub

GitHub—the largest public code repository in the world that allows developers to collaborate on
projects—presents an interesting case as to the potential limits of censorship given how it affects
China’s broader digital development goals. GitHub (owned by Microsoft) is a U.S.-based global
company that provides hosting for software development. It's known as a critical repository for
open-source code, providing the vital digital infrastructure on which much of the multibillion-
dollar software business depends. While Microsoft does not publish GitHub’s financial
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information, if the number of developers is a guide, China is its second-most-important market
after America, and one of the fastest growing.?*

On January 21, 2013, GitHub was blocked in China due to DNS hijacking. The blocking of
GitHub gained greater attention in the country after the former head of Google's China
operations, Kai-Fu Lee, posted about it on Sina Weibo (China's version of Twitter), where it was
re-tweeted over 80,000 times.?*® He made the case that “blocking GitHub is unjustifiable, and
will only derail the nation's programmers from the world, while bringing about a loss in
competitiveness and insight.”?%® The block was lifted on January 23, 2013. However, access to
GitHub from China can still be slow and unreliable. More recently, Chinese programmers have
used GitHub to complain about working conditions in China’s tech sector.?*” It also remains a
popular platform for creating and sharing anti-censorship software tools within China.?*®
However, in this case, China did not block GitHub. This placed Microsoft, which has extensive
operations in China, in a potentially difficult situation, given it has introduced a tailored version
of Microsoft Office for Chinese government use. GitHub has already received notices from
China’s government to remove content. In 2019 it received five notices from China’s Ministry of
Public Security to take down content related to Falun Gong (a religious group).?*°

In December 2019, media reports stated that GitHub was moving to setup an office in China.?®
In response to a question about China, GitHub CEO Nat Friedman reportedly said that “on net,”
the company’s approach “is that we want to lean towards more access to GitHub for every
developer, even in countries that aren't democratic, even in teams that are doing things that we
might disagree with.”?%! While a GitHub subsidiary in China will make censoring easier for
individual projects, such as Great Fire products, it will likely also provide greater regulatory and
market certainty for the firm.

LinkedIn

Linkedln, another Microsoft unit, is among the few prominent foreign tech platforms that are
legally allowed in China and that have been successful in the market.?®? In 2014, LinkedIn
agreed to censor content when it decided to enter China.?%3 In 2019, LinkedIn’s transparency
report showed it received two requests for member data from China’s government (this contrasts
with 663 for the United States in the same time period) and 17 requests for content removal (of
which it took action on 14).2% Part of LinkedIn's success is that it formed a partnership with two
influential Chinese venture capital investment funds—who built a good relationship and
communication channel with the Chinese government—to create a separate China-based
operation.?%® The company also focused on the specific characteristics of the Chinese market. It
hired local staff who, in part, created a stand-alone app to bring LinkedIn, a service built around
email and computers, to China’s smartphone-dependent population.?% But even here, it has to
adapt to the fact that Chinese users rely more on messaging apps than email, thereby pitching it
against WeChat and other larger social networks. LinkedIn isn’t trying to compete against the
“super apps” like WeChat, but to grow as a career development platform.2%” Despite all these
challenges, it has found a market with tens of millions of users (reported at 47 million in
2019).2%8 While its success may be modest, it is indicative of what should be possible for other
U.S. firms if given the chance to enter and compete in China.
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Steam

An anomaly in China’s restrictive approach to video game censorship is Steam (owned by Valve,
an American video game developer), which remains accessible (without a VPN) to Chinese users.
With Steam, only community features like forums and adult games on the platform are
blocked.?*° Indicative of the opportunity for foreign firms if they’re able to abide by Chinese law
and operate in these censored sectors, the Chinese market is incredibly valuable for Steam: it
has an estimated 40 million Chinese players and hundreds of game developers. Many local
games have been very successful, as well, indicating how local Chinese developers can benefit
from working with global platforms like Steam.?¢® In 2018, Valve announced its intent to partner
with a local firm and develop a China-specific Steam platform.26!

Zoom

Zoom—the video-chat service that operates in more than 80 countries—recently tripped two
major landmines that demonstrate how U.S. companies need to establish clear boundaries
between operations involving China and other markets, given how censorship requests in the
former can quickly spillover to the later. No doubt, Zoom has made mistakes, but it has admitted
and addressed many of these in an effort to operate by local laws in China and elsewhere.?%? It
made these challenging adjustments while expanding from 10 million meetings a day in
December 2019 to 200 million meetings a day in March 2020.25% The company’s experience
provides useful lessons for other U.S. firms and policymakers.

Zoom is headquartered in San Jose, California and is listed on the NASDAQ. It has over 2,500
employees, about 1,400 of which are in the United States with the remainder overseas,
including about 700 at subsidiaries in China (doing R&D work).25 While not every mid-sized
U.S. technology company uses China-based R&D, hundreds of multinational firms have R&D
centers in China.?%® The main Zoom website (zoom.us) and international app appear blocked in
China, but there are reportedly several third-party services that allow access in China (e.g.,
zoom.cn, zoomvip.cn, zoomcloud.cn).?%% Zoom's local service and app (https://zoom.com.cn) has
reportedly been (generally) reliable and popular for users in calls between China and the outside
world, including in reaction to COVID-19.2¢7

In April 2020, Zoom encountered significant public scrutiny when the University of Toronto’s
Citizen Lab released a report that showed that Zoom meeting encryption keys were sent via
China-based servers and that it used non-industry standard cryptographic techniques that may
mean calls could be intercepted (which raised concerns about China’s laws concerning
encryption key disclosure).?%® Zoom's CEQO responded, stating that the firm added sever capacity
in China as part of its efforts to rapidly scale capacity in response to COVID-19-related demand,
during which it failed to fully implement geo-fencing best practices.?®® As a result, certain non-
China related meetings may have been routed through these servers in China, when they
otherwise would not have been. Zoom has removed these servers from the list of backup servers
for users outside of China. It also enacted new safeguards and internal controls to prevent
unauthorized access to data, including by staff, regardless of where data gets routed. Most
recently, it updated its encryption protocols and that it will introduce end-to-end encryption for
all calls (for both free and paid services, but it will be an optional feature, as it limits some
meeting functionality).?’° Zoom services generally store data in the United States, though it
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stores data locally where required or when customers choose to have their data stored outside of
the U.S (in their geographic vicinity).?7!

Zoom encountered another major issue when it briefly blocked, and then restored, accounts of
Chinese human rights activists (including Zhou Fengsuo) who wanted to use the platform to
organize a public commemoration of the 1989 Tiananmen Square incident.?’2 Mr. Fengsuo is an
American who lives in the United States. China asked Zoom to terminate four meetings
scheduled to be hosted on Zoom and three accounts (one in Hong Kong and two in the United
States) hosting the calls. Zoom cancelled the three meetings that involved participants from
mainland China, reportedly mid-event.?’3 U.S.-based staff reviewed meeting metadata (such as
IP addresses) to determine which meetings had China-based participants. Zoom terminated the
meetings as (at that time) it did not have the ability to remove specific participants from a
meeting or block participants from a certain country from joining a meeting. The company states
it did not provide any user information or meeting content to the Chinese government.2’*

While reactive and incomplete, Zoom'’s response and approach is the right one in that it wants to
manage operations so that they abide by laws in each jurisdiction. This approach is comparable
to every other multinational firm in the world—just because a firm is foreign owned does not
make it immune from local laws, even if those laws are ones that most Americans would disagree
with. The degree and type of segregation obviously depends on the nature of local laws, which, in
the case of Internet-related firms in China, is becoming significant. Firms are enacting
administrative and technical firewalls between China and non-China operations. This is the case
for U.S. and other foreign firms in China, but also Chinese firms that operate overseas. For
example, Chinese tech firm Bytedance separates its two key services (Douyin inside of China and
TikTok outside of China) to minimize cross-border interaction on either platform. It recently
implemented restrictions on China-based employees from accessing the code bases for overseas
products.?’> Zoom rightly committed to “not allow requests from the Chinese government to
impact anyone outside of mainland China.”?7¢ It developed technology to remove or block
participants based on their country, allowing the firm to take a much more granular action in
response to requests from local authorities when they determine that certain activity on the
platform is illegal in that country.

Zoom has also committed to release a transparency report that details information related to
requests for data, records, or content.?”” Naturally, given the need to follow local laws, U.S.
technology companies frequently turn over private information requested by home and foreign
governments, including those in the United States. Businesses other than Zoom routinely submit
to Chinese government censorship demands in China, though there have been few public, high-
profile cases involving cross-border issues like this one (besides Yahoo in 2005).278

The onus should be on the United States government and likeminded countries that value and
advocate for human rights—not firms like Zoom—in China, whether by engagement, negotiation,
or confrontation. As Zoom stated: “It is not in Zoom’s power to change the laws of governments
opposed to free speech. However, Zoom is committed to modifying its processes to further
protect its users from those who wish to stifle their communications.”?’° The time has long since
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passed, if it ever existed, where an individual U.S. firm could change Chinese government policy
through such a public challenge or withdrawal.

For those policymakers and advocates who want Zoom to leave China or cut off services on moral
grounds, they also need to recognize that there are clear negative tradeoffs: Zoom is currently a
rare channel of relatively low-friction communication through the Great Firewall and the myriad
barriers to in-person meetings. The company, and everyone else, should weigh the importance of
that connectivity in deciding how to best deal with the underlying challenge that is China’s
approach to human rights.2&

OTHER TROUBLING CASES: INDIA, INDONESIA, NIGERIA, AND TURKEY
China is a world leader, but it’s far from alone in using censorship as an NTB. It acts a model for
other countries to follow. Below are some other country cases.

India

India has enacted or is considering a broad range of policies related to content moderation that
also touch on elements of censorship. U.S. firms are increasingly caught between complying with
increasingly strict and arbitrary Indian law and defending free speech in what could eventually be
one of their biggest foreign markets, given India is a tech-savvy country with nearly 1.4 billion
people (see figure 9).28!

Figure 9: Leading Social Media Sites in India, May 2021.282
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The Indian constitution includes the right to freedom of speech, but it also bans expression or
publication of anything that risks India's security, public order or "decency." India’s Information
Technology Act (2000) allows the government to issue emergency blocking orders against tech
platforms.?83 Indian Prime Minister Narendra Modi—whose Hindu nationalist government is
particularly touchy about criticism—went further and introduced new IT rules (the Intermediary
Guidelines and Digital Media Ethics Code) that go beyond this, requiring social media platforms
to warn users not to post anything that's defamatory, obscene, invasive of someone else's privacy,
encouraging of gambling, harmful to a child, or "patently false or misleading." If the government
orders it, platforms are required to take down such material. The new law was released in
February 2021 without a formal review process and came into force in May 2021.

The rules are very broad and vague and lend themselves to arbitrary, politically-motivated action.
For example, in May 2021, police raided Twitter’s office in India trying to deliver a notice
alerting Twitter to misinformation allegedly tweeted by an opposition politician.?®* In addition, in
February 2021, the Indian government ordered Twitter to block more than 500 accounts before
reversing course when it realized many belonged to journalists, opposition politicians, and
activists.?® In a clear move to favor Twitter’s local rival “Khoo,” India’s government began
shifting its accounts and followers from the former to the latter. An anonymous government
official was quoted in the media stating it clearly: "The idea is to create an alternative to
Twitter."286

Beyond its use for political purposes and censorship, India’s new intermediary liability framework
is problematic for several other reasons. The government requires large online intermediaries to
designate a chief compliance officer who would be personally liable for any failure to comply with
the law. Not only is it unlikely that companies would be willing to find individuals willing to
personally take on this type of risk, but, even if they could, this would create a significant
amount of pressure on companies to restrict more content than is legally required to avoid any
potential legal exposure. The result would be to diminish free speech online.

The law has strict timelines for compliance, such as a 72-hour obligation to respond to a
government order, which would impose substantial administrative burdens on businesses. The
rules are vague and ambiguous, making compliance difficult. For example, it is not clear exactly
how these timelines work, such as whether the clock stops if companies receive an incomplete
request for content removal. Moreover, the timeline is unreasonable to obtain data from abroad
using existing international legal frameworks, such as mutual legal assistance treaties (MLATS).
As a result, this obligation, if enforced, would create a de facto data localization requirement for
online intermediaries.

The goal of online intermediary liability laws should be to strike a balance between protecting
users, fostering free speech, and allowing online innovation. While many countries are moving to
impose more obligations on online intermediaries to protect users, they should be careful not to
impose obligations that would undermine these other worthwhile goals.?®’

India is a large and fast-growing market, so these censorship-related restrictions will have
significant short- and long-term impact on U.S. trade. For example, Facebook India's revenues
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grew by 43 percent year-on-year to about $171 million in 2019-20, while its net profit more
than doubled to $18.1 million. During the same time, Google’s revenues increased 34.8 percent
to about $726 million, with the company’s net profit increasing by about 23.9 percent to $78.9
million.?%8 Meanwhile, in 2019, Twitter reported its net profit increased 108 percent to
$780,000, and its revenue climbed to $7.6 million.28°

India and PUBG

The case of Korean firm Krafton, which makes the massively popular “PUBG” video game, is
indicative of the scenario faced by U.S. content creators. India is the world’s second-largest
digital economy, so the implications for all foreign firms and digital content are huge.

In September 2020, India banned PUBG mobile and over 100 other Chinese apps, citing
cybersecurity concerns as geopolitical tensions escalated at the two neighboring nations’
disputed border. PUBG is published and distributed in India by Chinese firm Tencent. It is by far
the most popular title among the banned apps (It had 40 million monthly active users in July
2020 in India). India’s IT Ministry banned the apps as they were “prejudicial to sovereignty and
integrity of India, defence of India, security of state and public order,” indicating the move will
help “safeguard the interests of crores (tens of millions) of Indian mobile and internet users. This
decision is a targeted move to ensure safety, security, and sovereignty of Indian cyberspace.”?%°

Besides PUBG, search engine Baidu, business collaboration suite WeChat Work, cloud storage
service Tencent Weiyun, Rise of Kingdoms game, utility service APUS Launcher, a VPN for
TikTok, e-commerce service Mobile Taobao, video hosting service Youko, and news outlet Sina
News were all banned. However, the ban was of specific apps, not the firms, so several other
Tencent and Alibaba apps remained available in India.

In June, 2021, Krafton was able to make PUBG mobile (rebranded as Battlegrounds Mobile
India) available again in India, but it’s unclear whether it is considered a new game, the Indian
government approved the game, or Krafton had to make any particular changes to address
concerns about data privacy and cybersecurity.?®! Krafton cut ties with Tencent in 2020 due to
India’s targeting of Chinese firms and apps. Krafton also committed to investing $100 million in
India.???

The scenario in India holds many important lessons for U.S. firms and policymakers. The U.S.
has many firms providing exactly these services that could just as easily be banned with arbitrary
and broad restrictions. The threat of firms and specific apps and services being arbitrarily
banned during periods of geopolitical tension seems to only grow as more countries realize how
much is at stake in the global digital economy, especially if they can use broad, vague concerns
about data privacy, cybersecurity, and national security.

Indonesia and Netflix

Netflix's experience in Indonesia is also indicative of the challenge that U.S. firms face in
navigating content moderation and censorship concerns that often mix with protectionist interest.
Since it entered the country in 2016, Neflix has experienced a challenging regulatory and
political landscape in Indonesia, which has progressed from a bumpy entry to being banned and
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unbanned by a state-owned telecommunications firm and a million-dollar deal with a government
ministry.

When Netflix became available in Indonesia in January 2016, the streaming service was quickly
blocked by state-owned telecommunications company Telkom Group, supposedly because it did
not have the right license and due to concerns about unfiltered content, including some
displaying violence and adult situations.?*® Indonesia’s then-communications and information
minister said Telkom's move did not represent the government’s stance, calling it a “purely
corporate decision,” despite Telkom being a state-owned enterprise. However, the minister also
stated that the streaming service’s presence might affect the country’s entertainment industry
and other online businesses. Following this, Telkom Indonesia found a foreign company willing to
abide by Indonesia’s strict entry requirements to launch a (now defunct) video-streaming service,
Singapore-based Hooq.?°* Then in June 2020, Telkom announced it would allow Netflix on its
platforms. It stated that it made this decision after Netflix committed not to air “prohibited
content that includes child pornography and terrorism” and agreed to respond to customer
complaints within 24 hours.?%

Nigeria and Twitter

Nigeria is a major and fast-growing market for U.S. social media services (figure 10). Yet, the
Nigerian government’s recent decision to ban Twitter shows how suddenly market access can be
cut off. In June 2021, Nigeria indefinitely suspended Twitter’s service in the country, two days
after the social media giant removed a post from President Muhammadu Buhari that threatened
to punish regional secessionists. Nigeria's Ministry of Information and Culture announced the
ban on Twitter.2°Twitter stated that Buhari’s post threatening to punish groups blamed for
attacks on government buildings had violated Twitter's “abusive behaviour” policy.??’

Social media in Nigeria isn’t just about political expression. Many people use it to promote their
business, sell their wares, express personal social or religious opinions, and read and share the
news, including news often not covered by mainstream media.?® Scores of small and medium-
sized businesses across Nigeria are reeling from the indefinite suspension of the social media
site. One survey (by NOI Polls) estimates that 39.6 million Nigerians use Twitter, and that 20
percent of them use it for business advertisement while 18 percent use it to look for
employment.2°
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Figure 10: Most used social media platforms in Nigeria (3rd quarter of 2020).3°
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Turkey and Social Media

Turkey’s new social media law (Law No. 7253) requires social media companies with over 1
million Turkish users to open offices, hire representatives, and store Turkish user data on servers
locally, or face heavy fines, advertising bans, throttling, or blocking. The law has also streamlined
the way courts can order news reports to be blocked or removed from websites without a hearing
and increased penalties for non-compliance.3°! Turkey’s courts can issue censorship orders via
the Access Providers Association, a member-funded group of ISPs founded in 2014 to streamline
the process to enforce censorship orders. The new law specifies that blocking “and/or removal”
orders from the association should be fulfilled within 48 hours (or to provide legitimate grounds
for challenging such order). The company would be held liable for damages if the content is not
removed or blocked within 24 hours.

The law will have a substantial impact on Turkey’'s economy and society. More than a third of
Turks use Twitter and Facebook as their primary source of information.3°2 Advertising on Turkish
social media is expected to fetch companies $236 million in revenue this year.3%

Indicative of the trade impact, in January 2021, Turkey enacted advertising bans on Twitter,
Pinterest, and Periscope over their non-compliance with a controversial new law. Facebook
avoided the advertising ban after it announced earlier that it had begun the process of assigning
a legal entity in Turkey, joining LinkedIn, YouTube, and TikTok.3%* At the same time, Turkey’s
government is experimenting with its own versions of apps and wants to create “domestic and
national” equivalents of Facebook, Google, and other U.S. firms.3%
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Vietnam and Facehook

Vietnam is a good example of the challenge that U.S. firms face in navigating strict, opaque, and
changing regulatory requirements related to censorship that amount to a significant barrier to
trade. In April 2020, Facebook’s servers in Vietham were taken offline as the government
deemed the company had not complied with censorship demands. Vietnam threatened to do it
again later in 2020, as it still believed Facebook was not doing enough to censor more local
political content.

Media reports stated Facebook complied with government requests in April to increase its
censorship of “anti-state” posts but was asked to do even more in August. Facebook officials
stated they made good faith efforts to comply.3°¢ Indicative of the difficulty U.S. firms face in
navigating broad and opaque censorship frameworks, the Viethamese government stated
Facebook should abide by local laws and cease “spreading information that violates traditional
Vietnamese customs and infringes upon state interests.” Facebook has been subject to a
negative media campaign in state-controlled Viethamese press.

The data shows that Facebook has obviously been trying to meet local censorship requirements.
Facebook’s transparency report states that from July-December 2019 it restricted access to 77
items in Vietnam in response to reports from the Ministry of Information and Communications
Authority of Broadcasting and Electronic Information (ABEI) and the Ministry of Public Security
(MPS). This increased to 834 items in January to June 2020, and even further in July-December
2020 when Facebook restricted access to 2,205 items. Facebook consistently states that it
removed this content for violating Decree No. 72/2013/ND-CP, including content opposing the
Communist Party and the Government of Vietnam. Pursuant to the same law, Facebook also
restricted access to 21 pieces of content for regulated goods violations and two pieces of content
for COVID-19 related misinformation. Facebook also reviews its decisions and, in select cases,
removes restrictions if it was made in error.3%’

Vietnam is a major market for Facebook, with around 60 million users (see figure 11). There are
also an estimated 62 million Google accounts.®%® Vietnam’s market is worth nearly $1 billion to
Facebook.3%° Other data points estimates differ somewhat, but still show the market is
significant. For example, market research company ANTS forecast that the turnover of the local
advertising market in 2019 would reach $648 million, including $275 million made by
Facebook, $174.9 million by Google, and the remaining $180.9 million shared among the rest
of the market.31°

Vietnam'’s targeting of Facebook needs to be put in the broader context as it’s not just about
censorship, but trade. Vietnam has tried to launch home-grown social media networks to replace
Facebook and other U.S. tech services (a digital attempt at import substitution). For example, at
the September 2019 launch of Lotus (a new social media service) Vietham’s Minister of
Information and Communication (MIC), Nguyen Manh Hung, urged Vietnamese companies to
create viable domestic alternatives to foreign social media platforms which are more difficult for
the government to control.®'! However, despite ongoing government support, the local
alternatives are struggling to compete.3'2
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Figure 11: Leading active social media platforms among internet users in Vietnam (1st quarter, 2021).3'3
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CONCLUSION

U.S. policy must recognize the harm caused by these barriers and seek to mitigate their impact
on global digital market access. Because China (and other countries) rely on a range of otherwise
legitimate public policy goals to provide a justification for their approach to censorship—such as
public safety, morals, and national security—the United States and other governments have been
reluctant to challenge Chinese practices. This needs to change.

If the United States fails to act against China and other countries’ use of censorship as an NTB,
it will undermine the U.S.’s leading role in the global digital economy. Failure to act will also
further legitimize the concept of “digital sovereignty” where governments intervene directly and
extensively in the digital economy to censor online data flows and digital content without limits.
The United States must develop and employ a stronger strategy to push back against the trade
impact of Chinese censorship as an NTB and to prevent this protectionist model from spreading
to more markets.
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