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Big Tech’s Free Online Services Aren’t 
Costing Consumers Their Privacy 
HADI HOUALLA  |  SEPTEMBER 2023 

There is no evidence that breaking up big online platforms will improve digital privacy, but there 
is overwhelming evidence that breaking up these services or restricting them from collecting user 
data will harm consumers and workers. 

KEY TAKEAWAYS 
 
 Data is what economists call a “nonrivalrous good,” meaning multiple parties can use 

data without depleting the data available to others. 

 As such, when consumers share their data with companies to access free online services, 
they experience no loss, unlike when they pay for services with money.  

 Targeted advertising based on user data enables companies to provide highly valuable 
services to consumers for free, supports a thriving R&D ecosystem, and creates a high-
value-added tech sector that benefits American workers. 

 Targeted ads do not harm consumers. Restricting this practice would lower ad 
effectiveness at a cost of $33 billion a year to the U.S. economy. 

 Alternative online services that do not use targeted advertising, such as DuckDuckGo, 
already exist, but are unpopular with consumers, so antitrust interventions to 
deconcentrate tech are unlikely to change consumer preferences. 

 Banning targeted ads would force companies to monetize their services with subscription 
fees against the wishes of consumers and at the expense of low-income consumers.  
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INTRODUCTION 
U.S. antitrust doctrine has long focused on the consumer welfare standard, particularly the effect 
of competition on prices. This poses a challenge for anti-“Big Tech” activists (neo-Brandeisians) 
because many digital services—search, social media, and so forth—are free. So where is the 
consumer harm from more concentrated markets? There is none. 

Without a theory of harm, a core justification for aggressive antitrust action is lacking. Therefore, 
neo-Brandeisians have concocted a new harm: People are not only paying with their data, but 
they are also paying too much. Anti-Big-Tech activists rally around the slogan, “If you’re not 
paying for the product, you are the product.”1 And because consumers are allegedly overpaying 
with their data, aggressive antitrust legislation and enforcement are justified so that big 
technology companies will have to compete on privacy. 

While a creative device to justify breaking up Big Tech firms, this view is deeply flawed. First, 
unlike cash or physical goods, data is a nonrivalrous good; multiple people and organizations can 
access the same personal data at the same time, and the person is no worse off. Second, the 
“paying with data” view also rests on the false notion that consumers suffer when companies 
collect their data. In fact, virtually all targeted advertising by Big Tech firms is one-way blind: 
The tech companies’ computers have information on the customer, but the advertiser never does. 
This is why instances of consumers materially suffering from routine data collection on large 
platforms are extremely rare. Critics often label targeted ads based on consumer data as “creepy” 
and “invasive,” but they cannot point to concrete harms. Instead, they refer to abstract harms, 
such as arguing that ads facilitate political polarization, or point to harms about the substance of 
ads, such as those involving misinformation, hate speech, or targeting vulnerable groups. 2 Third, 
there is no evidence that most consumers choose platforms based on data-tracking practices. 
Therefore, more competition is unlikely to benefit consumer privacy. 

Despite what detractors contend, collecting data for ad and service personalization creates 
valuable yet free online platforms for American consumers, allows businesses to efficiently and 
anonymously reach consumers, and creates high-paying jobs for American workers. To the extent 
policymakers are worried about online privacy, Congress should pass a national data privacy law 
that balances consumer concerns and the ability of firms to operate, including giving consumers 
the right to opt out of data collection, preempting state data privacy laws, and limiting private 
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right of action lawsuits. Using privacy concerns to justify aggressive antitrust action is misguided 
and the results would be harmful for consumers, especially low-income consumers who cannot 
afford monthly fees for now-free online services.  

DATA IS NOT LIKE MONEY 
Despite allegations that “we pay for the service with our data,” as Sen. Mike Lee (R-UT) has 
claimed, comparisons between data and money don’t hold water.3 Unlike money, data is 
nonrivalrous: Many different companies can collect, share, and use the same data 
simultaneously.4 When consumers “pay with data” to access a website, they still have the same 
amount of data after the transaction as before. As a result, users have an infinite resource 
available to them to access free online services. In other words, if a customer pays $5, they have 
$5 less. But if an Internet user tells an online platform they are a soccer fan, both the user and 
the platform now have that information. Sharing data with one platform does not prevent a 
consumer from sharing that same data with another. Policymakers should therefore not treat data 
as if it is a limited resource that must be rationed. 

Data tracking is not a new phenomenon. Across industries and even before the Internet age, 
businesses have been creating data about their customers. Credit card issuers itemize 
consumers’ purchases; telecom companies know what numbers their users call; loyalty-card 
issuers track purchases of their customers; electric utilities know how much electricity a 
household uses; schools know what students study and what their grades are; governments 
record what real estate people own, what countries they’ve visited, and so much more. No one 
doubts that these organizations own this data. Consumers might be able to see it, challenge its 
accuracy, or limit its use, but in no way does it belong to them—barring a few exceptions such as 
medical records. 

Finally, while money is inherently valuable, ad-supported digital services turn data into value by 
connecting consumers and advertisers.5 Users get access to a free service, and advertisers get 
access to an audience more likely to click on their ads. In almost all cases, the advertiser does 
not know which users see their ad, only that the ad is placed in front of a targeted group of 
people, such as people who live in Washington or have an interest in travel.6  

Policymakers should not treat data as if it is a limited resource that must be rationed. 

USE OF DATA TO TARGET ADS IS NOT A CONSUMER HARM 
When people use online services such as Facebook and Google, machines—not humans—
process user data. If a user sends a text to a friend talking about the party they went to last 
night, there is no person in a data center reading the text and noting it. Platforms use this data 
to run algorithms that provide their users with a customized experience: posts and 
advertisements that are more relevant to a user. Despite some people’s distrust, data tracking is, 
at the end of the day, making advertising more efficient for both advertisers and consumers. 
Targeted ads reduce irrelevant advertising, help customers discover new and useful products, 
make online search and shopping faster and easier, and boost revenues, including for small, ad-
supported apps. 
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Instances of harm due to data collection by online platforms are uncommon; consumers can 
already take many steps to protect their information. For one, consumers can limit what 
information they provide to online services. In addition, many of the largest online platforms 
(e.g., Facebook, Instagram, and Snapchat) and search engines (e.g., Bing and Google) already 
offer consumers the ability to opt out of data collection, as well as provide consumers with 
various other privacy controls, so it is unclear what new privacy features more government-
mandated competition would create.7 And if a company’s privacy policy still does not satisfy 
consumers, they are free to not use the platform in favor of another one.  

While the consumer costs of data tracking are limited, the costs of a too-restrictive privacy law 
would be massive. The main reason digital companies collect data is to better target ads because 
that generates more revenue, enabling them to invest more and improve service. A recent 
Information Technology and Innovation Foundation (ITIF) report finds that federal legislation 
mirroring key provisions of privacy laws in Europe or California would result in lower ad 
effectiveness costs of $33 billion per year in the United States.8 This would leave companies 
with far less to spend on designing new features for consumers.  

A case in point, Apple’s App Tracking Transparency update, which required that users manually 
opt in to tracking on their devices, was predicted to decrease Facebook’s revenue by $10 billion 
in 2022. Figure 1 shows that Facebook’s quarterly net income sank since Apple released the 
update in mid-2021. When companies cannot collect personal data, their ability to deliver 
targeted ads is compromised, stunting economic growth and user experience. Let’s be clear: This 
loss of Meta revenue is not a transfer payment in which consumers will gain back the value lost. 
It is a loss of economic efficiency for the whole economy.  

Figure 1: Meta quarterly net income, billions USD (2021–2022)9 
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Start-ups also suffer from restrictive data-collection policies. The EU’s General Data Protection 
Regulation, which has made it much harder for companies to collect data from consumers, 
slashed start-up investment in the EU. A few weeks after the law was introduced, the average EU 
start-up earned 40 percent less than it did before the law came into force.10 

CONSUMERS ALREADY HAVE PRIVACY-PROTECTIVE OPTIONS 
Alternatives that are nontargeted are available, but most consumers don’t seem to prefer them, 
so antitrust interventions are unlikely to change consumer privacy outcomes.11 Several 
competitors to dominant platforms offer robust data protections. DuckDuckGo, for instance, is a 
search engine that neither tracks users nor collects or shares any personal information.12 But 
even though DuckDuckGo was founded in 2008, its search engine market share (0.8 percent) 
still pales in comparison with Google’s over 85 percent market share (figure 2).13 Internet users 
face nearly no switching costs when going from Google to DuckDuckGo. That Internet users 
aren’t switching to such an option suggests that they value the quality of the search service more 
than any alleged privacy benefit. Moreover, both Google and Bing allow users to search in private 
mode.14 

Figure 2: Search engine market shares: Google and DuckDuckGo (March 2023)15 

 

More competition will only improve privacy if consumers choose which platforms to use based on 
privacy protections. But there is no evidence that this is how consumers choose platforms; 
rather, DuckDuckGo’s trivial market share suggests that consumers attribute low importance to 
the privacy features of their online platforms. Further evidence confirms this; new entrant 
TikTok, for example, reached over 1 billion monthly active users despite using the same data 
collection practices as Facebook.16  

The harder it is for companies to collect data, the harder it will be for them to personalize their 
services. And there is evidence that consumers want personalized online services. According to a 
report by McKinsey, 71 percent of consumers expect companies to deliver personalized 
interactions.17 And 76 percent get frustrated when this doesn’t happen.18 This may also play a 
role in why so-called “privacy protective” digital services have not taken off.  
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CONSUMERS DON’T WANT TO PAY FOR ONLINE SERVICES THAT ARE 
ALREADY FREE 
If policymakers expect the same quality of digital services platforms provide but don’t allow them 
to earn more from targeted ads, the only answer will be to charge users subscription fees. But a 
shift toward subscription models would hurt many low- and middle-income individuals who would 
be forced to pay for online services that are currently free such as search engines, social 
networks, and mobile games.19  

Moreover, most consumers would reject this option; people don’t want companies to collect less 
data if that means paying for formerly free online services. According to a recent survey from 
ITIF’s Center for Data Innovation, only one in four Americans want online services such as 
Facebook and Google to collect less of their data if it means they would have to start paying a 
monthly subscription fee.20 American respondents were also far more willing to accept data 
tracking if it meant having a customized experience, more features, and free services. 

CONCLUSION 
In their ongoing quest to transform the U.S. economy into a non-corporate one through 
aggressive antitrust enforcement, neo-Brandeisians seek any and all justifications for their 
radical objective. In the case of large technology platforms, a key justification is the canard that 
not only are “consumers paying with their data,” but that they are overpaying. Given that this is 
so far from users’ experiences, it is amazing that it has gotten any traction whatsoever. But 
unfortunately, in a world of “techlash,” it has. 

The reality is that Internet users are not paying for free services with their data the same way 
they might pay for online services with money. The exchange of data is a fundamentally different 
exchange of value than in other transactions. Data is nonrivalrous: When one business has access 
to it, it does not prevent others from using it. Moreover, advertising platforms do not share data 
with advertisers about which specific individuals have seen their ads. And so, while privacy 
violations that materially harm consumers are rare, the benefits of targeted advertising are large. 
Targeted advertising based on user data enables companies to provide extremely valuable 
services to consumers for free, supports a thriving R&D ecosystem, and creates a high-value-
added tech sector that benefits American workers.  

There is no evidence for the claim that using antitrust to create more competitors in select digital 
markets would somehow force companies to compete on privacy, and the scant market shares of 
existing privacy-focused options such as DuckDuckGo suggest that consumers don’t choose 
platforms based on privacy. Breaking up Big Tech would imperil America’s tech sector to the 
benefit of foreign rivals, especially large Chinese tech firms; nothing suggests it would boost 
privacy as some progressives claim.  

To the extent that consumers are concerned about their online privacy, a federal data privacy law 
is the best way forward. Congress should act swiftly to pass comprehensive privacy legislation 
that preempts state laws, streamlines regulation, establishes basic consumer data rights, and 
minimizes the impact on innovation (e.g., by avoiding requirements for data minimization, 
universal opt-in, purpose specification, limitations on data retention, or privacy by design).21 This 
would alleviate public concerns while protecting the digital industry and consumers from 
unwarranted breakups. 
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