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As the Trump administration seeks to rebalance America’s trade relationships, it should focus 
the most attention on countries where U.S. industries face the worst trade distortions and 
imbalances, and where the greatest gains can be achieved for the U.S. economy. China, India, 
and the European Union top that list. 

KEY TAKEAWAYS 
 
 The White House has given the Office of the U.S. Trade Representative, along with the 

departments of Treasury and Commerce, until April 1 to identify countries the 
administration should confront with corrective trade actions.  

 It would be a mistake for the Trump administration to impose across-the-board tariffs on 
all nations, even if some run trade surpluses with America. 

 The administration should focus on the nations that employ the most extensive arrays of 
unfair trade practices, including behind-the-border restrictions that specifically target 
U.S. companies or exports.  

 Based on an index composed of 11 indicators covering America’s trade balances and key 
barriers U.S. industries face in markets around world, the administration should focus the 
greatest attention on China, India, and the European Union.  

 While it is highly unlikely that tariffs or other pressure can convince China to reduce its 
trade distortions, such measures might work vis-à-vis U.S. relations with other nations. 
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INTRODUCTION 
The second Trump administration has taken office looking to put U.S. trade relations on a more 
equitable footing with the rest of the world. President Trump has railed that other nations “are 
taking advantage of us” and vowed to ensure that U.S. companies are treated fairly in 
international markets. As Secretary of State Marco Rubio recently told U.S. allies, “I know you’ve 
gotten used to a foreign policy in which you act in the national interest of your country, and we 
sort of act in the interest of the globe or global order. But we are led by a different person now.”1 

To enact the president’s vision, the White House has instructed the Office of the United States 
Trade Representative (USTR), in coordination with the departments of Commerce and Treasury, 
to identify “any unfair trade practices by other countries and recommend appropriate actions to 
remedy such practices” by April 1, 2025.2 

Meanwhile, the president has already trained his fire at several nations in the opening weeks of 
his administration—notably Canada, China, Colombia, and Mexico—but the to-do list is long, as 
an increasing number of countries around the world have adopted mercantilist trade practices in 
recent decades.3 Against that backdrop, the administration should focus on countries where 
systematically unfair, mercantilist trade policies are inflicting the most significant damage on the 
U.S. economy and U.S. corporations (large and small alike), and where the United States stands 
to gain the most by restoring balanced trade. Accordingly, the Information Technology and 
Innovation Foundation (ITIF) has developed the “Trade Imbalance Index” described in this 
report. It evaluates 48 countries (15 of which are included in the “European Union” bloc) on 11 
measures to ascertain which are the biggest trade mercantilists or scofflaws and where the 
Trump administration should concentrate its attention as it seeks to advance a trade policy that 
more effectively defends U.S. interests and ensures more balanced trade relations.  

This report evaluates the largest 48 countries by gross domestic product (GDP) on 11 indicators 
covering 4 categories.4 (See Appendix 1 for the full methodology.) In brief, the categories and 
indicators are as follows: 

▪ Trade balance in goods and information services: This category considers U.S. trade 
balances in goods and information services. ITIF used the raw values of the trade 
balances rather than the relative values (e.g., trade balance as a share of GDP) to better 
measure the overall harm a nation has on the United States when it runs a surplus. In 
other words, a nation with which the United States has a high deficit would cause more 
harm to the United States even if the deficit were small when compared to its GDP.5 

▪ Trade restrictions: These involve a simple mean tariff rate across all product categories, 
the prevalence of non-tariff trade barriers (NTBs), and the nation’s Services Trade 
Restrictiveness Index score.6 

▪ Taxes and regulations: These cover the extent of a country’s Digital Markets Act (DMA) 
regulations, extent of digital services taxes (DSTs), extent of pharmaceutical price 
controls, the presence of antitrust fines, and the presence of noncompetition fines on the 
digital economy.7 

▪ Intellectual property (IP): This category includes the 2024 USTR Section 301 Watch List 
and the nation’s score on the U.S. Chamber of Commerce International IP Index.8 
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Because we believe that America’s bilateral trade balance with a given country is not the most 
important factor in determining whether the Trump administration should prioritize that nation 
for a trade response, the trade-balance indicator accounts for only one-quarter of the total 
weighted score in our index. Ultimately more important than bilateral trade balances are the 
underlying factors affecting U.S. trade with a given country. So even if a country runs a trade 
deficit with the United States, there may be reason for the Trump administration to confront it if 
the country employs a significant number or degree of unfair trading practices. 

Weighing these considerations, China, India, the European Union, Vietnam, and Argentina rank 
as the five worst offenders in ITIF’s index. (In this study, “European Union” refers to the 15 
largest EU members, except in the trade-balance indicator where it refers to the whole bloc.)9  

Figure 1 shows the worst- and best-performing countries’ weighted overall scores in ITIF’s index. 
(See Appendix 2 for complete scores.) The more negative the score, the more the Trump 
administration should prioritize that nation for a trade response. The 10 worst-performing nations 
with negative scores (from worst to best) are China, India, the European Union, Vietnam, 
Argentina, Thailand, Brazil, Turkey, Mexico, and Indonesia. In contrast, the nations that should 
be least likely to face retaliatory measures from the Trump administration include Singapore, 
Switzerland, Peru, the United Arab Emirates, and the Philippines. 

Figure 1: Overall scores of the worst- and best-performing nations in ITIF’s Trade Imbalance Index 
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This report begins by offering an in-depth analysis of the problematic trade and economic 
policies of the top three most problematic nations (or regions in the European Union case). It 
then analyzes how countries fared on each of the individual indicators in the report. Finally, it 
offers trade policy recommendations for the Trump administration and Congress to responsibly 
address the mercantilist practices of foreign countries. 

MERCANTILIST COUNTRY ANALYSIS 
As noted, China, India, and the European Union score lowest in ITIF’s index and stand out as the 
nations where the Trump administration should focus the greatest attention on rebalancing trade 
and economic relations. 

China 
China’s ranking first in the study is no surprise. The country has persistently failed to adhere to 
the commitments it made to the United States, and other international trade partners, when it 
joined the World Trade Organization (WTO), as ITIF has documented across numerous reports.10 
Over the past decade, the country has recorded a nearly $3.5 trillion trade surplus in 
manufactured goods with the United States.11 In 2023, China’s goods trade surplus with the 
United States reached $279 billion, with this amount growing to $295 billion in 2024. And that 
figure represented about one-third of China’s nearly $1 trillion trade surplus with the world last 
year as its exports swamped the globe.12 China’s 2022 simple mean tariff rate stood at 6.5 
percent. 

USTR identified China as a Priority Watch List country in 2024 for its continued infringements 
on U.S. IP rights. The report notes that “long-standing issues [remain] including technology 
transfer, trade secrets, counterfeiting, online piracy, copyright law, and patent and related 
policies.”13 The Commission on the Theft of American Intellectual Property has estimated that 
China’s IP theft may cost the U.S. economy as much as $600 billion annually.14 A 2019 CNBC 
Global CFO Council report found that one in five North American corporations had their IP stolen 
in China in 2018.15 In ITIF’s series of “How Innovative Is China in High-Tech Industries” 
reports, ITIF documented numerous cases of IP theft in sectors ranging from electric vehicles 
and nuclear technology to semiconductors and electronic displays.16 China also continues to be 
the world’s leading source of counterfeit and pirated goods.17 The country further imposes more 
barriers to cross-border data flows than any other nation in the world.18  

China’s rampant IP theft may cost the U.S. economy as much as $600 billion annually, with high-tech 
sectors most at risk. 

China has opened specious antitrust investigations into U.S. tech companies including Google 
and NVIDIA and in the past imposed unjustified antitrust fines on U.S. tech companies, such as 
the $1 billion fine it imposed on Qualcomm in 2015.19 With regard to pharmaceuticals, China 
imposes steep drug price controls and favors Chinese firms in national drug selection.20  

Forced transfer of technology or IP as a condition of Chinese market access—or requirements to 
manufacture locally as a condition of access to Chinese markets—remains a perennial challenge. 
Indeed, China calls this strategy “trading technology for market.” However, now that China has 
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sufficiently competitive high-tech firms in a variety of sectors, it is increasingly moving from a 
strategy of “compulsion” to one of “expulsion.”  

For instance, on April 12, 2024, The Wall Street Journal reported that “China’s push to replace 
foreign technology is now focused on cutting American [chipmakers] out of the country’s 
telecommunications systems.”21 The move would impact a variety of U.S. semiconductor 
companies, including AMD and Intel. The article notes that “[Chinese] officials earlier this year 
directed the nation’s largest telecom carriers to phase out foreign processors that are core to 
their networks by 2027.”22 The effort is similar to one articulated in Document 79, which 
requires state-owned enterprises in finance, energy, and other sectors to replace foreign software 
in their information technology (IT) systems by 2027.23  

Elsewhere, the Chinese government has asked electric vehicle makers from BYD to Geely to 
sharply increase their purchases from local auto chipmakers, part of a campaign to reduce 
reliance on Western imports and boost China’s domestic semiconductor industry.24 China’s 
Ministry of Industry and Information Technology has directly instructed Chinese automakers to 
avoid foreign semiconductors if at all possible.25 Such measures leave no doubt that import 
substitution and achieving self-sufficiency represent an essential goal of China’s competitive 
strategy in a range of high-tech industries from autos to semiconductors. Such a strategy is 
directly antithetical to and contravenes the commitments China made to global trade partners in 
joining the WTO. China is indeed the world’s number one mercantilist. 

India 
India ranks second in this index. In 2024, India recorded a $45.7 billion trade surplus with the 
United States. That was atop a $43.3 billion trade surplus the year before.26 India’s simple mean 
tariff rate is 14.3 percent, while on a trade-weighted basis, India’s rate is about 12 percent 
compared with America’s rate of 2.2 percent.27 Of the countries assessed in this report, India 
scores fourth worst with regard to its services trade restrictiveness. India continues to maintain 
high customs duties on IP-intensive goods such as IT products, solar energy equipment, medical 
devices, pharmaceuticals, and capital goods.28  

In 2016, India implemented an equalization levy (EL) of 6 percent on nonresidents engaged in 
online advertisement and related activities with Indian customers. India’s Finance Act of 2020 
expanded the EL to introduce a levy on e-commerce supply or services equal to 2 percent of 
gross income facilitated by a nonresident e-commerce operator.29 On March 12, 2024, the 
Indian Ministry of Corporate Affairs released a draft report of the Committee on Digital 
Competition Law along with a draft bill on the Digital Competition Act that “bears a striking 
resemblance” to the EU’s problematic Digital Markets Act.30 The legislation embraces an ex ante 
regulatory model and follows the path of overbearing competition policy taken by the EU.31  

U.S. companies have also been the target of significant antitrust fines levied by Indian 
authorities. India’s Competition Commission fined Meta $24.5 million for its data sharing 
practices, contending that the company abused its dominance and “coerced” WhatsApp users 
into accepting a 2021 privacy policy that allegedly expanded user data collection and sharing, 
giving it an unfair advantage over rivals.32 The commission also fined Google $154 million for 
practices related to its Android operating system.33 Overall, India is heavily scrutinizing American 
tech companies and following a European approach. 
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India remains on USTR’s Special 301 Priority Watch List, as “there continues to be a lack of 
progress on many long-standing IP concerns raised in prior Special 301 Reports. India remains 
one of the world’s most challenging major economies with respect to protection and enforcement 
of IP.”34 India continues to place elevated restrictions on patent subject matter eligibility that 
exceeds the required novelty, inventive step, and industrial applicability requirements. Under 
Section 3(d) of the Indian Patent Act, there exists an additional “fourth hurdle” regarding the 
inventive step and enhanced efficacy that limits patentability for certain types of pharmaceutical 
inventions and chemical compounds.35 India ranks 42nd out of 55 countries on the Global 
Innovation Policy Center’s International IP Index. Elsewhere, India’s pirating of film and 
audiovisual content through illicit video recording remains a major challenge. 

On February 13, 2025, Indian Prime Minister Narendra Modi visited president Trump in 
Washington, D.C. He appeared to come prepared to offer certain tariff concessions on some 
products, including automobiles and electronics, to the United States.36 Coming out of those 
meetings, Indian and U.S. officials agreed to start developing “broad contours of [a] proposed 
trade agreement” between the two countries, which obviously has significant potential to address 
some of these trade irritants and significantly improve the India-U.S. trade relationship.37 

The European Union 
The EU ranks third in this index, as it’s among the leading practitioners of discriminatory trade 
policies targeting U.S. enterprises, particularly those in digital industries, thanks especially to its 
DMA and Digital Services Act (DSA). In fact, there are over 100 digital regulations in force 
across the EU, enforced by at least 270 agencies.38 European policymakers ostensibly designed 
the DMA to create a fairer digital market by preventing large online platforms, which the EU calls 
“gatekeepers,” from abusing their market power and ensuring more competition for smaller 
companies and consumers in digital industries. Its sister legislation, the 2022 DSA, addresses 
illegal content, transparent advertising, and disinformation. 

But as ITIF has written, the legislation should really have been called the “U.S. Tech Firms Act,” 
as the legislation intentionally singles out U.S. tech companies.39 For instance, the European 
Parliament rapporteur for the DMA, Andreas Schwab, suggested that the DMA should 
unquestionably target only the five biggest U.S. digital firms (Google, Amazon, Apple, Facebook, 
and Microsoft).40 Basically, the DMA and DSA have been designed to cover, almost exclusively, 
U.S. firms and not their European or Chinese competitors that offer similar services.41 A leaked 
draft of the proposed EU DSA was quite clear on this intent: “Asymmetric rules will ensure that 
smaller emerging competitors are boosted, helping competitiveness, innovation, and investment 
in digital services.”42 Indeed, the European Commission has opened non-compliance 
investigations against Alphabet, Apple and Meta under its DMA.43 

The DMA should really have been called the “U.S. Tech Firms Act,” as the legislation has almost 
exclusively singled out U.S. tech companies. 

Certain European countries have used their legislation to impose punitive antitrust fines on U.S. 
companies. For instance, Apple faced a £1.5 billion ($1.9 billion) class action lawsuit in the 
United Kingdom for allegedly overcharging software developers through the App Store.44 The 
case claims that Apple abused its market dominance by imposing a 30 percent commission on 
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app purchases. Further, the United Kingdom’s Competition and Markets Authority (CMA) has 
indicated possible investigations into Amazon’s and Microsoft’s dominance in cloud computing, 
following alleged concerns about anticompetitive behavior in the sector.45 

In 2023, the EU ran a trade surplus of $208.7 billion with the United States. (See figure 2.) The 
EU runs significant trade surpluses with the United States across a number of advanced-
technology industries, including pharmaceuticals and medical devices, motor vehicles and parts, 
electrical goods, telecommunication goods, chemicals, and instruments. (See figure 3.) Europe’s 
large trade surplus with the United States in pharmaceuticals stems largely from the extensive 
drug price controls implemented by most countries on the continent and their failure to pay 
adequate prices for innovative medicines.46 Of the 27 EU nations, all but 7 (Malta, Luxemburg, 
Croatia, Lithuania, Belgium, Spain, and the Netherlands) run trade surpluses in goods with the 
United States. And the country whose officials complain the loudest of U.S. “digital 
dominance”—Germany—runs the largest trade surplus.47 

Figure 2: U.S. trade deficit with the EU (billions)48 
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Figure 3: EU trade balance with the United States in goods industries, 2023 (billions)49 
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INDICATOR ANALYSIS 
Trade Balance in Goods and Information Services 
The Trade Balance in Goods and Information Services indicator provides a standardized score for 
each nation based on its trade surplus or deficit in goods and information services with the 
United States in 2023, as measured by the U.S. Census Bureau’s “USA Trade” and the 
Organization of Economic Cooperation and Development (OECD).52 Countries with large trade 
surpluses against the United States receive a low standardized score, those with moderate 
surpluses receive a mid-range score, and those with trade deficits or balanced trade receive a 
high score. 

This indicator is included in the index because significant trade imbalances are often perceived 
as evidence of unfair trade practices, currency manipulation, or insufficient market access for 
U.S. goods. ITIF uses the trade balance in goods and information services measure here (as 
opposed to trade balance in goods as a share of GDP measure), recognizing that the Trump 
administration places a significant focus on the overall harm a large trade deficit has on the 
United States. In other words, the administration is more concerned with a nation with a large 
deficit than one with a large deficit relative to its GDP. As such, under the Trump administration, 
countries with low scores should be more likely to face retaliatory measures such as tariffs, 
stricter trade policies, or efforts to renegotiate trade agreements. 

Figure 4 highlights the nations with the largest goods and information services trade surpluses 
and deficits with the United States. (See the full list of countries in the appendix, figure 16.) 
China, the European Union, Mexico, and Vietnam all could become prime targets for trade 
restrictions or renegotiations based on their substantial surpluses. For example, China has the 
highest surplus at $277.5 billion. The European Union runs a surplus of $208 billion, while 
Mexico runs a surplus of $151 billion and Vietnam enjoys a $104 billion surplus. Meanwhile, 
Australia, the United Arab Emirates, and the United Kingdom maintain a more balanced trade 
relationship with the United States, all running a deficit that exceeds $10 billion, making them 
less likely to face economic pushback from the administration on account of trade balances. 

Figure 4: Trade balance of goods and IT services (2023) and weighted standardized scores (weight = 3.5)53 
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Trade Restrictions 
Simple Mean Tariff Rate for All Products 
The Simple Mean Tariff Rate for All Products indicator provides a standardized score for each 
nation based on its unweighted average of simple mean tariff rates across all traded products for 
2022, as measured by the World Bank’s World Development Indicators.54 Countries with high 
simple mean tariff rates receive a low standardized score, those with moderate tariffs receive a 
mid-range score, and those with low or near-zero tariffs receive a high score. 

This indicator is included in the index because high tariff rates create significant barriers for 
U.S. exports, raising costs for American businesses and reducing market access. Protectionist 
tariff policies can stifle competition, inflate consumer prices, and disrupt global supply chains, 
making it harder for U.S. firms to compete internationally. Lower-scoring countries should 
legitimately face more trade scrutiny from the Trump administration. 

Figure 5 highlights the worst offenders: India, Argentina, Bangladesh, Brazil, and Nigeria, all of 
which maintain steep tariffs that inhibit U.S. exports. These nations all have simple mean tariff 
rates that exceed 10 percent—India has a rate of 14.3, Argentina has a 14.1 rate, and 
Bangladesh has a 13.7 rate—and could find themselves in the crosshairs of the Trump 
administration’s trade agenda. Meanwhile, Singapore and Canada exhibit some of the lowest 
tariff rates in the world. (See the full list of countries in the appendix, figure 17.) 

Figure 5: Simple mean tariff rates for all products (raw values and weighted standardized scores; weight = 1)55 

  

1.47

1.08

1.05

1.04

1.04

-1.34

-1.45

-1.78

-1.87

-1.91

-2.5 -2.0 -1.5 -1.0 -0.5 0 0.5 1.0 1.5 2.0

Singapore, 0.2

Canada, 1.8

European Union, 2.0

Japan, 2.0

Australia, 2.0

Nigeria, 11.9

Brazil, 12.4

Bangladesh, 13.7

Argentina, 14.1

India, 14.3

Weighted scores

BestWorst



INFORMATION TECHNOLOGY & INNOVATION FOUNDATION  |  MARCH 2025 PAGE 12 

Non-Tariff Trade Barriers 
The Non-Tariff Trade Barrier indicator provides a standardized score for each nation based on the 
prevalence of NTBs, as measured by the Fraser Institute’s Economic Freedom of the World 2024 
index.56 Countries with extensive NTBs receive a low standardized score, those with moderate 
restrictions receive a mid-range score, and those with minimal barriers receive a high score. 

This indicator is included in the index because NTBs limit market access for U.S. firms, increase 
compliance costs, and reduce U.S. firms’ competitiveness in the global market.57 As such, under 
the Trump administration, countries with low scores are more likely to face countermeasures, 
such as tariffs, trade restrictions, or heightened regulatory scrutiny. 

Figure 6 shows that Iran, Pakistan, Argentina, Nigeria, and Brazil are most likely to face trade 
scrutiny from the Trump administration due to their low score on this measure, which indicates 
that they have high trade barriers likely to harm U.S. companies. For example, Argentina requires 
importers to request nonautomatic import licenses on about 1,500 products and has reduced the 
validity of licenses from 180 days to 90 days.58 Nigeria also employs NTBs that are detrimental 
to importers. For instance, it requires food, drugs, and cosmetics to be inspected but does not 
have the capacity to perform these inspections in a timely manner.59 Meanwhile, Singapore and 
Chile employ the fewest NTBs of nations in this study and are less likely to face sanctions for 
this particular reason. (See the full list of countries in the appendix, figure 18.) 

Figure 6: NTBs (raw values and weighted standardized scores; weight = 1)60 
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Services Trade Restrictiveness Index 
The Services Trade Restrictiveness Index indicator provides a standardized score for each nation 
based on the level of restrictions in its services trade sector, as measured by OECD’s Services 
Trade Restrictiveness Index in 2023.61 Countries with highly restrictive services trade policies 
receive a low standardized score, those with moderate restrictions receive a mid-range score, and 
those with mostly open services trade policies receive a high score. 

This indicator is included in the index because restrictive services trade policies can hinder U.S. 
companies operating in sectors such as finance, telecommunications, and digital services. High 
restrictions increase costs, limit market access, and reduce competitiveness for American firms. 
Moreover, they also reduce supply and increase the cost of services for U.S. consumers. 

Figure 7 shows that Indonesia, Thailand, and Vietnam are most likely to face retaliatory trade 
actions under the Trump administration due to their low score, which indicates high restrictions 
on services trade that harm U.S. companies. For example, Indonesia is particularly restrictive 
partly due to its restrictions in legal services, accounting services, and telecommunications.62 
Meanwhile, Thailand is quite restrictive in services trade because reforms that liberalize services 
trade have slowed in recent years.63 In contrast, Japan, the United Kingdom, Chile, and Australia 
have the most open services trade policies and are less likely to face pushback from the 
administration for this reason. Japan notably has a stable regulatory environment for services and 
has moderately liberalized its logistics and insurance sectors.64 (See the full list of countries in 
the appendix, figure 19.) 

Figure 7: Services Trade Restrictiveness Index (raw values and weighted standardized scores; weight = 1)65 
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Taxes and Regulations 
Digital Markets Act 
The Digital Markets Act indicator provides a standardized score for each nation based on the 
presence or absence of a DMA or a similar regulatory framework in a nation.66 Countries that 
have implemented a DMA or comparable legislation receive a low standardized score, those now 
developing such regulations receive a mid-range score, and those without such laws receive a 
high score. 

This indicator is included in the index because digital market regulations, such as the DMA, 
impose restrictions on large technology firms, many of which are U.S.-based. These regulations 
can limit firms’ revenues, restrict business practices, and increase compliance costs, potentially 
reducing profitability and innovation. The Trump administration should scrutinize countries that 
field anticompetitive DMA laws.  

Figure 8 shows that the European Union, Norway, Thailand, and the United Kingdom are among 
the most likely to face retaliation from the Trump administration if targeted based on the 
presence of a DMA or related law. This is because these nations either have a DMA or similar law 
themselves or are subject to one as part of a regional entity (e.g., their EU membership.) For 
instance, Thailand has adopted the Platform Economy Act, legislation that represents a 
combination of the DMA and the DSA. Similarly, the United Kingdom has the Digital Markets, 
Competition, and Consumer Act of 2024, a DMA-like legislation that imposes restrictions on 
digital firms. Twenty nations with a standardized score of 0.7 are the least likely to face 
retaliation based on this measure, as they have not adopted a DMA-like law. These nations 
include, among others, Singapore, South Africa, Taiwan, the United Arab Emirates, and Vietnam. 
(See the full list of countries in the appendix, figure 20.) 

Figure 8: DMA or similar law (status and weighted standardized scores; weight = 1)67 
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Digital Services Tax 
The Digital Services Tax indicator provides a standardized score to each nation based on whether 
it imposes a DST on firms’ revenues using data from the Digital Services Taxes DST—Global 
Tracker and Digital Policy Alert’s Digital Services Taxes Tracker.68 Countries that have fully 
implemented a DST receive a low standardized score, while those without such a tax receive a 
high score. This indicator is included in the index because DSTs can increase operational costs, 
reduce profitability, and harm U.S. technology companies’ competitiveness.  

Figure 9 shows that Argentina, Brazil, Canada, India, and the United Kingdom are among the 14 
countries that may face penalties by the Trump administration due to their low score, which 
indicates the presence of DSTs on firms. The United Kingdom is likely to face repercussions due 
to its 2 percent tax on marketplaces, social media platforms, and search engines that exceed an 
annual global sale of £500 million ($635 million) and an in-country sales threshold of £25 
million ($31.8 million).69 Canada imposes a 3 percent tax on digital service companies with 
more than CA$20 million of revenue from Canadian sources.70 Similarly, India imposes a 6 
percent tax on advertising and a 2 percent tax on goods and digital services.71 Finally, 18 nations 
are unlikely to face penalties by the Trump administration for this reason, as they do not impose 
DSTs. These nations include Australia, Japan, Mexico, South Korea, and Switzerland. (See the 
full list of countries in the appendix, figure 21.) 

Figure 9: DST (status and weighted standardized scores; weight = 1)72 
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Presence of Digital Economy Fines on U.S. Companies 
The Presence of Digital Economy Fines on U.S. Companies indicator provides a standardized 
score that reflects whether U.S. firms have been subjected to digital economy-related fines by 
foreign governments, as tracked by the Digital Policy Alert’s Activity Tracker.73 Countries that 
have imposed a fine on U.S. companies receive the lowest scores, while those with no such 
penalties receive higher scores. ITIF includes this indicator because it highlights regulatory 
environments that may disproportionately target U.S. firms, harming their competitiveness in the 
global economy.  

Figure 10 lists 5 of the 10 nations that are most susceptible to Trump retaliatory measures due 
to the presence of digital economy fines on U.S.-based companies. These nations include 
Australia, several European Union nations, India, South Korea, and the United Kingdom. For 
instance, Argentina’s Agency for Access to Public Information fined Google 180,000 Argentine 
pesos for refusing to give an individual access to her personal data.74 Meanwhile, the Reserve 
Bank of India fined Amazon Pay 30.6 million Indian rupees for failing to comply with “Master 
Directions on Prepaid Payment Instruments” and the “Master Direction – Know Your Customer 
Direction” provisions.75 In contrast, 23 nations, including Canada, Japan, Mexico, Switzerland, 
Taiwan, Thailand, and Vietnam are unlikely to face retaliatory measures. (See the full list of 
countries in the appendix, figure 22.) 

Figure 10: Presence of digital economy fines on U.S.-based companies (status and weighted standardized 
scores; weight = 1)76 
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Extent of Pharmaceutical Price Controls 
The Extent of Pharmaceutical Price Controls indicator provides a standardized score for each 
nation based on its ranking in ITIF’s report “Contributors and Detractors: Ranking Countries’ 
Impact on Global Innovation” and other outside sources.77 Nations with a low standardized score 
exhibit a high degree of pharmaceutical price controls, those with a mid-range score have a 
moderate level of controls, and those with a high score impose minimal price controls. 

This indicator is included in the index because stringent pharmaceutical price controls reduce 
revenue for U.S. pharmaceutical companies, limiting their ability to invest in research and 
development (R&D). This, in turn, can hinder the development of next-generation drugs, 
potentially impacting public health in the United States. Indeed, as ITIF explained, 
“Pharmaceutical firms view current drug price regulations as likely to continue, reducing their 
potential profits while disincentivizing their investment in R&D.”78 As a result, countries with low 
scores may be more likely to face retaliatory measures under the Trump administration. 

Figure 11 shows that China, India, Japan, Norway, and the United Kingdom are among the 13 
nations most likely to face retaliatory measures from the Trump administration if it bases them 
on the extent of a country’s pharmaceutical price controls. Just like in Europe, Japan’s extensive 
drug price controls have decimated the country’s biopharmaceutical industry, as Japan’s share of 
global value added in the pharmaceutical industry declined by 70 percent, from 18.5 to 5.5 
percent, from 1995 to 2018.79 Moreover, an ITIF report finds that, after adjusting for GDP per 
capita, prescription drug prices in the United Kingdom are 53 percent of those in the United 
States. In other words, for every $100 spent on prescription drugs in the United States, the 
United Kingdom spent only $53.80 Meanwhile, Taiwan, Switzerland, Singapore, and six other 
nations are least likely to face trade scrutiny for this reason, as their pharmaceutical price 
controls are relatively minimal. (See the full list of countries in the appendix, figure 23.) 

Figure 11: Extent of pharmaceutical price controls (status and weighted standardized scores; weight = 1)81 
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Antitrust Fines 
The Antitrust Fines indicator provides a standardized score for each nation based on the 
presence of antitrust fines imposed on corporations. Countries with no antitrust fines receive a 
high standardized score while those that have imposed fines receive a low one. 

This indicator is included in the index because aggressive antitrust enforcement can create 
regulatory uncertainty, increase compliance costs, and disproportionately impact large U.S.-
based firms, impeding U.S. firms’ competitiveness. High antitrust fines can be viewed as a tool 
of protectionism, targeting successful foreign companies while shielding domestic competitors.  

Figure 12 shows that China, India, Mexico, South Korea, and the United Kingdom are among the 
12 worst offenders, scoring poorly at -1.2 due to the presence of antitrust fines. China stands out 
as one of the worst offenders on this indicator, marred by its unfounded fining of Qualcomm for 
$975 million in 2015 and its subsequent baseless announcements of antitrust investigations 
against Google and NVIDIA.82 Elsewhere, Australia has fined Google over what it deems 
misrepresentation of consumer data collection.83 The maximum fine per violation is now the 
greater of $50 million or 30 percent of a company’s Australian turnover during the infringement 
period. In January 2025, Apple faced a £1.5 billion ($1.9 billion) class action lawsuit in the 
United Kingdom for allegedly overcharging software developers through the App Store.84 
Meanwhile, the Mexican competition authority has fined the Mexican unit of Walmart, Walmex, 
for alleged anticompetitive practices.85 It has also fined HP in the past for not obtaining 
appropriate consent for a merger with Plantronics.86 

Meanwhile, 20 nations score well at 0.8, signaling a more business-friendly approach. These 
nations include Canada, Brazil, and Japan in addition to the countries listed below. The EU, 
known for its stringent competition policies and major fines on U.S. tech giants, stands in the 
middle range with a score of -0.4. (See the full list of countries in the appendix, figure 24.) 

Figure 12: Presence of antitrust fines (status and weighted standardized scores; weight = 1)87 
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Intellectual Property 
USTR Special 301 Watch List 
The 2024 USTR Special 301 Watch List indicator provides a standardized score for each nation 
based on its inclusion in USTR’s Special 301 Report, which catalogs the nations that most 
extensively infringe on the interests of U.S. IP rightsholders.88 Countries on USTR’s Priority 
Watch List (i.e., the most intensive IP-infringing countries) receive the lowest score, those on the 
Watch List receive a mid-range score, and those not listed in the Special 301 report received the 
highest score. ITIF includes this indicator because the Special 301 Report assesses the 
adequacy and effectiveness of U.S. trading partners’ protection and enforcement of IP rights. 
Nations with lower scores generally exhibit weaker IP protections and are therefore more 
susceptible to facing retaliatory measures from the Trump administration, as inadequate IP 
policies or enforcement increases the risk of U.S. IP theft. 

Figure 13 enumerates nations’ scores from lowest to highest. Argentina, Chile, China, India, and 
Indonesia would be most likely to face retaliatory measures from the Trump administration if 
their actions are based on infringement of U.S. IP rights. China represents a particularly likely 
target, as it is the world’s most significant perpetrator of IP theft. Moreover, the nation has not 
addressed U.S. concerns over forced technology transfers despite committing to the removal of 
those policies.89 Meanwhile, India would also be a prime target for Trump administration scrutiny 
because of its presence on the priority watch list. The nations with a score of 0.6, including 
Norway, Israel, Taiwan, and the United Kingdom, would be least likely to face retaliatory 
measures for this reason, as they were not listed on the 2024 Special 301 watch list. (See the 
full list of countries in the appendix, figure 25.) 

Figure 13: 2024 USTR special 301 watch list (status and weighted standardized scores; weight = 0.75)90 
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International IP Index 
The International IP Index indicator provides a standardized score for each nation based on the 
strength of its IP rights framework, as measured by the U.S. Chamber of Commerce Global 
Innovation Policy Center’s International IP Index 2024, Twelfth Edition.91 Countries with strong 
IP protections received a high standardized score, those with moderate protections received a 
mid-range score, and those with weak or inadequate protections received a low score. 

This indicator is included in the index because robust IP protections benefit U.S. companies—
particularly in pharmaceuticals, technology, and entertainment—by safeguarding patents, 
copyrights, trademarks, trade secrets, and other forms of IP. Weak IP protections can increase 
counterfeiting, piracy, and unfair competition, harming U.S. businesses. Under the Trump 
administration, countries with low scores may be more likely to face countermeasures such as 
trade sanctions, tariffs, or pressure to strengthen their IP environments.  

Table 13 shows that Pakistan, Indonesia, and Egypt are most likely to face retaliatory trade 
sanctions by the Trump administration due to their low scores, which indicate weak IP 
protections that likely harm U.S. companies. Indeed, according to the International IP Index, 
Pakistan ranks as the fifth-worst nation in terms of patent rights and second worst for copyright 
protections.92 Meanwhile, Egypt was the sixth-worst nation for copyright-related rights and 
trademark-related rights.93 In contrast, the United Kingdom, Japan, and the European Union 
have the strongest IP protections and are unlikely to face pushback from the administration for 
this reason. Indeed, the United Kingdom ranked in the top 10 nations with the best patent 
rights, copyright-related rights, and trademark-related rights.94 (See the full list of countries in 
the appendix, figure 26.) 

Figure 14: U.S. Chamber of Commerce’s International IP Index (raw values and weighted standardized scores; 
weight = 0.75)95 
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POLICY RECOMMENDATIONS 
President Trump is certainly correct that, for too long, too many nations have been taking 
advantage of unbalanced trade relationships with the United States. In too many cases, the 
United States has extended lower tariffs, imposed fewer NTBs, or offered a more protective 
environment for IP rights than has a partner trade nation. The United States has also tolerated 
wildly unbalanced trade flows with nations such as China for far too long. Reciprocal and 
equitable trade relationships with partner nations are certainly a compelling vision, and the 
Trump administration is certainly justified in exploring policy measures to make that a reality. 

That said, tariffs are not the unalloyed good the Trump administration appears to believe they 
are. The Trump administration should certainly not be implementing a universal tariff on all 
nations. Likewise, blanket, global sectoral- or technology-based tariffs—such as the tariffs “in 
the neighborhood of 25 percent” on imported vehicles, pharmaceuticals, and semiconductors 
that president Trump proposed on February 18, 2025—are unjustified and would inflict 
tremendous harm on the U.S. (and global) economy.96 Tariffs on intermediate products, such as 
the 25 percent tariffs president Trump has proposed on steel and aluminum products, are also 
certain to be counterproductive and deleterious to the U.S. economy.97 

In the opening days of his administration, Trump threatened 25 percent tariffs on Canada and 
Mexico (and 10 percent on China) to create negotiating leverage to draw stronger action from 
those nations to dramatically reduce the flow of illegal immigration and fentanyl into the United 
States. On March 4, 2025, president Trump proceeded with implementation of those 25 percent 
tariffs on Canada and Mexico (at the 10 percent level for Canadian energy imports) and 20 
percent for China.98 The president has similarly threatened tariffs on EU nations to win 
concessions from them regarding several of the unfair trade practices documented in this report. 
It’s one thing for the Trump administration to threaten tariffs as a negotiating tool, but when 
partner nations respond by meeting the Trump administration’s demands—as, for instance, 
Canada and Mexico clearly have with their steps to enhance border enforcement and interdict 
drugs—then the Trump administration should take tariffs, or the threat thereof, off the table. 
This is certainly the case with Canada and Mexico, where the Trump administration’s proposed 
tariffs would also place the United States in clear contravention of its U.S.-Canada-Mexico 
(USMCA) free-trade agreement (FTA) commitments.  

Reciprocal tariff relations among nations make the most sense when those tariffs are at zero. 

China stands in a different category from virtually all the other countries assessed in this report. 
That’s true first because China pursues fundamentally mercantilist trade and economic 
practices—what ITIF has identified as “power trade”—in a manner distinct from most of the 
other largely market-based, if occasionally protectionist, countries in this report.99 Second, for 
this reason, China is unlikely to modify its fundamentally mercantilist approach in response to 
Trump administration pressure, whereas other countries may respond by dropping or modifying 
some of their unfair trade practices in response to such pressure. And while tariffs on China may 
well be justified due to its litany of unfair trade practices ranging from currency manipulation to 
massive industrial subsidization to rampant IP theft, tariffs alone will be insufficient to address 
the China challenge.100 Rather, as ITIF has written, America must pursue a holistic strategy to 
turbocharge its own innovation-based economic growth while marshalling an allied coalition that 
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pressures China to stop rigging markets and start competing on fair terms.101 Effectively dealing 
with the China challenge will require a much more sophisticated set of tools than tariffs alone. 

President Trump’s preoccupation with tariffs would be a fine thing if it were focused on 
eliminating them as broadly as possible, not on introducing new ones on trade partners across 
the world. Yet, his instinct for reciprocal trade relations is correct. For that reason, the Trump 
administration should make it a major initiative to expand the Information Technology Agreement 
(ITA), a plurilateral WTO agreement that commits member nations to eliminate tariffs on trade 
across hundreds of information and communications technology products. Similarly, the 1994 
Agreement on Trade in Pharmaceutical Products—more commonly referred to as the “zero-for-
zero initiative”—commits Canada, the European Union and its 28 member states, Japan, 
Norway, Switzerland, the United States, and Macao (China) to reciprocal tariff elimination for 
pharmaceutical products and for chemical intermediates used in the production of 
pharmaceuticals.102 As noted, if the Trump administration had real ambition here, it would roll up 
the ITA, the Pharmaceutical Goods Agreement, and the proposed Environmental Goods Agreement into 
an Innovation Technology Agreement that pursued zero tariffs on goods and their component 
inputs across all high-tech industries for participating nations. Indeed, reciprocal tariff relations 
among nations make the most sense when those tariffs are at zero. 

The Trump administration should also ensure that other nations pay their fair share for innovative 
medicines.103 As H.E. Frech et al. have suggested, for example, “US officials could raise these 
issues at international negotiations and advocate for higher prices than presently set in high-
income ROW countries. A multi-country agreement in this direction would represent a serious 
effort to support improved world health.”104 In the absence of that, the United States should file 
a WTO case based on the complaint that price controls on the pharmaceutical sector violate IP 
rights because they enable international arbitrage through parallel trading.  

The U.S. Constitution empowers Congress to set import tariffs, although Congress has largely 
delegated that power to the executive branch.105 Still, Congress retains an essential voice in 
guiding U.S. tariff and trade policy. The Trump administration is invoking the International 
Emergency Economic Powers Act (IEEPA) as the basis for many of the tariffs it has proposed, 
including those on Canada and Mexico. But Congress intended IEEPA, originally enacted in 
1977, to be used only in times of genuine national emergency—such as an actual war with the 
Soviet Union—and certainly not as a basis for tariffs on FTA partners or as a catchall justification 
for blanket tariffs of the type the Trump administration has proposed.  

As such, Congress should pass the Stopping Tariffs on Allies and Bolstering Legislative Exercise of 
Trade Policy Act (STABLE), proposed by Tim Kaine (D-VA) and Senators Chris Coons (D-DE), which 
would institute a requirement of congressional approval before a president could impose new tariffs on 
U.S. allies and FTA partners.106  

Congress could undertake some additional productive legislation. Congress should charge USTR 
with working with willing allied partners to develop a full “China Bill of Particulars” report. As this 
report documents, China is the world’s most significant trade scofflaw. Accordingly, the United 
States needs to spearhead development of a collaborative report with allies that comprehensively 
documents the extent of Chinese mercantilist unfair trade and domestic economic and 
technology policies. Many of these have been noted, albeit in a piecemeal manner. Although it 
should also be noted that all foreign-nation exporters into the EU would pay a similar VAT. 
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Congress should amend, and the administration should use, Section 301 of the Trade Act of 1974 to 
target digital trade issues. Congress should amend a key U.S. trade defense tool—the Trade Act of 
1974—to respond to the digital barriers central to modern trade. The law should detail the 
responsible agency and process (i.e., the actions, such as licensing, certification, or legal 
judgment) whereby the administration can impose specific retaliatory measures on a foreign 
service provider. The administration also should use Section 301 of the Trade Act to initiate an 
investigation of Europe’s DMA, which has been used to target and penalize U.S. tech firms. 
Section 301 can be used to enact tariffs, taxes, or restrictions on EU digital service companies 
doing business in the United States.107 

Congress should amend the Internal Revenue Code to allow authorities to impose mirror taxes on 
countries imposing Digital Service Taxes on U.S. firms. Section 891 of the Internal Revenue Code 
allows the president to retaliate against foreign discriminatory or extraterritorial taxes by taxing 
foreign citizens and firms. Congress could adapt this code by mandating a tax on the global 
revenues of large firms based in countries imposing DSTs, such as Italy and France, as a 
retaliatory measure against the discriminatory taxes placed on American tech firms. These mirror 
taxes could be legislated to expire upon either of two events: agreed international rules that 
subject tech giants to taxation in countries reached by their platforms or, in the case of an 
individual country, repeal of its own DST tax.108 

Congress should require U.S. aid to be contingent on countries not engaging in digital protectionism. 
Since the end of WWII, U.S. foreign aid programs have ignored foreign mercantilist practices that 
harm U.S. techno-economic interests, and that is no longer acceptable. Congress, with its 
oversight of various federal aid programs, should investigate and require that these agencies limit 
funding to countries engaging in digital mercantilism or IP theft. Specifically, development aid 
through the InterAmerican Development Bank or the World Bank should be contingent on nations 
limiting digital protectionism wherever possible.109 

CONCLUSION 
The Trump administration has made it clear to global trade partners that sustained unfair trade 
practices deleteriously impacting U.S. enterprises and industries will no longer be tolerated. The 
increasing global proliferation of mercantilist practices certainly provides the Trump 
administration with a “target-rich” environment of trade scofflaws. But the administration should 
focus the most attention on countries where U.S. industries face the worst trade distortions and 
imbalances, and where action can most significantly advance U.S. economic interests. As such, 
this report shines a light on the countries—China, India, and the European Union—that the 
Trump administration should first prioritize in rebalancing U.S. trade and economic interests. 

  



INFORMATION TECHNOLOGY & INNOVATION FOUNDATION  |  MARCH 2025 PAGE 24 

APPENDIX 1: METHODOLOGY 
The country index scores were calculated by taking the raw score of each of the 11 indicators for 
the top 48 nations with the highest GDP. The raw scores originated from various sources, 
including the Chamber of Commerce, the U.S. Census Bureau, and the World Bank. (See each 
indicator for specific details.) The mean and standard deviations were then calculated using each 
indicator’s raw score before the raw scores of each nation were standardized to find a z-score. 
The z-scores indicate the number of standard deviations an indicator’s raw score is compared 
with its mean value. The z-scores for each indicator were then weighted. Finally, the weighted z-
scores were summed together to obtain an overall score for each nation. 

The 15 European Union nations in the top 48 nations with the highest GDP were combined into 
a collective country variable of European Union. The European Union variable was calculated by 
taking the share of GDP each nation contributed to the overall European Union’s GDP and then 
weighing the indicator score for each nation by those weights. Finally, the weighted indicator 
scores for these nations were summed together. As noted, Russia was excluded from the report 
on the amount of trivial two-way trade (just $3.5 billion in 2024) occurring between Russia and 
the United States in the wake of the Russia-Ukraine war. 

ITIF weighed each indicator’s standardized scores to reflect their importance. The USTR 301 
Watch List and International IP Index indicators had a weight of 0.75. The extent of 
pharmaceutical price controls, DMA law, DST, NTBs, Services Trade Restrictiveness Index, 
simple mean tariff rates for all products, antitrust fines, and digital economy fines on U.S.-based 
companies (noncompetition) indicators had a weight of 1. The 2023 trade balance of goods and 
information services had a weight of 3.5. (See table 1.) 

Table 1: Indicator weights in ITIF’s Trade Imbalance Index 

Indicator Year Weight 

USTR 301 Watch List 2024 0.75 

International IP Index  2024 0.75 

Extent of Pharmaceutical Price Controls 2016 1.00 

DMA Law 2025 1.00 

Digital Services Tax 2024 1.00 

Non-Tariff Trade Barriers 2022 1.00 

Services Trade Restrictiveness Index, Avg. Across Sectors 2023 1.00 

Simple Mean, Tariff Rate, All Products 2022 1.00 

Antitrust Fines 2025 1.00 

Digital economy fines on US-based companies 
(noncompetition) 2019–2025 1.00 

Trade Balance in Goods and Information Services 2023 3.50 



INFORMATION TECHNOLOGY & INNOVATION FOUNDATION  |  MARCH 2025 PAGE 25 

APPENDIX 2: DETAILED INDICATOR VALUES AND SCORES FOR ALL COUNTRIES 
 
Figure 15: Overall scores in ITIF’s Trade Imbalance Index 
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Figure 16: Trade balance of goods and IT services (2023) and weighted standardized scores (weight = 3.5) 
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Figure 17: Simple mean tariff rates for all products (raw values and weighted standardized scores; weight = 1) 
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Figure 18: NTBs (raw values and weighted standardized scores; weight = 1) 
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Figure 19: Services Trade Restrictiveness Index (raw values and weighted standardized scores; weight = 1) 
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Figure 20: DMA or similar law (status and weighted standardized scores; weight = 1) 
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Figure 21: DST (status and weighted standardized scores; weight = 1) 
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Figure 22: Presence of digital economy fines on U.S.-based companies (status and weighted standardized 
scores; weight = 1) 
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Figure 23: Extent of pharmaceutical price controls (status and weighted standardized scores; weight = 1) 
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Figure 24: Presence of antitrust fines (status and weighted standardized scores; weight = 1) 
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Figure 25: 2024 USTR special 301 watch list (status and weighted standardized scores; weight = 0.75) 
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Figure 26: U.S. Chamber of Commerce’s International IP Index (raw values and weighted standardized scores; 
weight = 0.75) 
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