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State and local governments face rising cybersecurity risks that strain budgets, disrupt services,
and erode public trust. Governments need targeted investments in modern infrastructure,
continuous monitoring, and stronger third-party risk management to protect critical services.

KEY TAKEAWAYS

A patchwork of cybersecurity and data protection laws creates conflicting requirements
for state and local governments, complicating cross-state collaboration and information
sharing.

State and local governments’ dependence on legacy infrastructure complicates and raises
costs for adoption of commercial products.

Minimum product standards and vendor liability would improve resilience, while a unified
federal breach-reporting framework would improve coordination and response.

Cooperative purchasing reduces costs through bulk agreements, while vendor
accountability measures would incentivize manufacturers to produce more secure
software and hardware.

Collaborations with universities, nonprofits, and industry deliver affordable, tailored
cybersecurity tools and training for all jurisdictions.
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INTRODUCTION

Cyberattacks in the United States have surged in frequency and impact since the start of this
decade, with the country facing several hundred on any given day.! The proliferation of digital
systems and interconnected infrastructure has widened the attack surface, while adversaries
have become more organized and technologically advanced, increasing the sophistication of their
methods. These trends amplify both the scale and severity of incidents, making recovery costlier
and disruptions more prolonged. These attacks strike federal, state, and local governments
nationwide regardless of size or location, putting personal data, critical infrastructure, essential
government services, and business operations at risk.

State and local governments now stand on the front lines of a rapidly changing cyberspace,
facing a range of cyberthreats, from opportunistic attackers exploiting basic security weaknesses
to organized groups using advanced techniques. Underfunded IT departments, aging critical
infrastructure sectors, and a chronic shortage of cybersecurity professionals leave many state and
local governments exposed. At the same time, cybercriminals, organized groups, and nation-state
adversaries such as Russia, China, and Iran are deploying increasingly sophisticated tools to
exploit these weaknesses. Recent incidents demonstrate the scope of these threats, including the
2023 ransomware attack on Dallas, Texas, which disrupted police, fire, and court systems and
exposed 30,000 residents’ data; the attack on Oakland, California, that compromised 600
gigabytes of the city’s employee data; the 2024 Salt Typhoon infiltration of U.S.
telecommunications networks such as Verizon and AT&T; and the 2025 PowerSchool breach that
exposed personal information of 62 million students and 9.6 million teachers nationwide,
underscoring the scale, persistence, and growing costs of these attacks.?

State and local governments now stand on the front lines of a rapidly changing cyberspace, facing a
range of cyberthreats, from opportunistic attackers exploiting basic security weaknesses to organized
groups using advanced techniques.

This report argues that state and local governments face three key challenges that leave them
particularly vulnerable to cyberthreats: the rising costs and frequency of attacks, the growing
sophistication of threat actors, and the increasing complexity and interconnectedness of
government IT systems. These trends, compounded by chronic resource shortages, fragmented
governance structures, and market and regulatory failures, make it increasingly difficult for state
and local governments to defend themselves, let alone recover quickly from attacks.

This report then examines the risks and limitations of current approaches, outlines the evolving
threat environment, and highlights the systemic gaps in funding, organization, and technology
that undermine cybersecurity across the state and local landscapes. It concludes with the
following 10 recommendations to secure the essential services on which Americans depend:

1. Make the state and local cybersecurity grant program permanent.
2. Expand the CyberCorps: Scholarship for Service program.

3. Establish regional cybersecurity training hubs.
4

Improve federal, state, and local coordination.
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5. Establish state cybersecurity coordination centers.

6. Operationalize the Emergency Management Assistance Compact for cybersecurity
missions.

7. Replace ransom payments with dedicated security funding.
8. Set minimum cybersecurity standards for government technology.
9. Adopt strong cybersecurity procurement and reporting standards.

10.Invest in public-sector-tailored cybersecurity tools.

STATE AND LOCAL GOVERNMENTS FACE INCREASED CYBERSECURITY RISK

State and local governments deliver essential services, from elections and emergency response
systems to drinking water management and education, making them prime targets for
cybercriminals and nation-state actors. Yet, many lack the financial, personnel, and
technological resources to implement strong security measures, resulting in mounting
vulnerabilities. The widespread adoption of digital technologies, while increasing efficiency and
enabling governments to deliver their services in new ways, has also worsened these
vulnerabilities by expanding government entities’ digital footprints, broadening malicious actors’
potential access to their systems and increasing the cost and difficulty of securing them.

Rising costs and expanding digital exposure have enabled cybercriminals and nation-state threat
actors to both disrupt services externally and exploit vulnerable systems internally, gaining
access for data theft, surveillance, and long-term strike capabilities. This has created an
increasingly hostile environment in which under-resourced state and local governments must
defend critical infrastructure and services against a growing array of sophisticated threats.
Nation-state actors, particularly China, Russia, and Iran, have intensified cyberattacks and
espionage campaigns aimed at undermining U.S. capabilities at all levels of government, using
persistent, targeted intrusions to steal sensitive data, disrupt government operations, and
establish footholds for potential future attacks. As these adversaries continue to exploit systemic
weaknesses, the cybersecurity posture of state and local governments has become a critical
component of national security.

Rising Costs and Frequency of Attacks

Cyberattacks take many forms, from simple phishing campaigns, in which emails impersonate
trusted sources to steal sensitive information, to ransomware, which locks victims out of their
data until a ransom is paid, and denial-of-service attacks, which overwhelm a system with traffic
to shut it down and potentially allow attackers to circumvent security controls.® Threat actors’
wide ranging cyber capabilities allow them to cripple a variety of organizations, especially
financially limited or burdened ones such as municipal hospitals, public schools, and city
governments, by locking up systems and halting essential services for hours, days, or weeks at

a time.

Between 2018 and 2024, 525 ransomware attacks targeted federal, state, or local government
entities, resulting in an estimated $1.09 billion in downtime.* These attacks impose a growing
financial burden, forcing governments to cover ransom payments, fund forensic investigations,
pay legal fees, and absorb the high costs of restoring systems and securing networks. The
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financial impact is especially evident in larger cities, such as Baltimore and Atlanta, which faced
ransomware demands of $76,000 and $55,000, respectively. Although neither city paid the
ransom, Baltimore spent between $10 million and $18 million, and Atlanta around $17 million,
to recover their systems.® Some municipalities, however, have opted to pay, and at far higher
ransom costs. In 2019, Riviera Beach, Florida, approved a nearly $600,000 ransom payment
after an attack crippled its systems, and Lake City, Florida, paid roughly $500,000 in a similar
incident.® Even cyberattacks without ransom demands can inflict similar costs; according to a
2022 study, the average data breach that year cost $9.36 million, as agencies must still recover
compromised systems, restore data integrity, and reassure the public about operational and
information security.’

Examples from recent years highlight the scale and consequences of these attacks. In 2018, the
city of Atlanta spent over $17 million to recover from a ransomware incident that paralyzed court
systems, utility billing, and public safety platforms.® In 2020, a cyberattack on a Florida water
treatment facility attempted to dangerously raise sodium hydroxide levels, a chemical used to
regulate water’s pH, in the public water supply, raising alarm over critical infrastructure
security.? In 2021, a breach at the California Department of Motor Vehicles exposed sensitive
driver data through a third-party vendor, illustrating how vendor security weaknesses can
compromise government systems.!® In 2022, ransomware struck the Los Angeles Unified School
District, disrupting school operations and leaking sensitive student and staff records.!! In 2023,
major attacks hit both Dallas and Oakland, disrupting 911 emergency response, permitting
processes, and recordkeeping while stealing terabytes of sensitive data.'?

Between 2018 and 2024, 525 ransomware attacks targeted federal, state, or local government
entities, resulting in an estimated $1.09 billion in downtime.

More recently, the 2024 Salt Typhoon campaign compromised U.S. telecommunications
networks.!® Chinese state-backed actors infiltrated major carriers such as Verizon and AT&T,
gaining persistent access to critical systems and remaining dormant until activated. This long-
term breach posed a direct threat to public safety, national security, and digital infrastructure.

Cyberattacks continued to accelerate in 2025, both in frequency and in cost. State and local
governments are still grappling with the fallout from Salt Typhoon, with new details emerging
regularly. A June 11, 2025, Department of Homeland Security (DHS) memo reveals that
attackers accessed Army National Guard network diagrams, location maps, and sensitive service
member data.!* Ransomware incidents targeting schools, colleges, and universities have risen 23
percent since January 2025.1° A major breach at student information system provider
PowerSchool leaked personal data for more than 10 million teachers and 60 million students.'®
Beyond these high-profile cases, attacks on smaller municipalities continue on a near-daily
basis. In Texas, the cities of Mission and Abilene declared states of emergency and suspended
public records access after ransomware incidents, while the Texas Department of Transportation
suffered a breach exposing 300,000 crash reports containing medical, insurance, and personal
information.!’

These examples demonstrate that cyberattacks against state and local governments are growing
in frequency, scope, scale, and cost. What were once isolated incidents have evolved into
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regular, strategically coordinated campaigns that target essential public services, critical
infrastructure, and sensitive personal data. From major metropolitan areas to small rural towns,
no locality remains immune. The financial burden, from ransom payments to long-term recovery
costs, continues to rise, in addition to operational disruption and eroding public trust. As threat
actors grow more sophisticated, state and local leaders should confront the rising cost and
frequency of cyberattacks as a core governance, public safety, and national security issue.

Evolving Threat Actors

The rising cost and frequency of cyberattacks stems in large part from a widening range of threat
actors who increasingly exploit the vulnerabilities in state and local government systems.
Financially motivated cybercriminals remain a consistent danger, often deploying ransomware-as-
a-service platforms to target schools, hospitals, and municipal agencies.'® But these actors now
operate alongside increasingly sophisticated, well-resourced state-sponsored groups. Nation-state
adversaries, especially from China, Russia, and Iran, use cyberoperations not only to cause
financial damage but also to gather intelligence, disrupt infrastructure, and maintain long-term
system access to pre-position themselves in critical systems they can exploit during future crises
or conflicts..!? State and local governments, with limited resources and weaker cybersecurity
postures than federal agencies have, find themselves squarely in the crosshairs of these
campaigns.

Modern cyber adversaries frequently employ “living-off-the-land” techniques, leveraging
legitimate system administration tools already present in networks to evade detection. Such
tactics enable persistent access, bypass traditional antivirus tools, and facilitate lateral
movement across systems.?? State-backed actors also use spear phishing, credential theft, supply
chain compromises, and malware-laced software updates to infiltrate targets.?! Once inside, they
may exfiltrate data, map critical infrastructure, or establish dormant access for future disruption.
Common practices include exploiting unpatched software, abusing legitimate administrative
credentials, targeting cloud services, and compromising third-party vendors.??> Many operations
aim for stealth and persistence rather than immediate damage, positioning the attacker for later
espionage, sabotage, and political influence.?3

Chinese state-backed threat actors have conducted some of the most expansive cyberespionage
campaigns against U.S. targets. Often referred to under various “Typhoon” designations, these
advanced persistent threat (APT) groups have demonstrated significant scale and capability: Salt
Typhoon breached 9 U.S. telecom companies and compromised 200 organizations across 80
countries; Volt Typhoon infiltrated 30 percent of targeted legacy Cisco routers in 37 days while
embedding itself in U.S. energy, water, and transportation systems; and Flax Typhoon exploited
66 known vulnerabilities to build a botnet of over 260,000 compromised devices.?*

More recently, the Salt Typhoon campaign, attributed to China’s Ministry of State Security,
embedded malware deep in U.S. telecommunications infrastructure, including carriers such as
AT&T and Verizon, affecting systems nationwide.?®> The campaign enabled Salt Typhoon to steal
1,462 network configuration files from an estimated 70 U.S. government entities across all
levels of government, as well as from 12 critical infrastructure entities, including energy,
communications, transportation, and water and wastewater systems.?® The attack also targeted
Army National Guard systems, which could, in the long term, undermine local efforts to protect
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critical infrastructure, as National Guard cyberunits play an important role in assisting state and
local governments targeted by cyberattacks.

In 2025, Violet and Linen Typhoon exploited Microsoft SharePoint vulnerabilities, impacting
hundreds of users and reportedly breaching the Department of Energy and the National Nuclear
Security Administration.?’ In addition, this campaign targeted thousands of state and local
governments that heavily rely on Microsoft SharePoint. One state official noted that the breach
allowed attackers to gain control of a state government website used to publish public-facing
documents.?® CrowdStrike reported that more than 1,100 servers belonging to state and local
governments were affected, including servers for public higher education institutions and K-12
schools.??

These examples show a clear pattern: Chinese state-backed APT groups are targeting not only
high-value federal institutions but also critical infrastructure and network layers that support
state and local governments, including telecom carriers, National Guard and emergency response
networks, public sector IT systems, and other backbone services. The objective appears to be
long-term strategic access, intelligence gathering, and potentially to disrupt or surveil at scale—
not just data theft, but structural leverage over local governance and public sector operations.3°

Chinese state-backed threat actors have conducted some of the most expansive cyberespionage
campaigns against U.S. targets.

Russian state-backed threat actors are known for bold, disruptive attacks aimed at undermining
election infrastructure and democratic processes.®' These groups, known under the “Blizzard”
designation, including Cozy Bear, Sandworm, and Seashell, operate as arms of Russian
intelligence services. Their campaigns often seek to sow distrust, exploit social divisions, and
destabilize political institutions.®? In 2019, Russian operatives breached SolarWinds, a Texas-
based IT management firm, inserting malicious code into routine software updates and giving
themselves backdoor access to thousands of customers, including U.S. government agencies.?3
The compromise extended beyond federal networks, infiltrating state and local government
systems as well as critical infrastructure providers, underscoring the far-reaching consequences
of supply chain attacks.®* The attack ultimately affected more than 18,000 organizations. In
2024, Sandworm, also known as “CyberArmyofRussia_Reborn,” attacked water and waste
treatment facilities in two smalls towns, Tipton, Indiana, and Muleshoe, Texas, with populations
of just over 5,000 each.® Although contained, these incidents demonstrate Russia’s willingness
to target even small municipalities to undermine critical infrastructure, public trust, and national
security.

Iranian state-backed actors have likewise expanded their capabilities and ambitions over the past
decade. Often grouped under the “Sandstorm” designation, Iranian APTs such as APT33,
APT34, APT42, Charming Kitten, and Imperial Kitten conduct aggressive campaigns against
U.S. critical infrastructure and government systems.3¢ They frequently share malware, stolen
credentials, and intrusion techniques to maintain persistent access.®” Their operations range
from spear phishing and credential harvesting to exploiting Internet-connected devices in utilities
and transit networks.28 In 2018, Iranian hackers targeted Atlanta’s airport systems.®? In 2020,
they posed as Proud Boys members online in an attempt to intimidate voters during the U.S.
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election.* In 2023, Iranian-linked attackers breached water utilities in Pennsylvania and Texas
by exploiting unpatched Internet of Things devices.*! Most recently, in 2025, an Iranian-
affiliated actor accessed the Arizona Secretary of State’s Office and altered candidate profile
photos with pictures of Ayatollah Khomeini.*?> While no sensitive data was compromised, this
symbolic disruption demonstrated both technical capabilities and Iranian political intent.

Together, these nation-state actors pose a persistent and escalating threat to state and local
governments’ cybersecurity. Their goals range from long-term intelligence gathering to immediate
disruption, but their tactics consistently exploit the public sector’s fragmented, underfunded,
and outdated cybersecurity infrastructure. As these adversaries continue to evolve and coordinate
their attacks, state and local agencies face mounting challenges in defending their systems.
Confronting these threats will require not only awareness of their tactics but also a fundamental
reassessment of public sector cybersecurity at all levels of government.

Expanded Digital Exposure

The growing costs, frequency of attacks, and evolving number of threat actors stem in part from
the continued expansion of digital exposure state and local governments face. The digitalization
of governmental and critical infrastructure sectors, from education and energy to water and waste
management, has significantly expanded the cyberattack surface. Over the past two and a half
decades, state and local entities have increasingly shifted core operations and constituent
services online—a shift accelerated rapidly by the transition to remote work and digital service
delivery during and after the COVID-19 pandemic.*® While digital transformation is essential for
modern, efficient governance, it has often outpaced cybersecurity investments, leaving many
systems exposed.

The COVID-19 pandemic forced rapid technology adoption across government agencies, with
many implementing cloud-based platforms, third-party tools, and remote work infrastructure
without sufficient risk assessment or long-term planning.** This created multiple new attack
vectors that threat actors could exploit quickly. For example, during the pandemic, several school
districts implemented online learning platforms without robust authentication controls, making
them vulnerable to data breaches and ransomware attacks. According to K12 SIX research, a
nonprofit specializing in K-12 cybersecurity, cyberattacks rose 393 percent between 2016 and
2022, with incidents ranging from data leaks to system outages that disrupted school operations,
which have only increased in frequency since then.*®

Many state and local agencies still rely on outdated IT infrastructure that lacks essential cybersecurity
features such as multifactor authentication, encryption, or real-time monitoring.

The growing reliance on widely adopted software has introduced systemic supply chain risks. The
2023 MOVEIt data breach demonstrated how a single vulnerability in commonly used software
can cascade across thousands of organizations simultaneously—for instance, a threat actor
exploited one flaw in a widely used file transfer tool, exposing sensitive data from over 2,700
organizations, including multiple state agencies.*® The breach affected state departments of
health, education, and motor vehicles, demonstrating how concentration risk, wherein many
organizations depend on the same software, can turn a single point of failure into a widespread
public sector crisis. Moreover, this incident highlights the growing problem with zero-day
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vulnerabilities, which are unknown software flaws discovered only after an incident, that
organizations often fail to assess annually, leaving them vulnerable to continuous attacks by
various threat actors.*’ Yet, many state and local governments continue to depend on commonly
used software and external services without conducting sufficient oversight, establishing
contractual security requirements, or having coordinated incident response.

Legacy systems further complicate the picture. Many state and local agencies still rely on
outdated IT infrastructure that lacks essential cybersecurity features such as multifactor
authentication, encryption, or real-time monitoring.*® These systems often cannot run modern
security software, lack support for current encryption and authentication standards, and are
unable to integrate with centralized monitoring tools, making them fundamentally incompatible
with today’s cybersecurity infrastructure.*® The combination of aging digital systems and newly
adopted digital services creates a fragmented, difficult-to-secure environment. The 2017
WannaCry ransomware attack is a well-known example, wherein threat actors targeted users of an
outdated Microsoft Windows operating system, holding hundreds of thousands of individuals’
data hostage for ransom.*® While Microsoft patched this legacy breach, many similarly outdated
systems remain in use, raising the possibility for future exploitation by threat actors aiming to
access sensitive government data.

In addition to internal vulnerabilities, expanded digital exposure means cybercriminals and state-
sponsored groups are increasingly targeting public-facing systems, such as online portals for tax
payments, court records, and public health services.®' In 2023, the city of Fort Worth, Texas,
experienced a cyberattack that disrupted its online public records request system, part of a
broader trend of targeting local governments’ public-facing infrastructure.%? These seemingly low-
risk systems often lack the same protections as more sensitive databases and can serve as entry
points for attackers to move deeper into a network.

As state and local governments continue to digitize, the expansion of their online footprint has
become both a necessity and a liability. Without dedicated cybersecurity investment and
strategic coordination across agencies and jurisdictions, this digital exposure will remain a major
driver of vulnerability and a growing invitation for exploitation by increasingly sophisticated
adversaries.

STATE AND LOCAL GOVERNMENT CYBERSECURITY IS FRAGMENTED,
UNDERFUNDED, AND UNPREPARED

Despite mounting threats and rising costs from cyberattacks, state and local governments remain
chronically underprepared to defend their digital infrastructure. The scale and complexity of
modern cyberthreats have outpaced the resources, staffing, and organizational structures
available to most public sector entities below the federal level. While some larger jurisdictions
have modernized their cybersecurity programs, the overall landscape is fragmented across
budgets, capabilities, municipalities, and levels of responsibility.

Many state and local agencies operate with outdated technology, overextended information-
technology teams, and limited access to specialized cybersecurity expertise. This disparity is
especially severe in rural areas and small municipalities, where basic security practices such as
multifactor authentication, endpoint detection, and employee cyber hygiene training may be
missing altogether. The result is a patchwork of cyber readiness across the country, with smaller
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agencies remaining especially vulnerable to increasingly sophisticated threat actors and lacking
the capacity to respond quickly or coordinate with federal partners during attacks.

Beyond resource constraints, systemic issues related to governance, market dynamics, and
regulatory oversight have hindered state and local governments’ efforts to modernize. Disjointed
procurement processes, overlapping agency responsibilities, unclear reporting requirements, and
limited access to affordable, tailored cybersecurity solutions compound the problem.

Resource and Capacity Limitations

State and local governments consistently face significant resource and capacity constraints that
impede the implementation and maintenance of effective cybersecurity programs. Many agencies
operate with understaffed teams, aging infrastructure, and weak or reactive incident response
systems. These limitations leave governments dangerously exposed to cyber adversaries capable
of crippling essential services, stealing sensitive data, and eroding public trust. The Government
Accountability Office has also documented how capacity shortfalls—such as insufficient staffing
and outdated technology—undermine the ability of cybersecurity programs to sustain operations
and keep pace with evolving threats.®3

State and local governments operate with limited and often inconsistent cybersecurity budgets,
relying heavily on fragmented sources such as short-term grants, appropriations, or redirected
operational funds. A critical funding source is the State and Local Cybersecurity Grant Program
(SLCGP) administered by Cybersecurity and Infrastructure Security Agency (CISA) and Federal
Emergency Management Agency (FEMA); however, its future remains uncertain, as the most
recent extension funds the program only through the end of fiscal year 2026, creating a real risk
of expiration if policymakers fail to reach a long-term agreement.® State and municipal leaders
warn that without predictable federal support, long-term planning, infrastructure modernization,
and timely response to emerging cyberthreats will remain challenging.%® Many agencies lack a
dedicated cybersecurity budget, forcing IT departments to juggle basic operations with threat
response, an unsustainable trade-off as attacks become more frequent and severe.

The United States faces a gap of approximately 500,000-700,000 unfilled cybersecurity roles,
according to the National Institute of Standards and Technology (NIST) and private estimates.

Still, designing and executing sustainable solutions requires acknowledging the structural pitfalls
that have hindered past efforts. First, administrative burdens frequently overwhelm small
jurisdictions: the time and personnel required to apply for, manage, and report on grant programs
can drain capacity from frontline defense, leading some agencies to underutilize available
funds.®® Second, inefficiency and duplication persist across programs. Without clear
prioritization and coordination, jurisdictions may build overlapping capabilities or adopt
one-size-fits-all solutions that fail to meet local needs.®” For example, Pennsylvania found that
before it established shared services and solutions, each of its 67 counties had independently
built its own security services and measures, duplicating efforts, exhausting resources, and
increasing costs and complexity across the state.®® These systemic challenges dilute the impact
of limited resources and make it harder for governments to build lasting, scalable cybersecurity
capacity.
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Moreover, DHS's fiscal year 2025 guidance for the SLCGP introduced major changes, limiting
how state and local governments can use federal funds. Notably, grant funding can no longer
cover memberships to the Multi-State Information Sharing and Analysis Center (MS-ISAC) or the
Elections Infrastructure ISAC (EI-ISAC), both operated by the Center for Internet Security
(CIS).®® These organizations have long provided critical, federally funded cyberthreat intelligence
and incident response services to state and local governments. At the same time, the pending
expiration of DHS’s contract with CIS may end federal support that has historically allowed CIS
to offer these services free of charge.°

To adapt, CIS has introduced a subscription-based model with discounted options, including
deferred billing, half-price memberships, and free access for some small jurisdictions.®* While
intended to ease the transition, this shift raises concerns about financial sustainability for both
small, underserved local governments and CIS itself. Many smaller entities may be unable to
afford even discounted rates, and reduced federal funding could limit CIS’s ability to maintain
high-quality, up-to-date threat intelligence. These changes threaten the future of multistate cyber
coordination, particularly for communities most dependent on federally subsidized support.

The cybersecurity workforce shortage further exacerbates this challenge. The United States faces
a gap of approximately 500,000-700,000 unfilled cybersecurity roles, according to the National
Institute of Standards and Technology (NIST) and private estimates.®? Public sector agencies,
especially at the state and local levels, struggle to recruit and retain talent, competing with the
private sector’s higher salaries and more dynamic work environments.®® Even major state
governments often lack teams with specialized skills in threat intelligence, incident response, or
vulnerability management, relying instead on generalist IT staff without deep security expertise.®*

These personnel and financial challenges are compounded by outdated infrastructure. Many
agencies still rely on legacy systems, some decades old, that are expensive to maintain,
unsupported, and incompatible with modern cybersecurity tools.®® Such platforms introduce
known vulnerabilities and limit secure modernization efforts. To compensate, many agencies
outsource critical functions such as cloud hosting, threat monitoring, and application
development to third-party vendors.®® While outsourcing may offer short-term relief, it also
introduces risks related to vendor oversight, data security, and supply chain vulnerabilities.

Organizational and Structural Weaknesses

A major organizational barrier to stronger cybersecurity at the state and local levels is
inconsistent security practice across agencies and jurisdictions. Individual agencies typically
remain responsible for their own cybersecurity, but without common standards, shared threat
intelligence, or coordinated response capabilities, security maturity varies widely. Some agencies
implement robust controls, while others lack basic protections such as multifactor authentication
or regular patching. States have created chief information security officer positions or centralized
IT agencies, but their authority often only extends to executive branch agencies, leaving local
governments and other departments to develop their own security approaches. Without
mechanisms to share practices and coordinate responses, agencies operate in silos, slowing
threat responses and undermining resource allocation efforts.

The misalignment of priorities between federal, state, and local governments further complicates
cohesive cybersecurity responses. At the federal level, agencies concentrate on large-scale, high-
impact threats, such as infrastructure sabotage, due to these risks carrying national security
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implications and require centralized coordination and response. State and local entities,
however, operate in a different environment, frequently facing threats such as ransomware that
shuts down schools and city services, business email compromise schemes, and data breaches
that expose citizens’ information.®” This disconnect between levels of government is a natural
result of each government’s differing priorities; however, federal strategy should still remain
attentive to operational realities and resource constraints of state and local entities.®® When this
awareness is lacking, it creates gaps in support, funding mismatches, and fragmented access to
federal threat intelligence and resources, leaving state and local jurisdictions without the federal
assistance needed to address the cyber risks they encounter most frequently.®®

A fragmented security posture across jurisdictions amplifies these weaknesses. Cybersecurity
capabilities vary significantly from one locality to another, depending on leadership, budgets, and
organizational capabilities. Some agencies have deployed advanced defenses and applied strong
cyber-hygiene protocols, while others operate with minimal safeguards, sometimes lacking even
basic protections such as multifactor authentication or regular patching. These inconsistencies
create security vulnerabilities that attacks can exploit, moving from less protected points to
access more sensitive systems, while also reducing opportunities for scaling defenses through
shared services or bulk contracting.’® With disparate systems and practices across agencies,
sharing threat intelligence and learning from each other’s incidents become much more difficult,
leaving jurisdictions to face the same attacks repeatedly without collective defense.

Moreover, unclear roles and responsibilities during a cyber incident frequently hinder effective
response and recovery. In many states, it remains ambiguous which agency should lead a
response involving multiple localities or outside vendors. Without well-established incident
frameworks that include all levels of government, local emergency managers, and public
information officers, responses can be delayed, mis-coordinated, or redundant.”* The absence of
both rehearsed protocols and clarity on leadership during a cyber crisis further undermines the
public sector’s capacity to respond to fast-moving threats.

Together, these structural weaknesses, fragmented oversight, misaligned priorities, inconsistent
security postures, and unclear incident leadership limit the ability of state and local governments
to build resilient cybersecurity defenses. Even jurisdictions with adequate funding may struggle
to defend against today’s evolving threats without greater clarity, coordination, and cohesion
across agencies and levels of government.

Market, Technology, and Regulatory Failures

Many tools and technologies deployed by state and local governments lack built-in security
features. Particularly in operational technologies—the control systems that run water treatment
facilities, electric grids, and transportation network—products used in utilities and infrastructure
frequently reach operators without modern security controls, leaving them vulnerable the moment
they are deployed. A recent review of 45 operational technology product families finds that every
system has at least one trivial but exploitable security flaw, such as lack of encryption or the
ability to execute arbitrary code without constraints.’? Default configurations may ship with
shared passwords or exposed administrative ports, and procurement policies at state and local
levels are often insufficient to prevent insecure products from entering public systems.

The hurdles in this area are multifaceted. The first challenge is the widespread use of insecure
commercial products, which often ship with weak default configurations that expose agencies to
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compromise before deployment. A second challenge is that purchasing decisions are frequently
driven by short-term costs or convenience rather than security, resulting in systems that
introduce long-term risk as well as the associated long-term costs from these risks.”® A third
obstacle is the lack of vendor accountability, as many contracts lack enforceable security
requirements and provide few consequences for undisclosed vulnerabilities or delayed patches.’*
Finally, compliance burdens compound these issue. States and local agencies have to navigate
sector-specific federal regulations—such as the Health Insurance Portability and Accountability
Act (HIPAA) for health departments, the Family Education Rights and Privacy Act (FERPA) for
schools, and Criminal Justice Information Services—each imposing technical obligations that
strain limited resources and cause small agencies to divert staff from practical defense to
documentation and audit tasks.’® Even aligning with national frameworks such as NIST or CISA
proves difficult when small jurisdictions lack the budget and staff these guidelines require.

While some jurisdictions have adopted cybersecurity procurement checklists, they remain
inconsistent and rarely comprehensive. Often, cost, speed, or familiarity drives decision-making
over security. CISA’s Software Acquisition Guide strongly recommends formal documentation of
risks and executive sign-off when considering insecure products, yet few agencies consistently
follow these protocols.”® Case studies reveal that procurement processes focused on price over
security result in long-term vulnerabilities and increased exposure.’’

A lack of vendor accountability exacerbates these weaknesses. Many contracts lack enforceable
security requirements, and governments rarely hold vendors liable for undisclosed vulnerabilities.
Some vendors delay or overlook post-deployment patches or fixes, and smaller agencies lack the
leverage to demand rapid response and secure-by-design products. As a result, cybersecurity
responsibility falls disproportionately on under-resourced government buyers that are often
unprepared for these tasks.

Commercial cybersecurity tools and services frequently do not meet public sector needs. Many
are built for enterprise customers with large IT teams, big budgets, and modern infrastructure,
making them misaligned with government procurement rules and difficult to integrate with
legacy systems. Smaller agencies often either overpay for unnecessary features or find
themselves unable to adopt usable tools due to technical complexity or incompatibility.”® This
misalignment reinforces the digital divide between well-funded and under-resourced
jurisdictions, leaving the latter exposed despite available, but ill-fitting, solutions.

Even when awareness exists, many state and local governments deprioritize cybersecurity in
budgeting and policy decisions. Departments frequently treat security as an IT issue rather than
a core operational risk, delaying or minimizing long-term investments in technology and staffing.
Studies from industry experts confirm that budget constraints and competing priorities continue
to sideline cybersecurity in many local government settings.’® The result is lower readiness and
reduced ability to mitigate or recover from attacks, leading to higher overall impact.

At the regulatory level, a patchwork of state-specific data protection and cybersecurity laws adds
complexity for multijurisdictional agencies and vendors. Compliance requirements vary widely
across states and often conflict, creating barriers to cooperation and increasing procurement
costs. Aligning with federal frameworks, such as NIST or CISA guidance, can be difficult for local
governments that need to tailor solutions to local operational needs and budgets.® These
inconsistencies limit scalability, increase overhead, and strain already limited resources.
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Table 1: Unique cybersecurity challenges facing state and local governments

Challenge

State & Local

Federal

Private Sector

Increasing cyberattacks
Expanding digital exposure
Workforce shortages
Third-party/vendor risks

Nation-state threats

<\

AN

v

v
v
v
v

Coordination

Misaligned priorities
Fragmented intelligence sharing
Nation-state targeting

Inconsistent standards

AN N N N N B N N VRN

Supply chain vulnerabilities
Protecting critical infrastructure
Need secure-by-design technology

Responsihility for cloud/telecom security

DN N N N N N N N N P N N NN

Legacy systems and integration issues
High cost of cyber incidents
Difficulty maintaining secure configurations

Heavy reliance on vendors

AN NN Y N N N N

Limited funding
Small cybersecurity workforce
Outdated systems

Frequent ransomware attacks

NN NN NN

Focus on national threats
Complex agency coordination

Slow intelligence sharing

AN

Constant need for updates/patches
Entry point for attacks on others
Pressure to move quickly, not securely
Vulnerable supply chains

High financial risk from attacks

AN NN VRN
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RECOMMENDATIONS

Cybersecurity at the state and local levels should be treated as a governance priority, not merely
an IT function. Solutions should prioritize longevity, adaptability, and capacity-building. Short-
lived pilot programs, grants, and narrowly scoped projects cannot keep pace with the rapidly-
evolving capabilities of increasingly persistent, innovative, and well-resourced adversaries. State
and local governments need sustained funding mechanisms, strong workforce pipelines, scalable
technologies, and clearly defined lines of coordination between all government-level actors and
agencies. Withstanding today’s threats and those to come requires not only building strong
collaboration between government entities, but also strengthening partnerships with private
sector suppliers and civil society.

The recommendations that follow address these needs across three structural categories: the
resource and capacity limitations that constrain day-to-day cybersecurity operations; the
organizational and governance weaknesses that hinder coordination and consistency; and the
market, technology, and regulatory failures that allow insecure products and fragmented rules to
persist. Together, these reforms outline a comprehensive approach to embedding cybersecurity
into the fabric of basic governance. Achieving this vision requires federal leadership and
coordinated action across all levels of government to ensure cybersecurity functions as an
essential public service.

Resource and Capacity Limitations

State and local governments are unique not because the threats they face are uniquely severe,
but because their ability to respond is chronically under-resourced. Even as cyberattacks grow
more frequent, costly, and sophisticated, many jurisdictions operate with aging infrastructure,
understaffed IT teams, and fluctuating budgets.®! These constraints create a structural
disadvantage wherein governments are expected to defend increasingly complex digital
environments with tools, personnel, and funding models that were never designed for today’s
threat landscape.

The result is a widening gap between what state and local agencies must secure and what they
can realistically support. Short-term grants, fragmented training pipelines, and limited access to
specialized expertise leave many jurisdictions reliant on temporary fixes rather than long-term
resilience.®? Without stable funding, sustainable workforce development, and shared regional
capacity, even well-intentioned agencies struggle to modernize systems, adopt secure-by-design
technologies, or maintain consistent cyber readiness—highlighting the need for long-term federal
funding, expanded talent pipelines, and scalable regional training and support programs.

1. Make the State and Local Cybersecurity Grant Program Permanent

Among the most significant barriers to stronger cybersecurity at the state and local levels are the
resource and capacity constraints. Congress should make the SLCGP permanent with consistent
annual appropriations.® Congress has reauthorized the program through September 2026, but
without providing new funding, thereby ending existing grant opportunities. The Protecting
Information by Local Leaders for Agency Resilience (PILLAR) Act would extend the program
through 2033 with additional funding.®* A consistent funding stream would shift agencies away
from chasing short-term patches toward long-term strategy.®® Permanent funding would enable
jurisdictions to prioritize cost-effective security investments, such as secure-by-design products
and vendor accountability measures, rather than repeatedly patching vulnerable systems,
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allowing governments to invest in architecture modernization and hire permanent cybersecurity
staff without fearing that support might vanish mid-cycle. Stable funding would also help
jurisdictions maintain momentum across elections or leadership cycles rather than suffer resets.

2. Expand the CyberCorps: Scholarship for Service Program

Congress should expand the CyberCorps: Scholarship for Service (SFS) program to include a buy-
in option for state and local government placements. The SFS program currently funds
cybersecurity education in exchange for service in qualified government positions.®® The National
Science Foundation should amend the program’s authorization to establish explicit buy-in
pathways that would allow state and local agencies to directly sponsor and recruit SFS
graduates.®” By enabling state and local government buy-ins, the program could channel more
talent into areas with the most acute need rather than concentrating placements only at the
federal level. Local governments could gain access to highly trained personnel without bearing
the entire recruitment burden, while scholarship recipients would gain opportunities to serve
throughout various levels of government, learning a whole-of-country approach about the state of
cybersecurity.

3. Establish Regional Cybersecurity Training Hubs

At the state and local levels, workforce initiatives are also key to amplifying federal support.
Regional cybersecurity training hubs, developed in partnership with public universities and
community colleges, can provide scalable training in simulated network environments wherein
students practice detecting and responding to cyberattacks in safe, controlled settings, and
technical certification pathways. These hubs reduce overhead for small jurisdictions by pooling
resources while delivering consistent, high-quality instruction.®® In parallel, cyber apprenticeship
and reskilling programs, targeted at veterans, displaced workers, and other nontraditional talent
pools, can fill critical staffing gaps. Apprenticeship models could combine classroom instruction
with hands-on experience, allowing participants to contribute immediately while ramping up
proficiency. Expanding pipelines beyond a four-year degree accelerates hiring flexibility and
increases diversity in the cybersecurity workforce.

A proof of concept for these ideas is embodied in the 2025 establishment of Texas Cyber
Command, signed into law by Governor Greg Abbott. The Cyber Command consolidates
cybersecurity responsibilities for state, local, and educational institutions under one coordinating
entity based in San Antonio.® It includes a threat intelligence center, digital forensics lab, and
incident response units, and offers shared services, such as training and incident support, to
smaller jurisdictions. By centralizing functions and reliably funding operations, Texas
demonstrates how a stable backbone organization can scale capacity, relieve burdens on
individual agencies, and incentivize coordination across the public sector.

Together, these measures offer a roadmap for fundamentally reshaping state and local
cybersecurity postures. Federal action should deliver predictable funding and expand talent
pipelines, while state and local programs should build practical training frameworks and real-
world pathways into cybersecurity careers. These recommendations directly address
sustainability, administrative complexity, and scalability; when properly aligned and
implemented, they will empower even smaller or under-resourced jurisdictions to defend
themselves, manage risk proactively, and reduce the cascading costs of cyber incidents.

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | MAY 2026 PAGE 16



Organizational and Structural Weaknesses

State and local governments face inconsistent security standards and policies across
jurisdictions, combined with limited capacity to scale effective protections. As cyberthreats grow
more sophisticated, targeting a widening array of digitalized systems, governments are under
pressure to adapt quickly. Stronger cybersecurity structures should prioritize resource efficiency,
inter-agency collaboration, and shared tools and services to ensure that security investments
deliver maximum value. Without such reform, responses will remain uncoordinated, leaving
smaller jurisdictions at heightened risk and undermining national resilience.

However, several hurdles complicate progress. While the federal government has spent decades
building robust public-private partnerships and can leverage these relationships and dedicated
resources to prepare effectively, state and local entities cannot.®® Service delivery at the state
and local levels is uneven. Some larger states and metropolitan governments have the funding
and personnel to implement strong cyberdefenses, but many still struggle, especially rural or
underserved communities, which remain particularly vulnerable.®! Shared services would help
address these disparities. States should establish voluntary threat intelligence sharing, facilitate
cooperative purchasing agreements for security tools, or provide regional incident response teams
that offer surge capacity during major breachers. Such approaches enable resource sharing and
coordination, while allowing agencies to maintain autonomy over their core priorities.

4. Improve Federal, State, and Local Coordination

At the federal level, multiple reforms could improve coordination and oversight. Creating
dedicated state and local liaison offices would streamline access to federal resources, such as
CISA services, while helping agencies navigate assistance programs more effectively.?
Expanding joint cyber exercises with private sector operators in sectors such as energy,
transportation, and healthcare would also strengthen cross-sector preparedness. The Joint
Ransomware Task Force, co-led by the Federal Bureau of Investigation, Secret Service, and
CISA, should address documented coordination gaps by establishing formal procedures for
ransomware assistance to state and local governments, improving consistency in FBI
communication during incidents, and clarifying federal agency roles to prevent duplicative efforts
and wasted resources.®?

5. Establish State Cybersecurity Coordination Centers

At the state and local levels, governments should take complementary steps. Establishing state
cybersecurity coordination centers would connect local agencies to existing federal Information
Sharing and Analysis centers, ensuring that smaller jurisdictions receive actionable
information.®* States should also conduct joint cyber exercises tailored to local contexts,
involving hospitals, election offices, and utilities to ensure readiness across the public—private
ecosystem. Most importantly, states should create cybersecurity coordination offices to facilitate
threat intelligence sharing, harmonize incident response across agencies, and serve as the states’
primary liaisons to federal partners.®®

6. Operationalize the Emergency Management Assistance Compact for Cybersecurity
Missions

To further strengthen interstate support during major cyber incidents, the National Governors
Association should operationalize the Emergency Management Assistance Compact (EMAC)—a
mutual aid framework that allows governors to request personnel and resources from other states
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during emergencies—for cybersecurity missions.?® This should include supporting the
development of cyber-specific Mission Ready Packages and clarifying legal, administrative, and
reimbursement pathways for deploying cyber personnel across state lines. These steps would
allow states to rapidly surge qualified analysts, incident responders, and technical teams during
large-scale cyberattacks.

Case studies show that these recommendations are both politically feasible and operationally
effective. In 2025, Texas established the Texas Cyber Command, consolidating cybersecurity
functions across state, local, and higher-education institutions. With $135 million in dedicated
funding, the command now provides shared intelligence, forensics, and incident response
services to smaller jurisdictions, reducing duplication and ensuring consistent coverage across
the state.®” New York’s 2025 cybersecurity law offers a different but complementary model. It
mandates annual cyber awareness training for all state and local employees and requires
agencies to report incidents within 72 hours.®®

7. Replace Ransom Payments With Dedicated Security Funding

While state and local governments gain valuable insight into ransomware trends when victims
report payments, allowing those payments to continue ultimately sustains the threat. A
coordinated ban across jurisdictions would remove the profit motive that drives these attacks,
making them less attractive and likely reducing their frequency over time.?® States such as North
Carolina and Florida have already enacted ransom payment bans, and states pursuing similar
legislation should pair prohibitions with dedicated cybersecurity enhancement funds to help
smaller jurisdictions upgrade security systems and implement backup solutions before bans take
effect.100

By combining federal reforms with state-level innovation, governments can overcome hurdles
impeding effective cybersecurity measures. A stronger organizational and structural foundation
would ensure not only that resources are better utilized, but also that every jurisdiction, from
large cities to small towns, has access to the tools and support needed to withstand cyberthreats.
Ultimately, building these structures is essential to moving from today’s fragmented, reactive
posture toward a cohesive, scalable, and resilient national cyberdefense system.

Market, Technology, and Regulatory Failures

Even with stronger resources and organizational structures, state and local governments face
systemic disadvantages rooted in the tools they use, the markets they operate in, and the
regulatory environment they must navigate.

The New York 2025 cybersecurity law provides a concrete model for addressing these
challenges. By mandating annual cybersecurity training and requiring agencies to report
incidents within 72 hours, New York established a consistent baseline across state and local
agencies.!®! The state provides free training through the Office of Information Technology
Services, though it does not fund broader security improvements that smaller jurisdictions need
in order to meet these requirements. These measures directly address procurement and vendor
accountability: standardized training improves oversight of technology purchases, while
disclosure requirements create pressure for vendors to maintain secure systems and respond
quickly to vulnerabilities. This kind of model law reduces fragmentation, creates uniform
expectations, and strengthens both government and vendor accountability.
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Other states should adopt this approach to ensure consistent procurement standards, enforceable
reporting rules, and streamlined oversight across the public sector.'°> However, states should
also improve New York’s model by pairing these reporting measures with dedicated cybersecurity
funding, such as upgrading legacy systems, purchasing endpoint protection tools, implementing
multifactor authentication, and hiring specialized cybersecurity staff to meet these new
requirements. 103

8. Set Minimum Cybersecurity Standards for Government Technology

At the federal level, policymakers should adopt complementary measures to close systemic gaps.
First, federal agencies should establish minimum cybersecurity requirements for all technology
products purchased with federal or federally supported funds, ensuring that insecure-by-design
systems never enter government networks. Second, Congress should enact legislation on vendor
accountability, mandating timely vulnerability disclosure and enforceable cybersecurity
obligations in contracts. Doing so would shift risk back onto providers rather than under-
resourced government buyers. Third, CISA should expand its procurement guidance and risk
assessment tools, offering standardized checklists, model contract language, and technical
assistance to help governments prioritize security in purchasing decisions.!® Finally, to eliminate
compliance inefficiencies, Congress should establish a federal framework for breach reporting
and data protection, preempting conflicting state rules. A single standard would simplify
compliance for vendors and agencies alike while ensuring faster, more consistent reporting of
incidents.

9. Adopt Strong Cybersecurity Procurement and Reporting Standards

State and local governments also have critical roles to play. They should adopt cybersecurity
procurement standards that evaluate vendors’ patch management practices, security
certifications, and adherence to secure-by-design principles. Joint procurement agreements
could strengthen bargaining power, reduce costs, and improve product quality, while vendor
accountability frameworks, such as requiring cybersecurity insurance or guaranteed patch
timelines, would shift responsibility away from vulnerable jurisdictions. The New York law
underscores how codified training and reporting mandates can institutionalize protections,
ensuring that agencies don't rely solely on procurement officers to enforce security.!°®

10. Invest in Public Sector Tailored Cybersecurity Tools

States should also invest in public-sector—tailored tools. Many commercial cybersecurity products
are built for large enterprises, making them expensive, overly complex, or incompatible with
government legacy systems. By partnering with universities, nonprofits, and industry consortia,
states could foster the development of affordable, user-friendly solutions designed for local
governments. Regulatory alignment is equally important: States can harmonize their
cybersecurity and data protection laws with federal frameworks and neighboring jurisdictions,
reducing duplication and making compliance more achievable for small agencies.

Together, these reforms would help governments overcome systemic disadvantages created by
insecure products, weak procurement practices, and fragmented regulation. Federal action can
establish secure baselines and hold vendors accountable, while state and local initiatives can
strengthen procurement practices, create bargaining leverage, and develop tools aligned with
public needs. By drawing on frameworks such as New York’'s 2025 law, policymakers can set
consistent expectations, simplify compliance, and institutionalize accountability. Taken together,
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these measures would enable governments to not only secure their own systems, but also
contribute to a more resilient digital ecosystem across the public sector.

CONCLUSION

State and local governments stand at the front line of a cyberthreat landscape that is growing
more complex, costly, and disruptive with each passing year. The very systems that communities
rely on daily—emergency services, schools, utilities, and election infrastructure—are increasingly
vulnerable to ransomware, data breaches, and sophisticated nation-state campaigns. Unlike the
federal government, which benefits from an array of dedicated cybersecurity agencies, state and
local entities often face these challenges with fragmented structures, outdated tools, and limited
capacities. The result is a widening gap between the scale of threats and the ability of public
institutions to defend against them.

This report underscores that these risks are not hypothetical. Recent attacks on cities such as
Dallas and Oakland, the 2024 Salt Typhoon infiltration of telecommunications networks, and the
2025 PowerSchool breach demonstrate how quickly local disruptions can escalate into national
security concerns.!% Nationwide surges in cyberattacks have caused hospitals to delay surgeries,
schools to suspend classes, and cities to shutter essential services, underscoring that the stakes
are no longer only financial and that these attacks are increasingly affecting civil security.
Adversaries ranging from cybercriminal groups to state-backed actors in China, Russia, and Iran
are deliberately targeting the weakest points of America’s cyberdefenses, exploiting
underprepared agencies to gain footholds across U.S. critical infrastructure.'®” Without decisive
action, these incidents will only increase in frequency, impact, and size.

However, the challenges outlined in this report are not insurmountable. By addressing resource
and capacity limitations, strengthening organizational and structural frameworks, and reforming
market and regulatory environments, governments at every level can take meaningful steps
toward greater resilience. Making federal funding streams permanent, building a sustainable
workforce pipeline, clarifying lines of authority, and holding vendors accountable for secure-by-
design practices are not just policy options; they are also necessary foundations for defending
public services in the digital age. This reality makes investment in cybersecurity not only a
simply technical matter, but also a governance, resilience, and national security imperative.
Solutions should be scalable, sustainable, and collaborative, ensuring that even the smallest
municipality can benefit from shared knowledge, pooled resources, and national coordination.

The stakes are high; cybersecurity is no longer a niche technical issue but rather a fundamental
challenge to national security and public trust. Protecting communities from disruption requires
a whole-of-country approach that empowers state and local entities as full partners in defense.
Ultimately, strengthening state and local cybersecurity is about more than networks. It is about
preserving democratic institutions, ensuring resilient infrastructure, and safeguarding the safety
and well-being of the American people.
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